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1 Introduction

/TR33.828/ describes a "Kerberos-like Key Management Solution" in its clause 6.1.3. We feel that there are some issues with this solution candidate that need to be considered.
2 Issues and Proposals
1) The analysis in /TR33.828/, clause 6.1.3 starts with stating
"The requirement having the greatest impact on the possible types of key management scheme is requirement 5 on deferred delivery. This requirement excludes all key management schemes that are based on some type of negotiation between the end-points and implies that the sender/initiator must have access to media keys before the receiver has been contacted. A consequence is also that the receiver cannot rely on contacting the sender to get access to the keys used. 

Thus there is only one way to solve this problem and that is to have the key information associated with the media, forwarded with the media in e.g. a ticket. "
However, as described in S3-08xxx2, the actual use case behind "deferred delivery", i.e. usage of a voice mailbox, can be solved in a much more straightforward way that does not exclude various key management schemes and does not leave "only one way to solve this problem".

We consider it a questionable approach to make a specific variant of a use case determine the solution, in particular, if this imposes complexity that is not needed in the much more important use cases, in particular in the use case of end-to-end voice calls, which we view as paramount, and adversely impacts the IMS performance in such use cases. Rather, a solution should aim at providing optimal support for the most important use cases in the sense that these use cases are not adversely affected by the solution, e.g. with respect to service performance.
We therefore propose to add the following Editor’s Note:

“Editor's Note: It is ffs whether it is appropriate to let a requirement on deferred delivery determine the overall solution. The solution should rather be optimized for the requirements, which are deemed to reflect the most important use cases. A candidate for such an important use case is encryption of end-to-end voice calls.”
2) The solution requires the introduction of new network nodes, the Key Management Servers. Security can only achieved between subscribers of networks that have Key Management Servers in place. To establish the required trust relationships, GBA must be deployed. It must further be possible to deploy discovery mechanisms for external Key Management Servers and to establish security associations between Key Management Servers in different networks.
It is a major drawback of this solution that it is restricted to IMS. It cannot be expected that other types of networks will provide interoperable KMSs.

We therefore propose to add the following Editor’s Note:

“Editor's Note: This solution is restricted to communication between two IMS subscribers. It is therefore unsuitable for communication between an IMS subscriber and a non-IMS user, e.g. a user using a Voice-over-IP service based on IETF SIP. The solution is therefore not able to fulfill requirement 26 in clause 5.”
3) It is not clear what application protocol is intended for the communication between user and KMS. If it is SIP then SIP has to be enhanced, requiring considerable effort within the IETF standardization work. If not alternatives should be pointed out, together with the dependency on other standardization bodies.
We therefore propose to add the following Editor’s Note:

“Editor's Note: The application protocol is intended for the communication between user and KMS is ffs. Extensions to existing protocols, e.g. SIP, and potential dependencies on other standardization bodies need to be identified.” 

4) The solution requires that, for each call, several additional message roundtrips have to be performed: one roundtrip between the calling endpoint and its KMS, another roundtrip between the called endpoint and its KMS, and, if these are different KMSs, additional messages between the two KMSs.
By this, the solution will increase the call setup delay.
We therefore propose to add the following Editor’s Note:

“Editor's Note: When evaluating this solution it shall be taken into account that it necessitates additional roundtrips as part of the call setup procedures and will therefore increase call setup delay.” 
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