TISPAN WG7
TD17
Interim Drafting Meeting
Oslo, 19-21 April 2005

3GPP TSG SA WG3 Security — SA3#52
S3-080763
Sophia Antipolis, France, 23 – 27 June, 2008
Source:
Nokia Corporation, Nokia Siemens Networks

Title:
Discussion on migration to EPS from pre-Rel-8 systems
Agenda item:
6.9.1
Work item:
EPS security
Document for:
Discussion and decision

Abstract

This document analyses the consequences of the LS from SA1 (S3-080648 = S1-080763). We conclude that a stepwise upgrade only makes sense when the complexity of the first step is significantly lower than the complexity of going directly from pre-Rel-8 systems to Rel-8 compliant systems. Based on this conclusion, we still believe that the solution recommended by SA3 earlier, namely solution 6b, still strikes the right balance between complexity/impact on the one hand and security on the other hand. We therefore propose to approve the companion CR in S3-080764, which implements solution 6b in TS 33.401, and send an LS to CT4 and SA1, with cc to CT1. This LS shall be sent from this meeting early, so that CT4 can still handle it during their meeting taking place the same week.  
Introduction 

EPS AKA differs from UMTS AKA as CK and IK never leave the HSS. Furthermore, the HSS has to perform an additional key derivation step. Hence, an HSS supporting EPS contains security functionality not present in pre-Rel-8 HSSs or HLRs. However, it is unreasonable to require that all pre-Rel-8 HSSs or HLRs are updated to Rel-8 at the same time and prior to putting into operation the first E-UTRAN access network. 

Therefore, a migration strategy is needed to allow a stepwise introduction of Rel-8-compliant HSSs into an operators network. This need has been confirmed by SA1 in their latest LS S1- 080763 = S3-080648.

Discussion of requirements from SA1

SA1 considered two migration use cases:

· an operator makes a stepwise upgrade of HSS/AUC to Rel-8 EPS to its own PLMN. This is considered by SA1 to be the primary use case.  

· an operator makes a stepwise upgrade of HSS/AUC to enable his users receiving E-UTRAN access while roaming in a foreign Rel-8 EPS network. This is considered by SA1 to be a secondary use case.  

Stepwise upgrade means: In a first phase, all HSS/AUCs within the operator's network shall be modified according to the selected solution (numbered 1 to 6b); when the first phase is completed, the second phase may start. During the second phase, some (eventually all) HSS/AUCs within the operator's network are upgraded to full Rel-8 and the E-UTRAN is deployed. For the secondary use case the second phase is not needed.

SA1 states that the earlier expressed requirements about "no impact"/"limited impact" do not apply to the primary use case, but the secondary use case should not add any complexity on top of the primary use case.

However, we find this statement difficult to use as a guideline for selecting among solutions for the following reason: all the feasible migration solutions (numbered 1 to 6b) discussed in SA3 and CT4 previously (cf. e.g. LS from SA3 to CT4 in S3-080489) had in common that ALL pre-Rel-8 HSSs or HLRs needed to be modified before the first E-UTRAN network could go into operation. Now, if there were no restrictions any more on the amount of impact of the various solutions then the obvious question would be why one should not go for the biggest impact possible and upgrade all pre-Rel-8 HSSs or HLRs to Rel-8 at once. This would, of course, be against the very intention of a migration scenario. 

We therefore still believe that good judgment is required when selecting among the possible solutions. The good judgment would have to strike the right balance between complexity/impact on the one hand and security on the other hand. A migration solution where the impact on modified pre-Rel-8 HSSs or HLRs is only marginally smaller than the impact through a complete upgrade to Rel-8 would not make too much sense. 

Furthermore, any solution discussed so far, which satisfies the primary use case, also automatically enables the secondary use case. Therefore, no complexity is added by supporting the secondary use case as well. 

We also note that SA1 believes that a solution “can, if necessary, accept UTRAN level security for a limited time.” This means that SA1 is not asking for the solution with the highest possible security during the migration period. Also from this point of view, solutions 6b and 4 would be acceptable. 

We finally note that SA1 states that revisiting “earlier discarded solutions … should not delay the work for Rel-8.” This means that our focus should be on timely completion of Rel-8. 

Conclusions from requirements discussion: 

· a solution which accommodates both use cases identified by SA1 is required; 

· complexity/impact are still important criteria, otherwise migration scenarios do not make much sense; 

· the secondary use case is automatically solved when finding a solution for the first use case;

· UTRAN security is acceptable to SA1 for a transitory period; 

· the focus should be on timely completion of Rel-8. SA3 needs to agree on a CR and forward it to CT4 and SA1. If CT4 and SA1 agree to the proposed solution then this CR shall be submitted to SA in September. 

Discussion of Solutions

Of course, it would be possible to tell CT4 and SA1 that immediately moving all HLRs to Rel-8 would be the strongest security solution, followed by a list of intermediate solutions ordered by security strength, and leave all considerations on complexity to CT4 and SA1. But this would have the drawback that no CRs to 33.401 could be agreed at SA3’s June meeting. This would run counter to the requirement on timely completion of Rel-8.

So, based on the above discussion on requirements from SA1, we believe that there is a need to take into account the impact on pre-Rel-8 systems also in SA3. Let us briefly discuss the available solutions: 

Solutions 1, 1b, 2, and 3 all have in common that HLR would have to be upgraded to be able to dynamically set the AMF separation bit in authentication vectors depending on the requesting node type. These solutions only differ in the entities which perform key derivation of KASME and MAP/DIAMETER protocol conversion. But changing the AuC so that it can dynamically set the AMF separation bit seems to go already a long way towards a full Rel-8 solution, so that it may be not much more difficult to perform an update to Rel-8 right away. The migration step seems of limited help. 

Solution 4 is very simple and has the problem of leaving the user possibly with a false sense of security in certain cases, cf. LS from CT4 in S3-080467. It may therefore no longer be the preferred solution, given that the complexity requirement has been relaxed by SA1. 

Solution 5, which is the simplest, was ruled out by SA3 earlier because it would make migration to Rel-8 close to impossible, cf. arguments in S3a071031. 

Solution 6 has the drawback that it relies on configuration in the USIM or the ME. This drawback is avoided by solution 6b proposes by CT4 in S3-080467, which, however, still enjoys the advantages of solution 6.

We therefore recommend solution 6b, fully in line with SA3’s decision at the last meeting.

Proposal 

We propose that SA3 recommends solution 6b to CT4 and SA1 and approves the companion CR to 33.401. If CT4 and SA1 agree to the proposed solution then this CR shall be submitted to SA in September. An LS shall be sent to CT4 and SA1, with cc to CT1, shall be sent from this meeting early, so that CT4 can still handle it during their meeting taking place the same week.  























































