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===== START OF CHANGE 1 =============
7.2.8
Key handling in handover

7.2.8.1
General

AS level (RRC, UP) algorithms can be changed during inter-eNB handovers, ECM-IDLE to ECM-CONNECTED state transitions, EMM-DEREGISTERED to EMM-REGISTERED/ECM-CONNECTED state transitions.

RRC and UP keys are refreshed during eNB handovers. Source eNB creates KeNB* key from the current KeNB key using the KDF as specified in Annex A. Target eNB creates new KeNB (noted as KeNB**) based on KeNB* and C-RNTI using the KDF as specified in Annex A.

The target eNB algorithm identifiers and key purpose identifiers are used in the AS level key derivations as input parameters with KeNB to the key derivation function KDF (see Annex A). 

At an eNB handover with MME relocation, the KeNB is chained in the same way as if it was a regular intra-MME eNB handover. However, there is the possibility that the source MME and the target MME do not support the same set of NAS algorithms or have different priorities regarding the use of NAS algorithms. In this case, the target MME re-derives the NAS keys from KASME using the NAS algorithm identities as input to the NAS key derivation functions (see Annex A) and sends NAS SMC. All inputs, in particular the KASME, will be the same in the re-derivation except for the NAS algorithm identity. 

It is essential that the NAS sequence numbers are not reset to the start values unless a new KASME is taken into use. This prevents that, in the case a UE moves back and forth between two MMEs the same NAS keys will be re-derived time and time again resulting in key stream re-use. Since KASME only changes when a new AKA has been run successfully, the NAS sequence numbers shall only be reset to the start value when there is a new AKA run. In case the target MME decides to use NAS algorithms different from the ones used by the source MME, a NAS SMC including KSIASME (new or current value depending on whether AKA was run or not) shall be sent from the MME to the UE.

This NAS Key and algorithm handling also applies to other MME changes e.g. TAU with MME changes.

The procedures for key derivation for the different types of handovers are described in the sections 7.2.8.2-7.2.8.4 below. 

NOTE:
It is per operator's policy how to configure selection of handover types. Depending on an operator's security requirements, the operator can decide whether to have X2 handovers for a particular eNB according to its security characteristics. 

Editors Note: Some of the procedures in section 7.2.8.2-7.2.8.4 add some complexity and it is for ffs if the added complexity is justified. As an example it was questioned whether we need the procedure in sections 7.2.8.3/4 in addition to the procedure in sections 7.2.8.2.

Editors Note: It is FFS if the key handling procedures in the section 7.2.8.2-7.2.8.4 can be further optimized. 

7.2.8.2
X2-handover (inter eNB)

The proposed mechanism is described in Figure 7.2.8.2-1 and includes a Next-Hop-KeNB parameter from MME to the target eNB within the path switch acknowledgement message. Feeding both the serving eNB -related KeNB and the KASME to the Next-Hop-KeNB derivation function in the MME results in a cryptographically separate parameter for the target eNB compared to the parameter in the source eNB.

NOTE 1: Because the path switch message is transmitted after the radio link handover, it can only be used to provide keys for the next handover procedure and target eNB. Thus, forward security happens only after 2 hops because the source eNB knows the target eNB keys (the fresh key derivation parameter, Next-Hop-KeNB, for target eNB is provided by the source eNB). In other words, the forward security step comes after two hops, as the source eNB does not have a way to know the keys that the target eNB uses to prepare handover to its own target eNBs (the fresh key derivation parameter, Next-Hop-KeNB, comes from the MME to the target eNB in the path switch acknowledgement message).
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Figure 7.2.8.2-1 Key refresh on intra-MME handover (X2 handover)

Below is the description of new protocol as depicted in Figure 7.2.8.2-1. Only the parts relevant to key handling are described.
Editor's Note: It is FFS whether synchronization procedure is needed for Next-Hop-KeNB. It is also for ffs whether other synchronization issues arise with the procedure and whether the Path Switch Ack message could create problems. This has to be verified with RAN2.

0a. MME derives Next-Hop-KeNB intermediate key from KASME and KeNB
0b. MME provides in the AS security context for the serving eNB KeNB and Next-Hop-KeNB intermediate key.

0c. UE derives Next-Hop-KeNB and KeNB

1. Measurement report

2. Source eNB derives KeNB * from Next-Hop-KeNB
3. Source eNB provides KeNB * for target eNB

4. Handover request Ack

5a. Target eNB derives KeNB ** from C-RNTI and KeNB *
5b. Target eNB derives RRC and UP keys from the KeNB **

6. Handover Command includes HO type indicator set to "X2 handover"

7a-c. UE derives KeNB *, Next-Hop-KeNB*, and KeNB **
8. UE derives RRC and UP keys from KeNB **
9. Handover confirm

10. Path switch

11. U-Plane update request

12a-c. MME updates Next-Hop-KeNB* 

13. U-Plane update response

14. MME provides Next-Hop-KeNB* for target eNB for next handover

15. Target eNB stores Next-Hop-KeNB*. This Next-Hop-KeNB* is used for the next handover as the Next-Hop-KeNB*
In Figure 7.2.8.2-1 the KeNB is the key used between UE and source eNB, Next-Hop-KeNB is an intermediate parameter only used in KeNB* derivations. The KeNB* is the key used between UE and target eNB to derive KeNB** from target eNB C-RNTI and KeNB*. KeNB** is used to derive RRC and UP keys.

7.2.8.3
S1-handover (inter MME)
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Figure 7.2.8.3-1: Key refresh on inter-MME handover (S1 handover)

Description of new protocol as depicted in Figure 7.2.8.3-1. As in the previous section, only the parts relevant to key handling are described:

1. Measurement report

2. Source eNB derives KeNB* from Next-Hop-KeNB
3. Source eNB provides KeNB* for source MME

4. Source MME provides KeNB* to target MME

5a-b. Target MME derives KeNB*+ from KASME and KeNB*. It also derives Next-Hop-KeNB from KASME and KeNB*+
6. Handover Request informs Target eNB of KeNB*+ and Next-Hop-KeNB and HO type indicator. This HO type indicator is transmitted to the UE via messages 6, 7, 9, 10, 11.

7. Handover Request Ack

8abc. Target eNB stores Next-Hop-KeNB*. This Next-Hop-KeNB* is used as Next-Hop-KeNB for the next handover. Target eNB calculates KeNB ** from KeNB *+ and C-RNTI, It then derives RRC and UP keys. Note that the C-RNTI is communicated to the UE via messages 7, 9, 10, 11
9. Forward relocation response

10. Handover command

11. Handover Command includes HO type indicator set to "S1 handover"
12a-d. UE derives KeNB*, Next-Hop-KeNB* (to be used as Next-Hop-KeNB in the next handover), and KeNB**
13. UE derives RRC and UP keys from KeNB**
14 to 17. Completion of handover

NOTE:
Using a key derived from KASME, i.e. KDF(KASME ||"Handover Key"), for derivation of KeNB*+ allows delegation of forward providing forward security for KeNB without potential of compromising any of the other keys.

7.2.8.4
Key refresh on intra-eNB handover
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Figure 7.2.8.4-1 Key re-fresh in intra-eNB handover

1. Measurement report

2. Serving eNB derives KeNB*** from KeNB.

3. Handover Command includes HO type indicator set to "Intra-eNB handover"

4. Serving eNB derives KeNB** from C-RNTI and KeNB*** Serving eNB derives RRC and UP keys from the KeNB**

5a-b. UE derives KeNB*** and KeNB**. 

6. UE derives RRC and UP keys from KeNB**.

7. Handover confirmation

For intra-eNB handovers the C-RNTI binding is used for key refresh purposes. This improves the security whenever the MME is not involved in the key derivation procedure (e.g. intra-MME handover and path switching without Next-Hop-KeNB and inter-MME handover without key derivations and thus no indication for the UE of the MME involvement in the key derivation).

7.2.9
Key-change-on-the fly

====== END OF CHANGE 1 ==============
===== START OF CHANGE 2 =============
A.5
KeNB* derivation function (S4)

When deriving a KeNB* from Next-Hop-KeNB in the UE and the source eNB for handover purposes the following parameters shall be used to form the input S to the KDF.

-
FC = 0x05



The input key shall be the 256-bit Next-Hop-KeNB.

====== END OF CHANGE 2 ==============
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