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1. Introduction

The KeNB* derivation currently includes the physical cell id binding to make the keys delivered for different target eNBs separate. However, due to the introduction of forward KeNB security, this is not so important anymore.

2. About physical cell id binding

The threat of a target eNB being compromised and getting to know the keys of other potential target eNBs is not high enough to justify the cell id binding. When forward KeNB security is used the compromised target eNB can’t get the keys of the following eNBs (with 1-hop or 2-hops). This makes the threat much lower.

Disadvantages of binding the key to the physical cell id are:

· Each target eNB needs to be provided with multiple possible KeNB* for each physical cell id. This can be as high as 8 or 16 and thus consumes 8 or 16 times more memory of the target eNB when comparing to case where physical cell id is not bound.

· The source eNB needs to provide and prepare separate keys for each target eNB when physical cell id binding is used. If not used the same KeNB* can be provided to multiple target eNBs.

· Forward KeNB security key derivations and handling potentially benefit of removing the physical cell id binding, which is the only parameter currently that is needed to be known about the handover for the target eNB. If this parameter is removed there is no need to know the target eNB handover related parameters when preparing for the handover (e.g. in S1 handover case).

3. Proposal

As a conclusion we think that physical cell id binding is not needed in case SA3 has agreed on using a forward security solution. We propose to remove the binding of the physical cell id binding and thus make the resource consumption in target eNBs (when prepared) lower and also the preparation of the target eNBs simpler (the same KeNB* can be sent to all of them). The accompanying CR S3-080762 to TS 33.401 v8.0.0 implements the changes.
This simplification has also potential to make the forward KeNB security simpler.
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