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1 Introduction

This contribution shows the benefits for a mobile operator
· of using removable UICC in H(e)NB to authenticate femto service subscription and

· of using this service authentication in addition to H(e)NB hardware authentication before authorizing the H(e)NB to connect to mobile network
2 Analysis
2.1 Definitions
Femto subscriber: client who has subscribed to the femto service

Femto user: client who is authorized to camp and establish calls and/or data sessions on H(e)NB

2.2. Authentication Requirements

· H(e)NB authentication: H(e)NB integrity (hardware and software) should be checked before H(e)NB is authorized to connect to mobile operator network

· Femto Subscriber authentication: Femto subscriber rights should be checked before H(e)NB is authorized to connect to mobile operator network

· Femto subscriber management should have minimum impact on mobile operator client management systems

· Femto subscriber authentication should be under the responsibility of mobile operator (secrets/certificates managed by mobile operator)

· H(e)NB authentication can be delegated to H(e)NB vendor (ie using identities and secrets/certificates managed by vendor) if vendor trusted by mobile operator
· mobile operator should not be obliged to deploy a PKI to manage H(e)NB authentication nor Femto Subscriber authentication
2.3. Principles Proposal

H(e)NB vendor is responsible for H(e)NB authentication:
· H(e)NB identity should be a unique worldwide identity (for example IMEI)
· certificates/secrets managed by vendor

· mobile operator will only have to manage a minimum set of security material per vendor (for example 1 certificate) to be able to check H(e)NB authentication before H(e)NB connection

UICC in the H(e)NB:
· Femto subscription will be managed by a UICC (identifier = IMSI)

· reuse of EAP-SIM/EAP-AKA mechanisms used for UMA and IWLAN

· main benefit: tools to manage femto subscription already available in mobile operator, using IMSI and IMEI (for H(e)NB) identities allow to reuse current procedures for managing stolen AP

For mobile operator not wishing to use UICC in H(e)NB, the femto subscriber authentication by UICC should be optional. In this case, either the mobile operator will not manage femto subscription or manages it through other means after the H(e)NB has been connected to the mobile operator network.
2.4. Benefits of the proposal: some examples of Use Cases

2.4.1. A client subscribes to the femto service
The client is given a H(e)NB
He is given a UICC to put in the H(e)NB
At this point, in mobile operator subscriber database, the client has one (or several) IMSI for mobile services + 1 IMSI for femto subscription

At home, he puts the UICC in the H(e)NB and plugs the H(e)NB
H(e)NB authentication is checked by mobile operator (based on vendor certificate in H(e)NB and public key declared in mobile operator SEGW)

Femto Subscriber Authentication is checked by mobile operator (EAP-SIM or EAP-AKA)

IPsec tunnel (example) is setup between H(e)NB and mobile operator Network

Then autoconfiguration (exchanges between H(e)NB and mobile operator) is running.
After everything successful, H(e)NB transmits on  radio interface and femto service is available.
2.4.2. A client unsubscribes to the femto service

The client calls the customer care

His femto UICC IMSI is deactivated in AuC/HLR

Connection to H(e)NB is shutdown by mobile operator
Even if client switches on his H(e)NB again, the IPsec tunnel will not setup
2.4.3. A client has not paid his femto subscription

The femto UICC IMSI is deactivated in AuC/HLR, connection to H(e)NB is shutdown by mobile operator
Reuse of current billing/collection procedures to handle the situation and reactivate the service for the corresponding femto UICC IMSI.
2.4.4. A stolen H(e)NB is used

During the H(e)NB connection process, mobile operator can retrieve the relationship info between H(e)NB IMEI and femto UICC IMSI.
The mobile operator can then take corresponding measures (suspending IMSI or other) depending on country regulatory and legal specificities – these measures could be the same as those taken for stolen handsets or different.
2.4.5. Broken H(e)NB
The client calls customer care.
After confirmation that the problem is on the H(e)NB, the client extracts UICC from H(e)NB, returns its H(e)NB to mobile operator and gets a new H(e)NB.
At home, client inserts (unchanged) UICC in (new) H(e)NB and plugs the H(e)NB.
After H(e)NB and Femto Subscriber authentications, H(e)NB emits on  radio interface, and femto service available.
Since the femto service subscription has not changed, UICC and femto UICC IMSI are unchanged and the operator has  nothing to do on provisioning/IT side.
3 Proposal

There are 2 needs for authentication:

- authentication the H(e)NB (hardware and software) to check the integrity of the H(e)NB (first authentication)

- authentication of the femto subscription (second authentication)

The proposal is

· to have the possibility to do both autentication checks before authorizing the secure connection of the H(e)NB to the mobile operator network. The first one should be mandatory and the second optional depending on mobile operator's policy. The use or not of the second authentication should not have impact on first authentication mechanisms

· to use removable UICC for the second (optional) authentication
In order not to delay H(e)NB authentication standardization, existing standard protocols and procedures should be reused to check this service subscription authentication in the setup of the secure connection between H(e)NB and Mobile Network.
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