1

3GPP TSG SA WG3 Security — SA3#52
S3-080747
23rd – 27th June 2008 

Sophia-Antipolis, France
Source:
Nokia Corporation, Nokia Siemens Networks

Title:
Key Indicator
Document for:
Discussion and decision

Agenda Item:


Work Item / Release:
Rel-8

1. Introduction
Due to the many synchronization issues between UE and the MME and cached/mapped security context usage there are multiple parameters needed for indicating how to select the keys in UE. This document collects these cases and propose to use a common example IE as an indicator for the requirements of all these cases. It is RAN2’s responsibility to define the IEs in the end. However, we hope that this table nicely summarizes the requirements from SA3 to RAN2.
2. Key Indicator IE in E-UTRAN

Table 1. Key Indicator
	Scope (bits 5 and 4)
	Value (bits 3 – 0)
	Description

	00
	4 least significant bits of the current NAS uplink COUNT
	For cached security context activation. Intersystem mobility from UTRAN/GERAN to E-UTRAN uses mapped security context and NAS uplink COUNT is reset to zero (not valid as such for KeNB derivation). 
When cached security context is activated this Key Indicator provides synchronization between UE and MME of the current NAS uplink COUNT value. The KSIASME that the UE provided to the network is used in the network side as well.

	01
	eKSI (bits 2 - 4)
	Evolved KSI IE, where the bit 3 indicates whether it is KSIASME (set to 1) or KSISGSN (set to 0). Rest of the bits are like in the UTRAN KSI.

	10
	4 least significant bits of the NH chaining counter (NCC)
	Indicates the used NH for the KeNB* derivation.

	11
	4 least significant bits of the current NAS downlink COUNT
	For intersystem mobility from E-UTRAN to UTRAN the NAS downlink COUNT is used as an input parameter for CK’ and IK’ derivation.


3. Proposals
We propose to send an LS to RAN2 for indicating the requirements from SA3 for different types of synchronization issues. 
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