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1. Introduction

The current version of KeNB “forward” security solution in the TS 33.401 is quite complex and separates the different handover types for the UE. An LS from RAN2 (R2-082890) to SA3 (cc RAN3) also indicates that RAN2 is very much in favour of a simplified solution that works for all handover cases and does not distinguish between the handover types. This contribution proposes some simplifications. The accompanying CR (S3-080735) includes signalling flows that describe the cases discussed in this document.

2. KeNB forward security simplification

2.1 Simplification Overview 

The proposals in this contribution build on the basis of x2 handover solution, which we further simplify to make the overall solution more efficient. This solution works also for the S1 handover as well as for the intra-eNB handover cases

The proposal entails the following simplifications:

· First, we propose to remove all extra parameters needed to be sent from the target eNB to the MME in the path switch message (e.g. no cell id or KeNB*). In particular the target eNB does not need to send the cell-ID and KeNB* in the path switch message to the MME.

· Secondly, a simplified Next Hop (NH) parameter chaining is used in the MME for creating an independent key derivation parameter based on KASME as an input from MME to the target eNB. Initially, NH is derived during idle to active state transition when new KeNB is created, so that the NH does not need to be stored in the MME memory for idle mode UEs. NH is delivered to the target eNB together with the KeNB.
NH = KDF (KASME, S6); S6 = KeNB 

NH parameter is refreshed as follows:

NH* = KDF(KASME, S4); S4 = NH, 

The NH parameter is delivered in the Path Switch Acknowledgement message from MME to the target eNB during X2 handovers, in the Handover Request message from MME to the target eNB during S1 handovers, and for intersystem handovers to E-UTRAN as with normal initialization phase (i.e. as of idle to active mode transition or attach). The impact of this simplification is that the NH parameter handling becomes independent of the KeNB chaining, but it is used to derive the KeNB* as follows:

KeNB* = KDF(KeNB, S5); S5 = NH*, physical cell id

2.2 NH synchronization problem 

There is an editor’s note in the TS that describes the NH parameter synchronization problem:

Editor’s Note: It is FFS whether synchronization procedure is needed for Next-Hop-KeNB. It is also for ffs whether other synchronization issues arise with the procedure and whether the Path Switch Ack message could create problems. This has to be verified with RAN2.

The synchronization problem may occur for example when there is a handover before the path switch acknowledgement message from the MME to the eNB arrives. Thus, synchronization is needed.
Several solutions are possible: 

1. Let the UE know part of the NH key derivation parameter.

2. Maintain an NH Chaining Counter (NCC).

The first alternative to keep the NH synchronized is to take the 4 LSB of the NH key derivation parameter in the eNB and put them always into the HO Command message for all intra-E-UTRAN handover types so that the UE is always synchronized with the network. This provides unification of the different handover procedures and also avoids the de-synchronization problems. This also requires that if the 4 LSB of the next fresh NH value is the same as the previous one, the NH needs to be updated again. However, this does not prevent the problem that the 4 LSB of the n and n+2 NH could be the same. 

A second alternative to address the NH synchronization problem is to use an NH chaining counter (NCC), maintain it in UE (for active mode only), eNB (storing only the received MME-value for comparison reasons), and MME (for active mode UEs only) along with the NH. Then sending either the whole counter or parts of it over the air if needed. The usage of the counter with the NH is illustrated with these functions:

Initial values in UE and MME upon transition to active mode or upon handover from other system: NCC = 0, NH = KDF (KASME, KeNB, NCC)

Consecutive values: NH* = KDF(KASME, NH, ++NCC)

UE will then check the state of its counter and see how many times the NH needs to be chained from the last stored NH and NCC values with the KASME. The additional requirements are that the MME, eNB, and UE require more memory as they need to maintain the counter along with the NH (for ECM-CONNECTED mode UEs only in MME). A length of 4 - 8 bits should be sufficient for the NCC. The parameter lengths for the KDF functions are measured in octets, thus 8 bits (1 octet) would be a good choice. However, maybe 4 bits is enough to transfer over the air.

Note that it does not matter whether the NCC wraps around since the NH is forward chained all the time. Thus, the NCC must be long enough to avoid misinterpretation in the UE on whether the NCC has wrapped around or not. UE should update the NCC value only after the use of the keys has been verified.

2.3 Analysis of synchronization solutions

In alternative 1 revealing the 4 LSBs of the NH do not lower the security of the KeNB* as they are different bit strings and the old KeNB is also used to derive the KeNB* together with the NH. However, the forward security depends on the randomness property of the NH parameter. Thus, if the NH is 128 bits long, then 124 bits are unrevealed for the previous eNB, which knows the keys for the current eNB. In the alternative 2, where the NCC is used, none of the NH bits are revealed.

If eNB has not gotten a new NH parameter from the MME due to missing path switch ack message, then it shall use the current NH. This also avoids the problem that of frequent handover where path switch ack has not yet reached target eNB whilst the next handover occurs. This is also simplest for the eNB as it does not have to know about freshness of the NH, but to use the current one in the memory. When path switch ack message arrives, eNB updates the NH if it is present in the message. As a side effect this also allows the NH generation in the MME to be optional, which means that the key management does not mandate the path switch message signalling for every handover. 
Note that the eNB does not have to increase the NCC or chain the NH, but they always need to be provided in the security context from source eNB to the target eNB.In case the eNB gets a new NH from the MME, but still uses the old NH or the NCC of the NH in the HO Command, the target eNB gets the new NH and the UE still uses old NH. The target eNB may even get yet another fresh NH from the MME in the path switch acknowledgement message. This does not matter as long as the 4 LSBs of the NH is transferred for the UE and the new NH always has changing 4 LSBs. This way the UE can find the right NH. 
The NH number n and n+2 may have the same 4 LSBs which means that using NCC instead is more favourable and has lower error probability. Probability that the 4 LSB are the same is 1 of 16 (4 bit), i.e. 6.25%. The probability that the NH n+2 value is used in the HO Command rather than NH n or n+1 is much lower. If e.g. 10% of the handovers would require using n+2 instead of n+1, then the total probability of NH 4 LSB collision would be 6.25% * 10% = 0.625%. We think that 0.625% error probability is quite high, even if it would only require an active-idle-active state transition. Thus, we propose to use NCC with the NH.
2.4. Two-hop and one-hop forward security with the synchronization parameter
Due to the synchronization parameter one-hop forward security can be achieved if the source eNB provides the current KeNB and physical cell id to the MME and MME provides fresh KeNB* with fresh NCC and NH. The air interface, source eNB, and target eNB key derivations remain still the same. This also requires that the target eNB takes the KeNB*, NCC, and NH from MME if available and uses them instead the parameters from source eNB inside the transparent container. 
In the next X2 handover the new target eNB will get the same NH and NCC as was used in the S1 handover. However, the result is still the same, two-hop forward security if the MME provides fresh NH in the path switch acknowledgement message. Note also that two consecutive S1 handovers will increment the NCC parameter similarly to two consecutive X2 handovers.
3. Proposal

As a result the agreements in SA3#51 still apply in this proposal as the operator may configure to do S1 handovers, when one-hop forward security is needed. On the other hand the air interface is the same for all handovers and thus the RAN2 requirement to not reveal the handover type is fulfilled.

We propose to agree the simplifications listed in section 2 and use the NCC along with the NH to solve the synchronization problem with the accompanying CR to TS 33.401 (S3-080735).
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