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1. Introduction
During intersystem mobility from UTRAN/GERAN towards E-UTRAN mapped security context is used and the NAS COUNTS are reset to zero. UE indicates in the TAU Request whether it has cached security context and if the network also has the corresponding cached security context it can activate it with key change on the fly or with SMC during ECM-IDLE to ECM-CONNECTED state transition.
2. KeNB derivation when activating cached security context
For the KeNB key derivation the cached security context NAS uplink COUNT is used as an input parameter. However, the service request using a mapped security context uses the mapped security context NAS uplink COUNT. This NAS uplink COUNT can not be used to derive the KeNB from the cached security context as the NAS COUNTs are from different security contexts and the same KeNB may be derived multiple times during mobility between UTRAN/GERAN. The requirement is that the same NAS uplink COUNT shall not be used to derive the KeNB within the lifetime of the KASME.
When both the UE and the network have the cached security context, they also have the NAS uplink COUNT value stored. However, the COUNT value may be out of sync between UE and MME, meaning that the KeNB derivation in both end points provides different keys. For this purpose we propose to add 4 or more least significant bits of the NAS uplink COUNT into the AS SMC or HO Command when cached security context is activated.

3. Proposals
We propose to send 4 or more least significant bits of the current cached security context NAS uplink COUNT value to the UE when cached security context is activated. In case this happens during handover, this value should be included into the key change on the fly HO Command and in case of idle to active state transition the value should be added into the AS SMC (as there is no corresponding cached context based Service Request NAS SN). In both of these cases the KSIASME shall also be included in the corresponding message to indicate for the UE which key set is to be used. We propose to accept these proposals with the accompanying CR to TS 33.401.
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