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Abstract of the contribution:

This contribution analyses threat about time synchronization of H(e)NB. It is proposed to add corresponding security threat and security requirement into H(e)NB security TR as attached p-CR.
1 Introduction

H(e)NB shall perform time synchronization for correctly sending/receiving data to/from UE. Accuracy of time should comply with 3GPP specifications. H(e)NB performs time synchronization based on an external time source. The time source is either a macro cell from the same or alternative trusted network or a clock server located in independent trusted network.

This contribution analyses threat about time synchronization of H(e)NB. A p-CR is provided to modify H(e)NB security TR.

2 Threat analysis
In this section, the threat about time synchronization of H(e)NB is described as format in H(e)NB security TR.

Prerequisites: 
H(e)NB shall perform time synchronization based on an external time source. The time source is either a surrounding macro cell from the same or alternative trusted network or a clock server located in an independent network. It should be noticed that a clock server located in independent trusted network is needed anyway since H(e)NB may be deployed outside of macro cell coverage. 

Description: 
Attacker can tamper procedure of time synchronization of H(e)NB in order to make H(e)NB could not work correctly. Attacker can install a false macro cell near victim H(e)NBs and make victim H(e)NBs to perform time synchronization based on the false macro cell. Attacker can also perform attack in the insecure link between H(e)NBs and clock server located in fixed network. 
Attacker can mount attack (e.g. DoS attack) to clock server from H(e)NB or insecure link between H(e)NB and clock server. This kind of attack will affect H(e)NBs or macro cells which connect to victim clock server. For example, clock server may suffer DoS attack and consequently H(e)NBs and macro cells which connect to the victim clock server could not work correctly since they could not receive clock information.
Impact: Harmful

Threats to assets:

1) Threats to H(e)NB: H(e)NB can not work without clock information. Wrong clock information will make H(e)NB can not correctly perform operations, e.g. handover.
2) Threats to user: UE camped on H(e)NB with wrong clock information will experience a low quality service.
3) Threats to operator: Low quality service is provided to user. A clock server suffering attack will affect macro cells or H(e)NBs which perform time synchronization based on it. 
Mitigation:

H(e)NB should be notified information of macro cell from which H(e)NB get clock information so that H(e)NB perform time synchronization based on particular macro cell. Clock server should be located behind security gateway and communication between clock server and H(e)NB should be provided adequate protection.
3 Proposal

It is proposed to add threat analysis above to section of threat in H(e)NB TR and add following requirement to section of requirement in H(e)NB TR.
“Communication between clock server and H(e)NB should be provided adequate protection.”
A p-CR is attached to clearly show changes.
*************************Begin of Changes*************************************

5
Threats analysis

Editor’s Note: This chapter analyses the threats caused by introducing H(e)NB to 3GPP network. Possible solutions to these threats are listed in chapter 7.

NOTE 1:
A reference to certain implementation platform mentioned in this TR is for illustrative purposes only. Such examples are by no means exhaustive and are not to be construed as threat-mitigating solutions. 

Editor’s Note: It has to be checked whether there is any bias in the threat formulation with respect to the implementation in the future (cfr. mentioned examples).
5.1 
Common threats to H(e)NB

Editor’s Note: Threats which are in common to H(e)NB are clearly indicated in this chapter. 

Following threats are covered in this section:

1)       Compromise of H(e)NB authentication token by a brute force attack via a weak authentication algorithm.

2)       Compromise of H(e)NB authentication token by local physical intrusion.

3)       Inserting valid authentication token into a manipulated H(e)NB.

4)       User cloning the H(e)NB authentication Token.

5)       Man-in-the-middle attacks on H(e)NB first network access.

6)       Booting H(e)NB with fraudulent software (“re-flashing”).

7)       Fraudulent software update / configuration changes.

8)       Physical tampering with H(e)NB.

9)       Eavesdropping of the other user’s UTRAN or E-UTRAN user data.

10)   Masquerade as other users. 

11)   Changing of the H(e)NB location without reporting.

12)   Software simulation of H(e)NB.

13)   Traffic tunnelling between H(e)NBs.

14)   Misconfiguration of the firewall in the modem/router.

15)   Denial of service attacks against H(e)NB.

16)   Denial of service attacks against core network.

17) Compromise of an H(e)NB by exploiting weaknesses of active network services

18) User’s network ID revealed to Home (e)NodeB owner

19) Mis-configuration of H(e)NB

20) Mis-configuration of access control list (ACL) or compromise of the access control list

21) Radio resource management tampering

22) Masquerade as a valid H(e)NB

23) Provide radio access service over a CSG

24) H(e)NB announcing incorrect location to the network
25) Threat about time synchronization of H(e)NB
1) Compromise of H(e)NB authentication token by a brute force attack via a weak authentication algorithm.

Prerequisites: Token with weak authentication algorithm is used for H(e)NB authentication to the operator’s network. This threat refers to a specific usage of shared secrets for H(e)NB authentication i.e. the cases 1 and 3 of Table 1 Threats/Asset correspondence.
.
Description: An example for a token using a weak authentication algorithm is GSM SIM with COMP128-1, which is known to be possible to crack by brute force. In an H(e)NB setting such attacks could be launched from spoofed network access concentrator on internet if initial communication with access concentrator is not adequately secured.

Probability: Possible.

Impact: Harmful, but only if combined with other attacks.
Threats to assets: 

1) H(e)NB:  An attacker gain unauthorized access to H(e)NB with above mentioned weak token
2) User: Compromised token can be used to masquerade H(e)NB to User and mount further attacks towards user. 
3) Operators Network: An attacker could use the obtained authorization to try to mount further attacks towards the core network.

Mitigation: Any authentication token with a weak algorithm like GSM SIM with COMP128-1 should not be used for H(e)NB authentication. Backhaul link protection mechanism should be strong enough. 

NOTE 1: In S3-070614 SA3 answers suggests that for initial authentication S1-based authentication should be used. "Authentication of Home NodeB to the Serving Network, as well as Serving Network to the Home NodeB is needed and required to ensure overall security of the 3GPP system. As far as authentication when first connected, the security will need to be maintained, perhaps by maintaining  a security context between Home NodeB and rest of network. SA3 is currently specifying security mechanisms for S1 interface, which may be applicable to Home NodeB. However, SA3 would also like to add that these answers are not limited to LTE-based Home NodeB's."

NOTE 2: SA3 have decided to use certificates based authentication on S1 and X2 interfaces in the case of macro eNB.
…… (SKIPPED)……
24) H(e)NB announcing incorrect location to the network

Prerequisites: The intruder is in position to modify the H(e)NB or to mis-inform the H(e)NB regarding its location. Further the H(e)NB is expected to work only at a given location.

Description: The attacker either changes the location information of a H(e)NB or is in position to mis-inform H(e)NB regarding its location. Thus a stolen H(e)NB could be used in unwanted place.

Probability: Possible

Impact: Harmful especially for emergency call services.

Threats to assets’

1) H(e)NB: Manipulation in the form of mis-informing the location

2) User: Users might have no service in primarily expected location. Emergency calls might be routed to the wrong location.

3) Operator network: Provisioning of services meant for different location with potential impact on revenue.

Mitigation: Secure location solution is needed.

Requirement: It should not possible to manipulate location information of a H(e)NB.

25) Threat about time synchronization of H(e)NB
Prerequisites: 

H(e)NB shall perform time synchronization based on an external time source. The time source is either a surrounding macro cell from the same or alternative trusted network or a clock server located in an independent network. It should be noticed that a clock server located in independent trusted network is needed anyway since H(e)NB may be deployed outside of macro cell coverage. 

Description: 

Attacker can tamper procedure of time synchronization of H(e)NB in order to make H(e)NB could not work correctly. Attacker can install a false macro cell near victim H(e)NBs and make victim H(e)NBs to perform time synchronization based on the false macro cell. Attacker can also perform attack in the insecure link between H(e)NBs and clock server located in fixed network. 

Attacker can mount attack (e.g. DoS attack) to clock server from H(e)NB or insecure link between H(e)NB and clock server. This kind of attack will affect H(e)NBs or macro cells which connect to victim clock server. For example, clock server may suffer DoS attack and consequently H(e)NBs and macro cells which connect to the victim clock server could not work correctly since they could not receive clock information.

Impact: Harmful

Threats to assets:

1) Threats to H(e)NB: H(e)NB can not work without clock information. Wrong clock information will make H(e)NB can not correctly perform operations, e.g. handover.

2) Threats to user: UE camped on H(e)NB with wrong clock information will experience a low quality service.

3) Threats to operator: Low quality service is provided to user. A clock server suffering attack will affect macro cells or H(e)NBs which perform time synchronization based on it. 

Mitigation:

H(e)NB should be notified information of macro cell from which H(e)NB get clock information so that H(e)NB perform time synchronization based on particular macro cell. Clock server should be located behind security gateway and communication between clock server and H(e)NB should be provided adequate protection.

Table 2 maps threats to assets. 

	Threat/Asset correspondence
	H(e)NB
	User
	Operator

	Threat-1
	X
	--
	X

	Threat-2
	X
	--
	X

	Threat-3
	X
	X
	X

	Threat-4
	X
	X
	X

	Threat-5
	X
	X
	X

	Threat-6
	X
	X
	X

	Threat-7
	X
	X
	X

	Threat-8
	X
	X
	X

	Threat-9
	X
	X
	--

	Threat-10
	X
	X
	--

	Threat-11
	--
	X
	X

	Threat-12
	X
	X
	X

	Threat-13
	--
	X
	X

	Threat-14
	--
	X
	--

	Threat-15
	--
	X
	--

	Threat-16
	--
	X
	X

	Threat-17
	X
	X
	X

	Threat-18
	--
	X
	--

	Threat-19
	X
	X
	X

	Threat-20
	X
	X
	X

	Threat-21
	X
	X
	X

	Threat-22
	--
	X
	X

	Threat-23
	--
	X
	X

	Threat-24
	X
	X
	X

	Threat-25
	X
	X
	X


Table 1 Threats/Asset correspondence
5.2
Specific HNB threats

Editor’s Note: This section analyses the threats caused by introducing HNB to UMTS network. Possible solutions to these threats are listed in chapter 7.1.

5.3
Specific HeNB threats

Editor’s Note: This section analyses the threats caused by introducing HeNB to EPS network. Possible solutions to these threats are listed in chapter 7.2.

6
Security requirements

   Editor’s Note: This chapter shall address the security requirement to H(e)NB.
Editors Note: SA3#51: Some requirements/threats might needs to be merged
Based on this threat analysis, the security requirements for H(e)NB can be summarized as follows:

1) Only tokens with strong authentication algorithms shall be used for H(e)NB authentication against the core network. (Threats 1, 12).

2) Link protection mechanism between the Core network and the H(e)NB shall be of adequate cryptographic strength (Threat 1).

3) H(e)NB authentication credentials shall be stored inside a secure domain i.e. from which outsider cannot retrieve or clone the credentials (Threats 2, 3, 4, 12).
4) New users should be required to explicitly confirm their acceptance before being joined to an H(e)NB (Threats 3, 4, 9, 10).

5) H(e)NB and core network shall mutually authenticate each other, including the first initial contact (Threat 1, 5, 12).

6) The booting process of the H(e)NB shall be additionally secured by cryptographic means (Threat 6).
7) Software updates and configuration changes for the H(e)NB shall be cryptographically signed (by operator or H(e)NB supplier) and verified configuration changes shall be authorized by H(e)NB operator or supplier (Threat 7).

8) Unprotected data should never leave a secure domain inside H(e)NB (Threats 8, 9, 10).

9) It shall be possible for the operator to lock the H(e)NB service to a specific geographical location. It shall be possible to disable the H(e)NB if it has been detected to be located at an unauthorized location. (Threat 4, 11)
Editors Note: The above requirement might be of SA1 relevance and should be reviewed by SA1: TS 22.011. 

.
10) UE's shall, unless performing an emergency call, be authenticated and authorized by the user home network before receiving service from the H(e)NB (Threat 5, 13). 
11) The security solution shall be compatible with common network address and port translation variations, as well as support firewall traversal (Threat 14). 
12) Unauthenticated traffic shall be filtered out on the links between the core network and the H(e)NB (Threats 15, 16).
13) H(e)NB should be run with minimised network services (disabled or firewalled), and test regular for a securely verifiable system state (Threat 17)

14) Secure access should be provided for configuration and to configuration interface of H(e)NB (Threat 19). 

15) ACL (Access Control lists) should be created and modified by authorized party only (Threat 20).

16) None or very limited, in that case secure, access to H(e)NB radio parameters should be provided. (Threat 21)
17) The operator should have means to control the CSG configuration (Threat 22).

18) It should not be possible to override the operator’s policy at a H(e)NB (Threat 23)

19) It should not be possible to manipulate location information of a H(e)NB (Threat 24).

20) The authentication credential of each H(e)NB shall be different, e.g. bounded to an H(e)NB identifier and should be installed before any contact with the operators network. (Threat 5).

Editors Note: The above requirement might be of SA1 relevance and should be reviewed by SA1: TS 22.011 i.e. a check against the different H(e)NB identifiers should be made.

21) A mechanism shall be provided to restrict the number of simultaneous connections between a specific H(e)NB identity and the H(e)NB home Network. (Threat 4)

22) Only authorized end-users shall be able to request modifications to membership of the Closed Subscriber Group. Operator checks those requests and implements changes if accepted.  Only the H(e)NB operator shall be able to enable “open mode” (if supported). (Threat 3, 4, 9, 10)

Editors Note: The above requirement might be of SA1 relevance and should be reviewed by SA1: TS 22.011.

23) Enforcement of H(e)NB access to Closed Subscriber Group members shall not rely solely on access control methods implemented within the H(e)NB itself.  Instead the core network shall be able to check that only mobile users in the relevant Closed Subscriber Group can access services via a specific H(e)NB. (Threat 12)
24) Signalling, bearer and management traffic sent between the H(e)NB and its home network shall be authenticated, integrity protected and encrypted. Null encryption may optionally be used. Sensitive data shall never be sent in cleartext (Threat 4, 5, 10)

25) Access to H(e)NB local management interface by the H(e)NB owner if allowed by the operator, shall require authentication and authorization and shall not allow modification to operator controlled information. If the operator allows local management access by the H(e)NB owner, The H(e)NB owner shall be able to select the authorization password. (Threat 6, 7) 

Editors Note: The above requirement might be of SA1 relevance and should be reviewed by SA1: TS 22.011. The study/need of audit logs may influence this requirement.

26) H(e)NB enclosure should provide indication of physical tampering (e.g. visual or audible). (Threat 8)
27) IMSI of to H(e)NB connected users must not be revealed to the owner of the H(e)NB (Threat 18)
28) Communication between clock server and H(e)NB should be provided adequate protection. (Threat 25)
*************************End of Changes***************************************
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