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1 Introduction

This contribution proposes a possible IMS media security solution.
2. Definitions 
KMS: Key Management Server.
ID-A: Identity of User A.

ID-B: Identity of User B.
Ka: Shared key between UE-A and KMS.
Kb: Shared key between UE-B and KMS.
Ea (X): X is encrypted with key Ka.
Eb (X): X is encrypted with key Kb.
3. Solution 

The following diagram shows a basic idea for IMS media security solution, which is based on the “Otway-Rees” key management protocol.
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Figure 1 - Otway-Rees key management system
1a. UE-A bootstraps with KMS to establish a shared key Ka.

1b. UE-B bootstraps with KMS to establish a shared key Kb.
Note: Ka/Kb may be established through GBA mechanism where KMF is a NAF, or other methods.

2. UE-A sends an INVITE message which includes the following parameters: plain identity of user A ID-A, plain identity of user B ID-B and Ea (ID-A, I, ID-B) (encrypted ID-A and ID-B with key Ka,).
3. The INVITE message is sent to UE-B.
4. UE-B sends a request message, which includes the following parameters: plain ID-A and plain ID-B, Ea (ID-A, ID-B) and Eb (ID-A, ID-B) (encrypted ID-A and ID-B with key Kb,), to the KMS to request the master key K for media protection.
5. The KMS uses the plain ID-A and plain ID-B respectively to retrieve the shared key Ka and Kb, then use these keys respectively to get decrypted ID-A and ID-B from Ea (ID-A, I, ID-B) and Eb (ID-A, I, ID-B), and compare the decrypted ID-A and ID-B with plain ID-A and ID-B to make sure they are same. KMS then generates the master key K for media protection.
6. The KMS encrypts the master key K using Ka to get Ea (K), and encrypts the master key K using Kb to get Eb (K), then sends the Ea (K) and Eb (K) to UE-B in the response message.

7. UE-B gets K by decrypt Eb (K) using Kb.

8. UE-B sends the 200 response message which includes the Ea (K).
9. The 200 response message is sent to UE-A.

10. UE-A gets K by decrypt Ea (K) using Ka.
Now UE-A and UE-B share the master K which can be used further to protect the media between them.
4. Analysis

This solution has the following features:
4.1 Peer to Peer
For peer to peer communication, the solution could support end to end media security;

4.2 Forking 

KMS can distribute different master keys to each forking end point, so the master keys used by the answering endpoint cannot be known by other forking end points. Thus the solution could support forking case. The detail is FFS.
4.3 Deferred delivery 
The KMS can store the master key K during its lifetime. For deferred delivery, e.g. voice mailbox, the encrypted media is stored in a mailbox, When UE-B later wants to retrieve the encrypted media from the mailbox, UE-B just needs to perform step 4 to step 7 to fetch the master key K to decrypt the media. So this solution could support this use case. The detail is FFS.
4.4 Transcoders
For the network functions operating on plaintext media, e.g. transcoders, the KMS could deliver the master key K to the network functions after successful authorization. So this solution could support this use case. The detail is FFS.
4.5 Group and conference calls
For Group and conference calls, e.g. conferencing, the KMS could deliver the same master key K to the conference server, then to other attendees. So this solution could support this use case. The detail is FFS.
5. Proposal
It is suggested that SA3 agree the proposed solution is incorporated into TR 33.828 as one candidate solution.













































10. Decrypt to get master key K from Ea (K).





7. Decrypt to get master key K from Eb (K).
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1b. Bootstrap Kb





1a. Bootstrap Ka
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