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=====================================1st changes begin============================

7.2.5.2 Transition away from EMM-DEREGISTERED

7.2.5.2.1
General

When the UE transits from EMM-DEREGISTERED to EMM-REGISTERED/ECM-CONNECTED, there are two cases to consider, either a complete NAS security context exists, or it does not.

7.2.5.2.2
With existing NAS security context

If there is a NAS security context, the UE transmits a NAS Attach Request message. This message is integrity protected, and the NAS sequence number of the Attach Request message is used to derive the KeNB with the KDF as specified in Annex A. As a result of the NAS Attach Request, the eNB sends an AS SMC to the UE with the current KSIASME indicating the current KASME. 

When the UE receives the AS SMC, it uses the NAS sequence number of the Attach/Service Request message (i.e. the uplink NAS sequence number) that triggered the AS SMC to be sent as freshness parameter in the derivation of the KeNB. From this KeNB the RRC protection keys and the UP protection keys are derived as described in subclause 7.2.1. 

Editor’s Note: Whether the UE can be certain which Attach Request triggered a given AS SMC is pending verification from RAN2/RAN3/SA2/CT1. If the UE cannot be certain, the uplink NAS sequence number used by the MME must be echoed back to the UE from the MME.

The same procedure for refreshing KeNB can be used regardless of the fact if the UE is connecting to the same MME to which it was connected previously or to a different MME. In case UE connects to a different MME, the previous MME should verify the integrity of the NAS Attach Request message.  And when the new MME supports different NAS algorithms, the NAS keys have to be re-derived in the new MME with the new algorithm IDs as input using the KDF as specified in Annex A. 

In addition, there is a need for the new MME to send a NAS SMC to the UE to indicate the change of NAS algorithms and to take the re-derived NAS keys into use. The UE shall assure that the NAS keys used to verify the integrity of the NAS SMC are derived using the algorithm ID specified in the NAS SMC. The NAS SMC Command and NAS SMC Complete messages are integrity protected with the new keys.

7.2.5.2.3
No existing NAS security context or after AKA

In the case that there is an AKA run (either because there is no NAS security context, or the network decides to run an AKA after the Attach Request but before the corresponding AS SMC), the NAS (uplink and downlink) sequence numbers are reset to start values, and the start value of the uplink NAS sequence number shall be used as freshness parameter in the KeNB derivation from the fresh KASME (after AKA) when UE receives AS SMC Command with the new KSIASME indicating that the fresh KASME is used to derive the KeNB The KDF as specified in Annex A shall be used to derive the KeNB.

Note 1:
Using the start value for the uplink NAS sequence number in this case cannot lead to the same combination of KASME and NAS sequence number being used twice. This is guaranteed by the fact that the first integrity protected NAS message the UE sends to the MME after AKA is the NAS SMC complete message. 

The NAS SMC complete message will include the start value of the NAS sequence number that is used as freshness parameter in the KeNB derivation and the KASME is fresh. After an AKA, a NAS SMC needs to be sent from the MME to the UE in order to take the new NAS keys into use. Both NAS SMC Command and NAS SMC Complete messages are protected with the new NAS keys.

=====================================1st changes end============================
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