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Abstract of the contribution:

This contribution extends comparison table between possible H(e)NB credentials according to email discussion. It is proposed to go forward as proposals suggested in this contribution.
1 Introduction
A comparison table of possible H(e)NB credential is proposed in S3-080388. A email discussion had been finished in SA3 reflector. This contribution extends comparison table according to email discussion. Some conclusions have been made based on new comparison table. It is proposed to agree these conclusions and go forward in the way proposed by this contribution.
2 Discussion of columns and rows in comparison table
2.1 Columns
Following possible credentials have been presented in comparison table in contribution S3-080338. 

(1) xSIM on removable UICC
(2) xSIM on embedded UICC
(3) Embedded shared key(implementing AKA authentication method in H(e)NB itself)
(4) Certificate
(5) Combination of a xSIM on removable UICC and a certificate
According to email discussion result about columns of comparison table, following possible credentials should be considered:

1. USIM based credential, including UICC-based credential and non-UICC based credential

USIM based credential means that AKA will be used as authentication method for this kind of credentials. Since credential can be removable on embedded, there are four possible credentials: removable UICC, embedded UICC credential, removable AKA credential (non-UICC), and embedded AKA credential (non-UICC).
The only difference between removable AKA credential (non-UICC) and removable UICC is that AKA is implement on different platform. Since platform other than UICC could not provide trustworthy security capability, there is no need to consider removable AKA credential (non-UICC). It is proposed not to add removable AKA credential into columns of comparison table.

2. Non-USIM based credential, including shared secret credential
Non-USIM based credential means that authentication method other than AKA will be used for this kind of credential. In this category, only embedded pre-shared key is considered as one possible credential.

3. Digital certificate
Certificate based authentication method will be used for this kind of credential. Embedded digital certificate is considered as one possible credential.
4. Combination of above

One combination solution of removable UICC and embedded digital certificate was proposed in latest SA3 meeting. No other combination solution was submitted so far. So combination solution of removable UICC and embedded digital certificate is considered as one possible credential.
5. Others 

There is no other possible credential proposed in SA3 so far. So no other possible credential is added into column. 
According to above analysis, following credentials should be compared: removable UICC, embedded UICC, embedded AKA credential, embedded pre-shared key, embedded certificate, removable UICC + embedded certificate.

2.1 Rows
Following rows are present in comparison table in S3-080388:

(1) Authentication mechanism

(2) Manufacture of H(e)NB

(3) Security of credential

(4) H(e)NB owner management

(5) credential used in rogue H(e)NB
According to email discussion result, following rows should be added or replaced in comparison table in contribution S3-080388:
(1) Authentication protocols (replace “Authentication mechanism”)
(2) Impact on operator network
(3) Impact on H(e)NB manufacturing (replace “Manufacture of H(e)NB”)
(4) Security of credential storage (replace “security of credential”)
(5) Credential cloning
(6) Credential revocation
(7) Credential re-assignment
(8) Ability to re-use authentication credentials to address other H(e)NB security requirements
a) cryptographically secured boot 
b) Signed s/w and configuration update
(9) cryptographically protected backhaul 
In addition, it is proposed to also add another row “credential provision” into comparison table in order to cover all aspects of credential management.
After combining above rows, it is proposed to include following rows in new comparison table:
(1) Authentication protocols
(2) cryptographically protected backhaul
(3) Impact on operator network
(4) Impact on H(e)NB manufacturing
(5) H(e)NB owner profile management

(6) Security of credential storage
(7) Credential provision

(8) Credential cloning
(9) Credential revocation
(10) Credential re-assignment
(11) Credential used in rogue H(e)NB

(12) Ability to re-use authentication credentials to address other H(e)NB security requirements
a) cryptographically secured boot 

b) Signed s/w and configuration update
4 Comparison of possible H(e)NB authentication credentials

4.1 Authentication protocols

AKA-based credential:

IKEv2+EAP AKA, which is well defined in I-WLAN specification, can be reused as mutual authentication mechanism between H(e)NB and operator’s core network. AAA server and HLR for I-WLAN can be reused with little modifications.

embedded pre-shared key:

IKEv2 supports pre-shared key based mutual authentication. However Using pre-shared key in H(e)NB scenario is hard because of difficulty of key management of pre-shared key.
embedded certificate:

IKEv2 supports certificate based mutual authentication. PKI is needed to perform certificate management. A server is necessary for SeGW and H(e)NB to verify the status of certificate.

removable UICC + embedded certificate:

IKEv2+EAP AKA, which is well defined in I-WLAN specification, can be reused as mutual authentication mechanism between H(e)NB and operator’s core network. AAA server and HLR for I-WLAN can be reused with little modifications.
4.2 cryptographically protected backhaul
For all possible credential, IPsec tunnel is established after IKEv2 negotiation between H(e)NB and SeGW.
4.3 Impact on operator network
In H(e)NB system, a H(e)NB owner profile server has to be added to store profile of H(e)NB owner. The profile of H(e)NB owner includes but not limited to: list of allowed UEs which can access network through H(e)NB, allowed geographic area, etc.
AKA-based credential:

AAA server and a H(e)NB owner profile server should be added. AAA server and H(e)NB owner profile server can reuse AAA server and HLR for I-WLAN with little modification.
For embedded AKA credential, operators has to provide/get K for each H(e)NB to/from vendor. Operators lose control to security of H(e)NB in case that there is no strong trust relation between operators and vendors.
embedded pre-shared key:

AAA server and a H(e)NB owner profile server should be added. Pre-shared key may be stored in AAA server or H(e)NB owner profile server. 

Operators has to provide/get pre-shared key of each H(e)NB to/from vendor. Operators lose control to security of H(e)NB in case that there is no strong trust relation between operators and vendors..
embedded certificate:

H(e)NB owner profile server should be added.

Operators has to deploy PKI for issuing certificates of each H(e)NB and provide signed certificate to vender. If operators allow vendor to issue certificate to each H(e)NB, operators lose control of security of H(e)NB in case that there is no strong trust relation between operators and vendors.

removable UICC + embedded certificate:

AAA server and a H(e)NB owner profile server should be added. AAA server and H(e)NB owner profile server can reuse AAA server and HLR for I-WLAN with little modification.
Embedded certificate is issued by vendor and consequently this does not impose PKI deployment requirement to operator. Operators still control security of H(e)NB since removable UICC is controlled by operators.
4.4 Impact on H(e)NB manufacturing
AKA-based credential:

In case of removable UICC, H(e)NB vendors need not personalize H(e)NB in stage of manufacturing. Removable UICC could be inserted into H(e)NB in stage of sale or installation. 

In case of embedded UICC, H(e)NB vendors need to embed UICC received from operators to H(e)NB in stage of manufacturing. 
In case of embedded AKA credential, H(e)NB vendors need to personalize H(e)NB in stage of manufacturing. K of each H(e)NB shall securely exchanged between operator and vendor. This will add the complexity of H(e)NB manufacturing.
embedded pre-shared key:

H(e)NB vendors need to personalize H(e)NB in stage of manufacturing. Pre-shared key of each H(e)NB shall securely exchanged between operator and vendor. This will add the complexity of H(e)NB manufacturing.
embedded certificate:

H(e)NB vendors need to personalize H(e)NB in stage of manufacturing.

In case that certificate of each H(e)NB is issued by operator, certificate shall be securely provided to vendor. This will add the complexity of H(e)NB manufacturing.

In case that certificate of each H(e)NB is issued by vendor, H(e)NB vendors need to personalize H(e)NB in stage of manufacturing.
removable UICC + embedded certificate:

Removable UICC can be inserted to H(e)NB in stage of sale or installation.

Embedded certificate is issued by vendor. H(e)NB vendors need to personalize H(e)NB in stage of manufacturing.
4.5 H(e)NB owner profile management

AKA-based credential:

Operators could easily reuse current method of managing UE’s profile to manage profile of H(e)NB owner.
embedded pre-shared key:

Operators has to find a new solutions to manage profile of H(e)NB owner. Current experience and method of managing UE’s profile could not be reused.
embedded certificate:

It is hard to reuse current experience and method of manging UE’s profile to manage profile of H(e)NB owner.
removable UICC + embedded certificate:

Operators could easily reuse current method of managing UE’s profile to manage profile of H(e)NB owner.
4.6 Security of credential storage
AKA-based credential:

In case of removable UICC and embedded UICC, credential is protected by UICC. The interface between UICC and rest of H(e)NB should be secured by physical security mechanism of H(e)NB.

In case of embedded AKA credential, credential shall be protected by physical security mechanism of H(e)NB. 
embedded pre-shared key:

Credential shall be protected by physical security mechanism of H(e)NB.
embedded certificate:

Credential shall be protected by physical security mechanism of H(e)NB.
removable UICC + embedded certificate:

Removable UICC protect the credential stored in it. Embedded certificate should be protected by physical security mechanism of H(e)NB. The interface between UICC and rest of H(e)NB should be secured by physical security mechanism of H(e)NB.
4.7 Credential provision
AKA-based credential:

In case of removable UICC, current UICC provision process could be reused.

In case of embedded UICC or embedded AKA credential, credential has to be provided at stage of manufacture. 
embedded pre-shared key:

Credential has to be provided at stage of manufacture. 
embedded certificate:

Credential has to be provided at stage of manufacture. 
removable UICC + embedded certificate:

Removable UICC could reuse current UICC provision process. Embedded certificate has to be provided in stage of manufacture. 
4.8 Credential cloning
Attackers can explore vulnerability of authentication algorithm or credential storage to clone credential. For all possible credentials, it is believed that authentication algorithm is secure enough and credential has been stored in storage secured by security mechanisms.
4.9 Credential revocation
AKA-based credential:

Operator could reuse current credential revocation procedure of mobile subscriber to perform credential revocation. It should be noticed that H(e)NB device need not be revoked when removable UICC is revoked. This brings convenience to some operators.
embedded pre-shared key:

Operators have to find appropriate way to revoke credential.
embedded certificate:

Operators have to find appropriate way to revoke credential.
removable UICC + embedded certificate:

Same procedure with current credential revocation procedure could be used. It should be noticed that H(e)NB device need not be revoked when removable UICC is revoked. This brings convenience to some operators.
4.10 Credential re-assignment
AKA-based credential:

In case of removable UICC, only a new UICC needs to send to H(e)NB owner for credential re-assignment. H(e)NB owner can easily insert new UICC to his H(e)NB device. Moreover, separate UICC and H(e)NB device could also bring convenience in case of replacing broken H(e)NB device. H(e)NB owner could simply insert his removable UICC into new H(e)NB and there is no need to modify profile of H(e)NB owner.
In case of embedded UICC and embedded AKA credential, a new H(e)NB device needs to send to H(e)NB owner for credential re-assignment.
embedded pre-shared key:

A new H(e)NB device needs to send to H(e)NB owner for credential re-assignment.
embedded certificate:

A new H(e)NB device needs to send to H(e)NB owner for credential re-assignment.
removable UICC + embedded certificate:

Only a new UICC needs to send to H(e)NB owner for credential re-assignment. H(e)NB owner can easily insert new UICC to H(e)NB device. The benefit brought by separate UICC and H(e)NB also exist in this case.
It could be seen that removable UICC brings some benefit to credential re-assignment since H(e)NB device could be reused. But some operators may not want user to be involved in H(e)NB installation. Different operators may have different preference. So it is hard to say which solution is better.
4.11 Credential used in rogue H(e)NB

The rogue H(e)NB with a valid credential can do bad things, e.g. eavesdropping. 

AKA-based credential:

In case of removable UICC, attackers may use a valid xSIM on removable UICC and a rogue H(e)NB to attack. However, it is hard for attacker to clone or steal removable credential without physical possession and since UICC is tamper resistant. Attackers have to purchase a legal H(e)NB to get a valid UICC and use it with rogue H(e)NB to perform attacks. These attacks may be mitigated by other security mechanisms, e.g. security enhancement on entities located in operator’s core network, notify UE when UE camps on H(e)NB, etc. 

In case of embedded UICC and embedded AKA credential, it is hard for attacker to clone or access authentication credential. Embedded UICC is tamper resistant.
embedded pre-shared key:

It is hard for attacker to clone or access authentication credential.

embedded certificate:

It is hard for attacker to clone or access authentication credential.

removable UICC + embedded certificate:

In case a combination of xSIM on removable UICC and certificate is used, the certificate can be used to authenticate the software and to verify the boot process. If the certificate based authentication process is able to verify the software and boot process on H(e)NB, the H(e)NB can proceed to perform mutual authentication between the xSIM on removable UICC and the core network.
4.12 Ability to re-use authentication credentials to address other H(e)NB security requirements: cryptographically secured boot
For all possible credentials, cryptographically secured boot shall be provided by physical security mechanism of H(e)NB. Different vendors may deploy different implementation solution to protect boot procedure. It is hard to say whether credential could be reused. 
4.13 Ability to re-use authentication credentials to address other H(e)NB security requirements: Signed s/w and configuration update
It is noticed that communication between H(e)NB and configuration server/software download server behind security gateway is protected by IPsec tunnel. There is no discussion about whether software or configuration update should be protected above IP layer. In addition, whether authentication credential could be reused is related to security mechanism of software download and configuration update procedure. 
In case that software download and configuration update procedure is protected by certificate-based solution, certificate for authentication could be reused for signed s/w and configuration update.
4 Proposed comparison table

Table 1 is proposed comparison table.

	
	AKA-based credential
	embedded pre-shared key
	embedded certificate
	removable UICC + embedded certificate

	
	removable UICC
	embedded UICC
	embedded AKA credential
	
	
	

	Authentication protocols
	=

IKEv2+EAP AKA;


	-

IKEv2+PSK;

difficult key management;
	=

IKEv2


	=

IKEv2+EAP AKA;



	cryptographically protected backhaul
	=

IPsec tunnel;
	=

IPsec tunnel;
	=

IPsec tunnel;
	=

IPsec tunnel;

	Impact on operator network
	+
Reuse AAA server and HLR for I-WLAN with little modifications;

Operators control security of H(e)NB via profile management;
	-

Reuse AAA server and HLR for I-WLAN with little modifications;

strong long term trust relationship needed between operator and vendor required
	-

strong long term trust relationship needed between operator and vendor required
	-

PKI deployment or strong long term trust relationship needed between operator and vendor required; 
	+

Reuse AAA server and HLR for I-WLAN with little modifications;

Operators control security of H(e)NB via profile management;

	Impact on H(e)NB manufacturing
	+
No H(e)NB personalization required
	=
Need to personalize H(e)NB
	-
Need to personalize H(e)NB;

secure credential exchange between operator and vendor;
	-
Need to personalize H(e)NB;

secure credential exchange between operator and vendor;
	=/-
Need to personalize H(e)NB;

secure credential exchange between operator and vendor in case that certificate is issued by operator;
	=
Need to personalize H(e)NB;

	H(e)NB owner profile management
	+

Operational experience reuse
	-

Operation experience could not be easily reused.
	-

Operation experience could not be easily reuse
	+

Operational experience reuse

	Security of credential storage
	=

UICC is tamper-resistance.

Interface between UICC and rest of H(e)NB should be secured by physical security mechanism.
	=

Protected by physical security mechanism of H(e)NB.
	=

Protected by physical security mechanism of H(e)NB.
	=

Protected by physical security mechanism of H(e)NB.
	=

UICC is tamper-resistance.

Certificate and interface between UICC and rest of H(e)NB should be protected by physical security mechanism.

	Credential Provisioning
	+

Reuse current UICC provisioning process
	=

Provision at point of manufacturing
	=

Provision at point of manufacturing
	=

Provision at point of manufacturing
	=

Provision at point of manufacturing
	= 

Reuse current UICC provisioning  and provision at point of manufacturing

	Credential cloning
	=

Proven security authentication algorithm;

Security storage of credential.

	Credential revocation
	+

Reuse current revocation procedure of mobile subscribers.
	-

Operators have to find appropriate way to revoke credential.
	-

Operators have to find appropriate way to revoke credential.
	+

Reuse current revocation procedure of mobile subscribers.

	Credential re-assignment
	?

Operator’s choice.
	?

Operator’s choice.
	?

Operator’s choice.
	?

Operator’s choice.
	?

Operator’s choice.
	?

Operator’s choice.

	Credential used in rogue H(e)NB
	-

Valid credentials may be used to authenticate a rogue H(e)NB. Some mechanisms can mitigate the threat.
	+

Credential is hard for attacker to clone or steal;


	+

Credential is hard for attacker to clone or steal;


	+

Credential is hard for attacker to clone or steal;


	+

Credential is hard for attacker to clone or steal;


	+

Credential is hard for attacker to clone or steal;



	Ability to re-use authentication credentials:

cryptographically secured boot
	?
provided by physical security mechanism of H(e)NB

	Ability to re-use authentication credentials:

Signed s/w and configuration update
	?

Protected by IPsec tunnel already;

Whether it could be reused is depend on detailed software download and configuration update security solution.
	?

Protected by IPsec tunnel already;

Whether it could be reused is depend on detailed software download and configuration update security solution.
	+

Protected by IPsec tunnel already;

certificate for authentication could be reused in case of certificate-based software download and configuration update security solution.
	+

Protected by IPsec tunnel already;

certificate for authentication could be reused in case of certificate-based software download and configuration update security solution.


Table 1: comparison between possible credentials
6 Conclusion and proposal
Based on table 1, it is proposed to make following conclusion in SA3:
1. Embedded pre-shared key should not be considered as H(e)NB credential;

Pre-shared key solution has no advantage compared to other solutions according to table 1. In addition, key management of pre-shared key solution is complex in H(e)NB scenario. So, it is proposed not to consider embedded pre-shared key solution.

2. Removable UICC + embedded certificate solution could be considered as H(e)NB credential. 
Removable UICC + embedded certificate solution is better than other solutions listed in table 1. In this solution, operator controls UICC and uses UICC to manage H(e)NB owner’s profile so that operator’s rich mobile subscriber management experience could be reused as much as possible. Removable UICC also brings benefit in credential re-assignment and replacing broken H(e)NB because of separate UICC and H(e)NB entities. Vendors control certificate so that operators need not deploy PKI. Certificate may be reused to verify software and configuration update.

3. Embedded certificate option and AKA-based credential option may be used as a fallback to removable UICC + embedded certificate solution according to operator’s different requirements. 

Different operators may have different requirements. Some operators may use solution other than UICC to manage profile of H(e)NB owner. And these operators may have deployed PKI or established long-term strong trust relationship with H(e)NB vendors. In this case, operators may choose embedded certificate solution as a fallback solution.

AKA-based credential also provide convenience to operator in managing profile of H(e)NB owner. And this solution could reuse current network architecture as much as possible, so this solution is considered as a quick-launch solution. Operators can choose how to implement AKA-based credential according to their view of security threats and security requirements. AKA-based credential solution could also be used as a fallback solution.
Based on above conclusion, it is proposed to go forward in this way:
1. It is proposed to include table 1 into H(e)NB TR;
2. It is proposed to stat study of removable UICC + embedded certificate solution.
3. Since operators may choose fallback solution according to their requirement, it is proposed to also start study another two credential options: AKA-based credential option and embedded certificate option.

4. Adding authentication credential implementation option section in TR to describe three options mentioned in point 2 and point 3.
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