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1 Introduction
In TS 33.401 it is not clear that replay protection for NAS and RRC messages is required. CR S3-080705 clarifies this requirement to the document. The actual specification of how the replay protection is achieved still needs to be done.
2 Analysis

Without replay protection for NAS and RRC messages an attacker can record the messages and repeat them at a later time, fooling the receiver to think they are from a valid source. This can result in various security threats.
3 Conclusion and proposal

With CR S3-080705 the requirement for replay protection for NAS and RRC messages is explicitly added to TS 33.401. The proposal is that the CT1 and RAN2 groups specify the replay protection mechanisms to be used for implementing this feature for NAS and RRC messages respectively. 
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