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Abstract of the contribution:

This document discusses on the editor’s note on MIP-RK derivation using EMSK key. 
1. Introduction 

In the last SA3#51 meeting, it was commented that the MIP rook key derivation using EMSK does not comply with the HoKEY derivation rules and added an editors note in TS 33.402 that it has to be verified whether this creates technical problems. This document briefs the requirement for EMSK to generate domain/usage specific keys as specified in HOKEY [draft-ietf-hokey-emsk-hierarchy-05.txt] and clarifies that MIP root key derivation is inline with the requirements of HOKEY. It is proposed to remove the “Editors Note: The current derivation rules do not currently comply with the Hokey derivation rules, and it has to be verified whether this creates technical problems.”.
2. HOKEY specification on deriving Root Key from EMSK 
Draft-ietf-hokey-emsk-hierarchy-05.txt specifies a mechanism for avoiding conflicts between root keys by deriving them in a manner that guarantee cryptographic separation. This draft also specifies that in order to prevent security problems in one usage from interfering with another usage, the following 
Cryptographic separation is required:
· It MUST be computationally infeasible to compute the EMSK from any root key derived from it.

· Any root key MUST be cryptographically separate from any other root key derived from the same EMSK or DSRK

· Derivation of USRKs MUST be coordinated so that two separate cryptographic usages do not derive the same key.

· Derivation of DSRKs MUST be coordinated so that two separate key management domains do not derive the same key.

· Derivation of DSRKs and USRKs MUST be specified such that no domain can obtain a USRK by providing a domain name identical to a Usage Key Label.
USRK Derivation:

USRK = KDF(EMSK, key label | "\0" | optional data | length)

      Where:

        | denotes concatenation

        "\0" is a NULL octet (0x00 in hex)

        length is a 2 octet unsigned integer in network byte order
PRF:

PRF+ (K,S) = T1 | T2 | T3 | T4 | ...

   Where:
T1 = PRF (K, S | 0x01)

T2 = PRF (K, T1 | S | 0x02)

T3 = PRF (K, T2 | S | 0x03)

T4 = PRF (K, T3 | S | 0x04)
Default PRF is HMAC-SHA-256.

3. MIP Root Key derivation specified in TS 33.402
TS 33.402 specify a mechanism for generating MIP-RK using EMSK. The mechanism specified in TS 33.402 is as follows:
MIP-RK-1 =   HMAC-SHA256 (EMSK , usage-data | 0x01)


MIP-RK-2 =   HMAC-SHA256 (EMSK, MIP-RK-1 | usage data | 0x02)

MIP-RK = MIP-RK-1 | MIP-RK-2

Where:

usage-data = key label + "\0" + length  
4. Conclusion
It is has been verified that current derivation rules specified in TS 33.402 comply with the HOKEY derivation rules. It is proposed to agree the companion contribution S3-080704
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