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As SAGE is aware, SA3 has decided to base the EPS Key Derivation Function (KDF) on the GBA KDF. Specifically the “master key” for all EPS security is currently proposed to be derived as


KASME = KDF(Ck || Ik, 0x02 || PLMN_ID || <other_params> )

where PLMN_ID is an identifier for the serving network and KDF is the HMAC-SHA256 based function used in GBA (TS 33.220). The <other_params> has been left FFS with reference to SAGE’s LS to SA3 #28 (S3-030219), which discusses the need to include other parameters such as RAND and IMSI, to avoid collisions in the inputs to the KDF (avoiding collisions for a fixed user, as well as between two different users).

In the analysis of S3-080698 (attached), it is concluded that to reach a security level aligned with the reasoning in SAGE’S LS above, in particular considering that EPS shall be able to provide a 256-bit level of overall security, the parameters RAND, IMSI are probably necessary, but not sufficient. The contribution S3-080698 further reaches the conclusion that including (part of) the AUTN field (specifically, dependence on the SQN sequence number) however does seem to meet the security requirements of avoiding too high probability of collisions. Basically, the proposal is to use 

KASME = KDF(Ck || Ik, 0x02 || PLMN_ID || RAND || IMSI || S)

where S = SQN ( AK is obtained from the AUTN and input to the KDF in the HSS respectively the ME.
Actions:

SA3 kindly asks SAGE to review the analysis provided in S3-080698 and provide feedback on the security provided by this proposal. 
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