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1. Introduction

EPS uses a much more elaborate key derivation mechanism than previous 2G/3G systems. EPS is assumed to support a security at least as high as 3G in general, and in addition, to be able to provide a 256-bit overall level of security in the future.

The purpose of this contribution is to discuss the open issue related to the security of the Key Derivation Function (KDF). The Kasme is derived from CK/IK using the same KDF as in GBA. The input to the KDF may leave a security-hole open, which was highlighted by ETSI/SAGE when the GBA KDF was designed. In particular, the purpose of this contribution is to resolve the editor's note in Annex A.2 of TS 33.401, namely:

"Editor's NOTE 1: It is FFS if more input parameters are required to counter the threat identified by ETSI/SAGE in the LS to SA3 received in SA3#28 (S3-030219)."

2. Analysis of the EPS KDF
The key KASME (and keys “below” it in the EUTRAN hierarchy) is derived by applying a cryptographic function. In the case of KASME:


KASME = KDF(Ck || Ik, 0x02 || PLMN_ID || <other_params> ).

where KDF is the GBA (TS 33.220) key derivation function (i.e. HMAC-SHA-256) and PLMN_ID is an identifier for the serving network (VPLMN). <other_params> are FFS as the editor's note below the definition indicates.

As mentioned, the KDF is the same as the GBA KDF function. The KDF used to derive the KASME uses the same inputs as does the one used to derive the Ks in GBA. The GBA function uses IMSI and RAND as additional <other_params>.  The LS from ETSI/SAGE to SA3 received in SA3#28 (S3-030219) gives some rationale for why the IMSI and RAND are included:

· It is certainly not sufficient to use only CK and the application identity ASi as inputs to the key derivation, because of the danger of a collision between two instances of CK (between users or for the same user).

· Taking RAND, user-specific name (e.g. IMS Private ID) or both as additional inputs seems sufficient at a first analysis — there is no obvious reason why newly generated nonces are required.  We would like to spend a bit more time thinking about this, though.

To our knowledge and as discussed during SA3#51, no further communication with ETSI/SAGE regarding any other <other_params> seems to have taken place after that LS. 
2.1 Security Analysis

2.1.1 Fixed user

The first part of the analysis considers a fixed user (fixed IMSI, and UICC key, K) and the concern is thus that a given user obtains the same Ck more than once.

At first, it might be questioned why SAGE are concerned by Ck collisions. Such would anyway occur “randomly” after N AKA runs with probability about about 2-128+2N and if they occur, they might compromise the security of the UMTS ciphering as such. One can assume that the rationale behind SAGE highlighting this risk stems from GBA’s more generic role as a key derivation method, used also for more “high security” applications. If one considers the fact that LTE shall be able in the future to provide for a 256-bit level of security also for the access part, it is indeed reasonable to argue that a probability of compromised security growing with the number of AKA runs 2-128+2N needs to be considered as not reaching the design goal of 256-bit security.

However, as noted the KDF includes not only Ck, but also Ik. This would seem to imply that a compromised security would occur only if both Ck and Ik collide, i.e. with probability growing as 2-256+2N. This is unfortunately not the case. This can be seen from the following “proof”.

Let (RAND, Ck, Ik) and (RAND’, Ck’, Ik’,) be two input/output “triplets” to the AKA algorithms (f1, f2, .. etc) for which we have a collision Ck = Ck’. Since in (Milenage) AKA, all the f-functions are based on AES permutations (1-1 mappings), it follows that 


Ck = Ck’ if and only if RAND = RAND’.

But if RAND = RAND’, then it follows that Ik = Ik´ too. The conclusion is therefore that

Ck = Ck’ if and only if (RAND = RAND’, Ik = Ik’)

and we thus have a collision in all three parameters. This shows that including Ik in the KDF for deriving the KASME does not protect against these collisions, and even worse, including RAND does not help either.  Similarly, one has to assume that PLMN_ID can show very little randomness, and should therefore not be relied upon to guarantee uniqueness of inputs (especially, since it can be expected that the same PLMN-ID will be used most of the time for any fixed user).

It should be noted that even if the inputs do not collide, the outputs of the GBA KDF may still collide (since it is not a 1-1 mapping). This issue is, however, not a threat, since (assuming HMAC-SHA-256 enjoys reasonable collision resistance) the outputs will collide with the “right” probabilities. 
It can also be noted that the analysis is based on the core AKA f-functions being permutations and a future 256-bit AKA algorithm could be based on a non-permutation core. But considering that the AKA input (RAND) is still only 128 bits, such a design however, seems to highly non-desirable as it would (heuristically) increase collision probabilities even further.
3. Possible Solution

The following section outlines some components forming a basis for a KDF input that will assure the SAGE requirements are fulfilled to avoid input collisions for a fixed user, as well as (under standard cryptographic assumptions) for two distinct users.

As already noted, RAND, Ck, and Ik are not sufficient as inputs. Adding RAND to Ck and Ik, however, still appears a good idea (see the analysis Sect 3.1.1 considering two different users). The question is if some other parameter can be used to guarantee uniqueness.

Returning to the AKA parameters, besides RAND, Ck, Ik, IMSI, we also have RES and AUTN. By the same reasoning as above, adding RES will not remove collisions, since they still depend on RAND-collisions. However, looking closer at the AUTN parameter, one can observe that 


AUTN = SQN ( AK || AMF || MAC.

The parameter S = SQN ( AK is “promising” for two main reasons:

· It can be extracted directly in the ME (outside the UICC).

· It is dependant on an increasing sequence number.
One can therefore consider inputs to the KDF of form

KASME = KDF(Ck || Ik, 0x02 || PLMN_ID || RAND || S || <other_params> ),

where S is as above, and <other_params> may for instance include the IMSI.

3.1 Analysis of Collision Probability

Consider two inputs to the KDF:


Ck || Ik, 0x02 || PLMN_ID || RAND || S || <other_params>

and


Ck’ || Ik’, 0x02 || PLMN_ID’ || RAND’ || S’ || <other_params’>.

To analyze collisions one can by the above discussion focus on collisions between


RAND || S

and


RAND’ || S’.

Now, if RAND ≠ RAND’, no collision between the two has occurred (and hence no collision in the input to the KASME derivation has occurred). If on the other hand, RAND = RAND’, it needs to be investigated whether it could still be that the corresponding S = S’, i.e. SQN ( AK = SQN’ ( AK’. Since it is assumed that RAND = RAND´, it follows that AK = AK’ and thus collision depends only on whether SQN = SQN’ or not. However, since this case considers two different AKA runs for the same user, this can be case excluded. (Even if SQN = SQN’ by “mistake”, the USIM’s replay-protection will set in and not produce any keys from the latter input.)
Conclusion: by including also SQN ( AK, input collisions can be avoided for a fixed user.
3.1.1 Collisions for Two Distinct Users

The above analysis held for two different AKA runs of the same user. For two different users, the f-set algorithms on the UICC will be “cryptographically independent” since they are based on the distinctness of the USIM keys, K, K’. Therefore, the collision probability can heuristically be estimated from the length of the input parameters


Ck || Ik, 0x02 || PLMN_ID || RAND || S || <other_params>.

Neglecting the fixed/non-random inputs, it is sufficient to look at collisions between the parameters


Ck, RAND, S.

The collision probability of (RAND, Ck, S) and (RAND’, Ck’, S’) for two different users (deriving Ck-values etc from RANDs and randomly independent USIM keys) can be estimated to be about the same as the collision probability of two 304-bit strings, i.e. less than that for random 256-bit key collisions which cannot be avoided anyway. 
Although it may help to include the IMSI too, this is not seen as strictly necessary, as the dependence on IMSI (i.e., "user specific" input) is implicitly captured via the dependence on the UICC stored keys, K and K'.
4. IRAT Handover

At handover from UTRAN to E-UTRAN, Kasme will be derived from (Ck, Ik) and it is clear that this derivation would benefit from a similar enhancement to assure uniqueness. However, considering that the RAND and AUTN parameters from which the keys were originally derived may no longer be available in the source SGSN, such improvements would have great impact on the UTRAN side. Considering that the E-UTRAN keys are anyway recommended to be refreshed by a new AKA in the target E-UTRAN network, it is felt that the temporary, non-persistent lowering of the security level following the handover is acceptable if weighed against the potential impact on the UTRAN side. 
5. Conclusions and Proposal

It is concluded that including RAND and IMSI in the KDF is, although probably a good idea, not sufficient to avoid the collision threats identified by SAGE. Including (also) SQN ( AK however appears sufficient.
It is proposed that, RAND, IMSI and SQN ( AK are added to the EPS KDF inputs for initial Kasme derivation according to the CR in S3-080700, and that an LS (see draft in S3-080701) is sent to ETSI/SAGE requesting feedback and verification of the analysis above.
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