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1 Introduction

The description of network architecture Alternative 1 in TR 33.812 v 0.3.0 is outdated and needs to be updated. The alternative is an updated to be more aligned with alternative 4. The contribution is aiming at providing a simple solution that still fulfils all requirements. The changes proposed are described in the p-CR below. 

It is proposed to replace section 5.2.2.3 of TR 33.812 with the suggested text.

Pseudo-CR
5.2.2.3
Network Architecture
5.2.2.3.1
Overview 

In this architecture it is envisioned that there are multiple registration operators that offer services such as registration, certificate status reports and platform validation. These functions and services might be separately located and run by different operators but the most probable scenario is that several functionalities will be co-located at the same operator. Figure 1 show a potential architecture with the roles described in previously. The PVAs in this scenario not only act as platform validation agencies, but as global certificate authorities. Hence, it is assumed that the number of PVAs is limited, and that all parties trust the root certificates from the PVAs.
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Figure 1: Network elements
5.2.2.3.2
Interactions 
The following steps constitute one set of example procedures whereby the downloading and provisioning of U(I)SIM on the M2ME can take place where the M2ME accesses a 3G VO’s network in its initial network access. It is assumed that the RO(HSS/AuC) holds 3GPP shared secrets associated with the M2ME, such that RO is able to generate authentication vectors needed for initial IP connectivity.
Pre-credential installation and subscription registration:

1. The ES asks a Registration Operator for set of unique network-access credentials for the user. The RO creates the credentials, stores them locally and forwards them to the ES, who provisions them into the M2ME TrE. 

2. Additionally, the ES asks a PVA to create credentials for validation of the platform authenticity/integrity. The PVA creates and stores such credentials which are then sent to the ES, who provisions the credentials into the M2ME.

3. The M2ME is purchased and delivered to the M2ME U/S.

4. After purchasing the M2ME, the M2ME U/S registers for a subscription at a selected SHO. 

5. The SHO contacts the RO (DR-SP) and informs it that SHO now has a subscription with the M2ME. The RO (DR-SP) updates its registers with information on how the M2ME should discover the SHO.


Initial IP connectivity and USIM/ISIM provisioning: 
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 \* MERGEFORMAT Figure 2 show a possible scenario of how to provision U(I)SIM credentials to a M2ME.
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Figure 2. Steps of a USIM provisioning scenario.
The procedure can be divided into the following steps:

1. The M2ME uses the standard GSM/UMTS principle (GPRS/PS) to decode network information and attaches to the network of any VO. In the attach message the M2ME sends it’s PIMSI. The RO provides authentication vectors to the VO such that an ordinary AKA can be performed between the VO and the M2ME.

After this stage and until the M2ME connects to the network using SHO’s U(I)SIM credentials after downloading and provisioning them, all communication between the M2ME to the various network entities is done via the air interface provided by the VO. Traffic is encrypted over the air interface and terminated in the VO. Integrity and confidentiality protection of credentials has to be provided by other means.


2. The RO (DR-SP) aids the M2ME to find its correct SHO. The result is redirection of the M2ME to the SHO.

3. The M2ME TrE is validated by the PVA.

4. The SHO (DP-SP) provisions the U(I)SIM credentials to the M2ME using OMA DM. The M2ME provisions the downloaded credentials into the TrE and reports the success/failure status of the provisioning to the DP-SP. The switch to the new USIM is done at next AKA (or after a dedicated action, e.g. power down power-up cycle).

5.2.2.3.3
Network architecture details for provisioning of USIM/ISIM credentials
5.2.2.3.3.1
General
Five steps are identified in the procedure described above in order to be able to perform network provisioning of USIM/ISIM credentials:

1. Manufacture pre-credential installation phase

2. M2ME subscription registration

3. Initial IP connectivity establishment

4. Discovery of SHO

5. Provisioning of the USIM/ISIM credentials

 5.2.2.3.3.2
Manufacture pre-credential installation phase 

The ES asks a RO for set of unique network-access credentials for user A, {PIMSIA, KA}. The RO creates the network-access credentials and stores them in its HSS/AuC. The OR then forwards them to the ES, who installs them into the M2ME TrE. 

Additionally, the ES asks a PVA to create validation credentials used to check the authenticity/integrity of the platform. The PVA creates a public cryptography key pair {PrKA, PuKA} and a corresponding certificate, CertA. This certificate is signed by the PVA, which is considered as a trusted authority. The credentials {PrKA, PuKA, CertA} are sent back to the ES who installs the validation credentials into the M2ME.

During provisioning of the USIM credentials, it should be possible for the M2ME to verify that the USIM is indeed provisioned by the selected SHO. To achieve this some secret need to be installed in the TrE of the M2ME. We will call this secret the network verification key, denoted KNetVer The possibility of installing a list of several such secrets which could be used to change operator is FFS.

The M2ME is purchased and delivered to the M2ME U/S. On delivery, PIMSIA, the secret KNetVer (alt. several KNetVer  keys) together with the address of the RO is given to the device owner (M2ME U/S), e.g., on a piece of paper.

5.2.2.3.3.3
M2ME subscription registration
Subscriber information registration can be done in several different ways. However, in the context of this alternative it is assumed that the M2ME is shipped to the end customer before the SHO has been chosen. 

The M2ME U/S registers for a subscription at the selected SHO. Information about the considered M2ME devises that need to be provided to the SHO are the PIMSIs, the KNetVer keys, and which RO that is associated with the M2MEs. The SHO stores the information obtained by the M2ME U/S. The SHO also generates downloadable USIM credentials and stores them in the HSS/AuC.

The SHO contacts the RO (DR-SP) and informs it that SHO now has a subscription with the M2ME. The RO (DR-SP) updates its registers with information on how the M2ME should discover the SHO.
5.2.2.3.3.4
Initial network connectivity and IP connectivity
Once the device has been configured and the subscriber has been registered by the operator, an M2ME will be able to use its pre-credential values to attach to any network that accepts the PIMSI, i.e., all networks with a roaming agreement with the RO, see Figure 3.


[image: image3.emf]RO

HSS/Auc

OMA-DM

(DR-SP)

1. Initial 

attach with 

PIMSI

2. PIMSI

3. AVs for 

PIMSI 

4. Perform 

AKA

VO

 

  M2ME    


Figure 3. Standard AKA with VO, where RO provides authentication vectors.
The attaching and authentication procedure is performed as follows:

1. The M2ME uses the standard GSM/UMTS/EPS principle to decode network information and attaches to the network of any VO. In the attach message the M2ME sends its PIMSI to the VO. 

2.  The VO, identifying the RO from the PIMSI, contacts the RO that will accept the PIMSI as a legitimate preliminary credential.

3.  The RO (HSS/AuC) issues a set of Authentication Vectors (AV), based on the secret key KA shared between the RO (HSS/Auc) and the M2ME. 

4. The M2ME and the VO perform the standard AKA process. If the authentication is successful, the M2ME is allowed access to the VO's network.
5.2.2.3.3.5
Discovery of SHO
To be able to acquire new USIM credentials, the M2ME needs to find the address of the SHO in some manner. In this architecture we assume that DR-SP is in fact an OMA-DM server. The OMA DM sends a push over-the-air bootstrapping message to the M2ME, see Figure 4. The bootstrapping message transfers the M2ME into a state where it can initiate a device management session with a new device management server, i.e., the DP-SP. 
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Figure 4. RO helps the M2ME to find its selected SHO by sending a OMA DM bootstrapping message.
5.2.2.3.3.6
Provisioning of the USIM/ISM credentials
The provisiong is assumed to be performed using OMA DM as proposed in S3-080681. A possible provisioning scenario is illustrated in Figure 5 and described by the following steps:
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Figure 5. OMA DM USIM credential procedure.
1. The M2ME sends to the SHO (DP-SP) information about the M2ME, such as information about the TrE. The M2ME uses its private key PrKA to sign the information and attaches its certificate, CertM2ME. The M2ME generates a nonce which is incorporated in the object to prevent replay attacks.

2. The OMA DM server consults the received information and validates that the provisioning request relates to an ongoing M2M provisioning, this is done by checking the signature and the freshness of the nonce. 
3. The OMA DM back end system contacts the PVA (the PVA used is indicated in CertA) to verify that the TrE can be trusted. The PVA reports the result back to the SHO. It is assumed that the number of PVAs is limited, and that they can be seen as trusted parties by all entities. The PVA contacts an OCSP to check the status of the certificate of the M2ME.
4. If the TrE is deemed trustworthy, the DP-SP (OMA-DM) retrieves the wrapped (encrypted) platform credential for the device and provisions them to the M2ME. The nonce send by the M2ME in step 2 is appended is included so that the M2ME can detect replayed objects. The wrapping of the blob is done using the public key, PuK, of the M2ME. This blob contains the USIM application/credentials, as well as the shared secret KNetVer used by the M2ME to verify that the SHO is indeed the chosen SHO. This blob can only be opened using the platform credentials, i.e., the private key, PrK, which the M2ME holds in its TrE. 
5. The M2ME receives the encrypted credentials which are decrypted (using the private key PrK) inside the TrE. The M2ME can verify that it comes from the correct SHO by checking the shared key, KNetVer, , if so  the parameters are extracted and securely stored. The device is assumed to react on the presence of the provisioned USIM application, and locally provision the application to the secure environment corresponding to the platform credential. The M2ME finally returns success of failure to the network 
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