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*********************************Start of Changes ************************

3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply, TS 21.905 [7] contains additional applicable abbreviations:

AAA
Authentication Authorisation Accounting

AKA
Authentication and key agreement

AV
Authentication Vector
CLF
Connectivity Session and Repository Location Function
CSCF
Call Session Control Function

HSS
Home Subscriber Server 

IBCF
Interconnection Border Control Function
IM
IP Multimedia

IMPI
IM Private Identity

IMPU
IM Public Identity

IMS
IP Multimedia Core Network Subsystem

ISIM
IM Services Identity Module

MAC
Message Authentication Code

ME
Mobile Equipment

NAPT
Network Address and Port Translation
NASS
Network Access Subsystem
NAT
Network Address Translation

SA
Security Association

SEG
Security Gateway

SD-AV
SIP Digest Authentication Vector

SDP
Session Description Protocol

SIP
Session Initiation Protocol

TLS
Transport Layer Security

UA
User Agent

********************************* Next Change ************************

Annex R (normative):
NASS-IMS-bundled authentication





R.1
Overview

The main objectives and requirements on NASS-IMS-bundled authentication is that it shall be possible to gain access to IMS based on successful access level (NASS, cf. [36]) authentication (see requirements for Early Deployments in [37]). In practice this is achieved by associating an IMS identity with a fixed specific location from where it is authorized to access from. 

When registering to the IMS subsystem, the location of where the UE is accessing from is verified by the NASS (which also handles the authentication / authorization), and if the NASS location is equal to the provisioned location, the UE is authorized to access IMS. 

It is assumed that there exists a strong relationship between the access network and the IMS network, and that the NASS location of the UE can be provisioned in the user profile of the HSS. 

R.2
Use Cases and Limitations

The main use case for NASS-IMS-bundled authentication is to provide access to the IMS network for legacy equipment that cannot support the IMS access security (see Clause 6.1). This is also reflected by the requirements in [37] (see Clause 4.2, Early Deployments), which requires the possibility to link NASS and IMS authentication so that it is possible to reuse the authentication of the NASS to gain access to IMS. It is the responsibility of the end user to ensure the protection between the entity providing access level authentication and the entity including the IMS application.

NASS-IMS-bundled authentication has a number of deployment requirements which restricts its usage. This includes:

· The access network provides sufficient means to assure the IMS layer that a specific UE is connecting from a specific location. 

· The access network provides sufficient means for confidentiality and integrity of the signalling communication. 

· The access network is providing anti-IP spoofing mechanisms. 

· Nomadicity (and roaming) is not possible as the UE is fixed to a specific location and the access network and IMS network need to be tightly coupled. 

R.3
Detailed description 

This clause describes how UEs authenticate to NASS and simultaneously also gain service layer authentication using the "single sign on" NASS-IMS-bundled authentication. The sequence diagram is depicted in Figure R.1.

The UE gets network attachment after the authentication at the NASS level. The CLF in the NASS (network attachment subsystem) holds a binding between the IP address and the location information (contains the Line Identifier), which the UE holds per the xDSL connectivity. The selection of the authentication (whether NBA is possible or not) is done at HSS level on IMS user basis.

1-2)
The UE sends a new SIP REGISTER message to the P-CSCF. The P-CSCF identifies whether or not a security association is required at this point, based on the presence or absence of a Security-Client header and the access network / location from where the SIP REGISTER is received. During the SIP registration, the P-CSCF locates the CLF based on the UE's IP address or/and based on the information of the access network from which the P-CSCF receives the IP packet (the P-CSCF may have several logical/physical interfaces toward different Access Networks). The P-CSCF performs a "Location Information Query" towards the CLF over the e2 interface [36]. The key for the query is the IP address indicated by the UE.

3)
The CLF sends the response to the P-CSCF including the location information of the UE using the given IP address.

4-7)
The P-CSCF appends the NASS location information to the SIP REGISTER message and forwards the REGISTER message to the I-CSCF. The I-CSCF contacts the HSS to authorize the UE. In case no explicit IMPI was included in the SIP REGISTER, this shall be derived from the IMPU being registered. The HSS responds that the UE is authorized, and the I-CSCF forwards the SIP REGISTER message to the S-CSCF chosen to serve the UE. 

8)
The S-CSCF queries the HSS over the Cx interface, indicating that the authentication method is unknown (see Annex P.4.1, step 3, and Annex P.4.2, step 3, of this specification, and TS 29.228 [39]). 

9)
The HSS returns a message with the location information of the UE identified by the IMPI and IMPU (if NASS--IMS-bundled authentication is the preferred authentication scheme). The S-CSCF authenticates the UE by comparing the location info embedded in the REGISTER message with the location information received from the HSS. If they match, the UE is successfully authenticated and the processing continues.

10-11)
The S-CSCF sends a message to the HSS, informing that this S-CSCF is going to serve the UE, and the HSS responds which a message providing information that the S-CSCF needs for serving the user.

12-14)
 The S-CSCF sends 200 OK message to the UE.

[image: image1.emf] 
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Figure R.1: Flow Diagram for successful NASS-IMS-bundled Authentication during Registration

The detailed procedures of NASS-IMS-bundled authentication for the CSCF's are described in [8]. The details of the extended interface towards the HSS are covered in [39].
*********************************End of Changes ************************
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