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1. Introduction

In this report we have discussed 3GPP standardization of e2ae and e2e media security. 
Application of e2ae media security is mainly a network responsibility and if the network considers it to be appropriate the network should offer all e2ae capable UE's this protection. Application of e2e media security should be controlled by the user. If a user accepts network access to media for network support functions like transcoding, this is not part of the capability but should be handled in the actual media security set-up procedure.
To get simple operational procedures and good usability it is beneficial to register the UE's media security capabilities when the UE REGISTERs. The network can then base its decision on knowledge of UEs capabilities. This is especially important in the terminating procedures when the network e.g should select terminating devise from a set of registered devices belonging to the called user. 

For e2ae it would also be beneficial that the initiator could express a preference that the terminating side also should apply e2ae protection.  A notification back to the originator would make this feature even more useful.

The set-up of media security is controlled in the signalling plane. Normally, the initiator includes an offer for media security in the originating session set-up. The parameter of such an offer should indicate the preferred media security capability to use. 
2. Proposal

The following scenarios have been written to be independent of the particular security mechanism finally selected for key management and media protection. It is proposed to add these into TR 33.828.
Begin Change
6.5    SIP signalling for control of media security 

6.5.1 Introduction

In this report we have discussed 3GPP standardization of e2ae and e2e media security. 

Application of e2ae media security is mainly a network responsibility and if the network considers it to be appropriate the network should offer all e2ae capable UE's this protection. Application of e2e media security should be controlled by the user. If a user accepts network access to media for network support functions like transcoding, this is not part of the capability but should be handled in the actual media security set-up procedure.

To get simple operational procedures and good usability it is beneficial to register the UE's media security capabilities when the UE registers. The network can then base its decision on knowledge of UEs capabilities. This is especially important in the terminating procedures when the network e.g should select terminating devise from a set of registered devices belonging to the called user. 

The following are tentative media security capabilities including key management: 

-  e2ae_media_protection_3GPP

-  e2e_media-protection_3GPP

The set-up of media security is controlled in the signalling plane. Normally, the initiator includes an offer for media security in the originating session set-up. The parameter of such an offer should indicate the preferred media security capability to use.

For e2ae media protection it would be beneficial if the initiator could express a preference that the terminating side also should apply e2ae protection.  A notification back to the originator would make this feature even more useful.
The following scenarios described by signalling flows have been written to be independent of the particular security mechanism finally selected for key management and media protection. Where applicable they generalize the flows in clause 6.2.3
6.5.2 Registration Procedures 

The following scenario shows an IMS registration procedure, where the terminal register its media security terminal capability. 
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Figure x: Registering Media security capabilities. 
The UE performs an IMS registration according to 3GPP TS 23.228. When performing the registration, the UE (in Step 1), includes the supported media security capabilities (end-2-access-edge or end-to-end). This can be added to the registration message as any other capability. 
When receiving the media security capability, from the I-CSCF (Step 5), the S-CSCF stores the capability of the UE. 

6.5.3 Originating procedures

6.5.3.1 End-to-access-edge 

The following scenario shows the originating procedures for session establishment using e2ae based security. In this scenario, the P-CSCF / IMS ALG is used to terminate the media security negotiation, and the IMS Access Gateway hosting the MSF to terminate the media security from the UE. 

[image: image2.emf] 

P - CSCF /   IMS ALG  

S - CSCF  

1. Invite (Initial SDP Offer)  

2. Invite (Initial SDP Offer)  

5. Offer Response  

Originating Network  

4. Invite (Initial SDP Offer)  

6. Offer Response  

8 . Offer Response  

3. Service Control  

UE  

7. Authorize QoS  

Resources  

Terminating  

Network  

9 . Completion of session setup and bearer setup procedures  

e2 a e media sec  offer   

e2 a e media sec  answer   

7.a . IMS Access GW  interaction  (media security setup)  

[ e2 a e  capability pre ference ]  

[ e2 a e  capability preference ]  

[ e2 a e  capability preference ]  

IMS Access   Gateway  

Access protected media   Media  


The UE performs an IMS originating session setup according to 3GPP TS 23.228. When performing the session setup, the UE (in Step 1), includes the e2ae offer, and optionally an indication that it desires this capability to be used for the terminating side as well. 

The P-CSCF / IMS ALG is the termination point of the media security negotiation. 

When the offer response is received, the P-CSCF / IMS ALG may interact with the IMS Access Gateway to setup the media security. The P-CSCF / IMS ALG includes a media security answer in the offer response sent to the UE. Already at this point in time, both the UE and network will have sufficient credentials for the media security. 

When the full session setup has completed, and media can be sent, the protected media is sent between the UE and IMS Access Gateway. 
6.5.3.2  End-to-end 

The following scenario shows the originating procedures for session establishment using e2e based security. 
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The UE performs an IMS originating session setup according to 3GPP TS 23.228. When performing the session setup, the UE (in Step 1), includes the e2e media security offer, and an indication that the e2e media security capability is used. 

When receiving the offer response, an e2e media security answer is included in the case the terminating end point accepted the offer. Already at this point in time, both the end points will have sufficient credentials for the media security. 

When the full session setup has completed, and media can be sent, the protected media is sent on an end-to-end basis. 
6.5.4 Terminating Procedures

6.5.4.1 End-to-access-edge 

The following scenario shows the terminating procedures for session establishment using e2ae based security. In this scenario, the P-CSCF / IMS ALG is used to originate the media security negotiation towards the UE, and the IMS Access Gateway to terminate the media security from the UE. 
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A terminating session setup is received at the S-CSCF.  In the event that a media security preference is included, the S-CSCF may base the forking based on this capability. The request is forwarded to the P-CSCF / IMS ALG of the selected UE(s). 
If e2ae is the default in the terminating network or if the originator expressed a preference for e2ae and the terminating UE has e2ae capability registered, the P-CSCF / IMS ALG includes an e2ae media security offer in the terminating request (Step 4).  The UE includes a media security answer in the offer response sent back. 

The P-CSCF / IMS ALG hosting the MSF is the termination point of the media security negotiation. 

When the offer response is received, the P-CSCF / IMS ALG may interact with the IMS Access Gateway to setup the media security. Already at this point in time, both the UE and network will have sufficient credentials for the media security. 

When the full session setup has completed, and media can be sent, the protected media is sent between the UE and IMS Access Gateway. 
6.5.4.2  End-to-end 

The following scenario shows the terminating procedures for session establishment using e2e based security. 
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9. Completion of session setup and bearer setup procedures

 


A terminating session setup is received at the S-CSCF.  The e2e media security capability is included in the request, which the S-CSCF may use to base the forking decision on. The request is routed to the selected UE(s). 

The UE accepts the e2e offer, and includes a media security answer in the Offer response. Already at this point in time, both the end points will have sufficient credentials for the media security. 

When the full session setup has completed, and media can be sent, the protected media is sent on an end-to-end basis. 
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9. Completion of session setup and bearer setup procedures
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9. Completion of session setup and bearer setup procedures
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9. Completion of session setup and bearer setup procedures
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6.a  IMS Access GW  interaction (media security setup)
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