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1

Introduction

This contribution describes the key freshness solution for the case that the user is first authenticated in a S4 SGSN which caches the security context.

As described by the companion contribution S3-080665 key reuse is possible in E-UTRAN when the UE moves between UTRAN and E-UTRAN multiple times. The S4 SGSN which interworks with the MME provides the same cached CK and IK multiple times for the MME due to the key caching in the SGSN. MME uses the mapped security context based on K'ASME derived exclusively from CK, IK because MME did not cache a security context, or has already deleted it, or prefers to use the mapped context for performance reasons in HO in spite of the availability of a cached context. This results in K'ASME repetition in E-UTRAN and all resulting NAS keys and the KeNB which is sent to the eNB, will be the same.

2 
Proposed solution

Aligned with the assumptions and design guidelines of S3-080665, it is proposed to let the MME always generate a key derivation parameter NWF (Network fresh) which then is used to generate K'ASME in the following way K'ASME = KDF (CK, IK, NWF). NWF shall have random properties, as no state will be retained in the MME for the mapped security context after a handover back to the SGSN (the mapped context will be deleted in the MME after the mobility). In case we have to protect 256 handovers sequences starting from the same cached security context in the S4 SGSN then the use of a 32-bit random number guarantees that the amount of collisions is sufficiently low.

If the handover is from UTRAN then the transfer of the NWF is integrity protected within the UTRAN HO command. If the NWF would be unprotected and could be modified by an attacker during transition on the air-interface towards the UE, this would then result in a Denial-Of-Service attack as there would be a K'ASME mismatch between the UE and the MME. A DoS attack can also be performed on a MAC, so there is no benefit in protecting the NWF. 

The impact on the handover flows seems to be minimal from SA2-viewpoint as SA2 seem to have anticipated the use of a key derivation parameter (in this contribution called the NWF) during handover from UTRAN (cfr Section 5.5.2.2 on UTRAN Iu mode to E-UTRAN Inter RAT handover of TS 23.401). Quote: 

"The information about the selected ciphering and integrity protection algorithm(s), KSI and key derivation parameter will be sent transparently from the target eNodeB to the UE in the Target to Source Transparent Container, and in the message UTRAN HO Command from source RNC to the UE. This will then allow data transfer to continue in the new RAT/mode target cell without requiring a new AKA (Authentication and Key Agreement) procedure."

This will result in the following handover flow (as example the flow from UTRAN to E-UTRAN is given first, thereafter in figure 2 the A/Gb mode handover):

During UTRAN to E-UTRAN HO, MME generates a 32-bit NWF randomly and uses it to generate K’ASME = KDF (CK, IK, NWF). NWF is sent to UE during HO and UE uses it to generate K’ASME in the same way as the MME did. All key derivations as defined by TS 33.401 are kept the same, so KeNB is derived from (K’ASME, NAS COUNT) where NAS COUNT is initialized to zero.
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Figure 1: Handover from UTRAN to create fresh K'ASME
1. Source RNC makes HO decision.

2. Source RNC sends Relocation request to Source SGSN.

3. Source SGSN forwards Relocation request to Target MME. In this message, the active security context including IK, CK are sent to the target MME.

4. Target MME derives K'ASME using IK, CK and a 32-bit generated number called NWF as follows K'ASME = KDF (CK, IK, NWF). All subsequent key derivation in the target system will be based on K'ASME 
5. In HO request, target MME sends Kenb (derived from K'ASME) to target eNB.

6. The Target eNB replies HO request Ack.

7. In Forward relocation response, relocation command, and HO from UTRAN command, the NWF is transferred to UE.

8. UE derives K'ASME in the same way as the MME. UE derives Kenb using K'ASME.

9. UE sends HO complete to target eNB.

10. Target eNB sends HO notify message to Target MME.

11. Target MME forwards relocation complete to source SGSN.

12. Source SGSN replies relocation complete Ack
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Figure 2: Handover from A/Gb mode to create fresh K'ASME
NOTE: The messages which are different with the Iu-Mode Handover from UTRAN have been indicated yellow. This however does not mean that these messages are impacted and there is impact in the BS. The NWF will be transparently sent to the UE similarly as for figure 1. 

3

Proposal

It is proposed to approve the CR in S3-080663 which implements the above solution in TS 33.401.

It is also proposed to inform RAN2 (TS 36.331 impact) and RAN3 (TS 36.413 impact) if found necessary by SA3.
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