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================== START OF CHANGE ==================
4.3.1
General GBA Push Requirements

The following general requirements are applicable to enable GBA Push:

-
A network entity, a so called Push NAF, shall be able to securely trigger the generation of a NAF SA between itself and a UE.

-
A Push-NAF shall be able to use channels with deferred delivery of messages when triggering the generation of a NAF SA.



-
ME based GBA Push shall be used when only ME based NAF keys are needed, i.e. Ks is established in the ME. UICC based GBA Push shall be used only when UE contains a GBA aware UICC (GBA_U), and UICC and ME based NAF keys are needed, i.e. Ks is established in the UICC.

-
The generation of the NAF SA in the UE is triggered by the reception of a message pushed to the UE from the Push-NAF.

-
The UE should not have to contact any network entity to be able to correctly generate the NAF SA.

-
The UE and the NAF shall be able to use bootstrapped NAF-keys on Ua reference point independent on whether the bootstrapping has been performed via Ub or Upa reference point.

NOTE:
When a GBA-push mechanism is used to create a NAF SA between the UE and the NAF it shall not restrict the NAF to use the derived security association for network initiated protocols only. Analogously, the fact that UE initiated GBA was used shall not restrict a NAF to use the derived security association for UE-initiated protocols only (Ua reference point). 

Editor's NOTE: TS 33.222 has to be aligned with the use of NAF SA identities as defined in this specification.

-
The mechanism to generate keys for confidentially and integrity protection of GPI shall be based on GBA-keys in order to avoid pre-configuration of keys.

-
The NAF shall be unable to obtain or generate the keys that protect GPI.

================== END OF CHANGE ==================
================== START OF CHANGE ==================
4.3.3
Requirements on BSF

In addition to the BSF requirements in clause 4.2.1 of TS 33.220 [1] following requirements apply: 



-
The BSF shall index existing Ks's based on private user identity.

-
The BSF shall generate GPI based on a fresh Ks.

-
The BSF shall integrity protect the GPI.

-
The BSF shall confidentiality protect certain fields in the GPI. The fields that shall be confidentially protected are given in clause 5.2.1.

================== END OF CHANGE ==================
================== START OF CHANGE ==================
4.3.7
Requirements on Reference Point Zpn and Zpn'

The requirements for reference point Zpn are:

-
Mutual authentication, confidentiality and integrity shall be provided.

-
If the BSF and the NAF are located within the same operator's network, the DIAMETER based Zpn reference point shall be secured according to NDS/IP, TS 33.210 [3].

-
If the BSF and the NAF are located in different operators' networks, the DIAMETER based Zpn' reference point between the Zn-Proxy and the BSF shall be secured using TLS as specified in RFC 2246 [4].

NOTE 1:
Annex E of TS 33.220 [1] specifies the TLS profile that shall be applied.

-
A Web Services based Zpn/Zpn' reference point shall be secured using TLS as specified in RFC 2246 [4];

NOTE 2:

Annex E of TS 33.220 [1] specifies the TLS profile that shall be applied.

-
The BSF shall verify that the requesting NAF is authorised to obtain the key material or the key material and the requested USS.

-
The NAF shall be able to send a key material request to the BSF, containing NAF's public hostname corresponding to the use over Upa reference point. The BSF shall be able to verify that a NAF is authorized to use this hostname, i.e. the FQDN seen by UE on Upa reference point. 

NOTE 3:
This requirement is a modified requirement from [1] that has been adapted for the GBA Push purpose.

-
The BSF shall be able to send the requested key material to the NAF.

-
The NAF shall be able to get a selected set of application-specific USSs from the BSF, depending on the policy of the BSF and the application indicated in the request from the NAF over Zpn.

-
The NAF shall be able to indicate to the BSF the single application or several applications it requires USSs for.

NOTE 4:
If some application needs only a subset of an application-specific USS, e.g. only one IMPU, the NAF selects this subset from the complete set of USS sent from BSF.

-
The BSF shall be able to be configured on a per NAF or per application basis. 

-
Whether private subscriber identity, i.e. IMPI, may be sent to the NAF.

-
Whether a particular USS may be sent to a NAF.

-
If a NAF requests USSs from the BSF and they are not present in subscriber's GUSS, it shall not cause an error, provided the conditions of the local policy of the BSF are fulfilled. The BSF shall then send only the requested and found USSs to the NAF.

-
It shall be possible to configure a local policy as follows: BSF may require one or more application-specific USS to be present in a particular subscriber's GUSS for a particular requesting NAF, and to reject the request from the NAF in case the conditions are not fulfilled. In order to satisfy this local policy, it is not required that the NAF requests the USSs over the Zpn reference point, which the BSF requires to be present in the GUSS, rather it is sufficient that the BSF checks the presence of the USSs locally. It shall also be possible to configure the BSF in such a way that no USS is required for the requesting NAF.

NOTE 5:
For more information on the local policy usage, see Annex J of TS 33.220 [1].

-
The NAF shall be able to request the life-time that a NAF SA should have. The key lifetime sent by the BSF over Zpn shall indicate the expiry time of the key.

NOTE 6:
This does not preclude a NAF to refresh the NAF SA before the expiry time according to the NAF's local policy.

NOTE 7:
If one or more of the USSs that have been delivered to the NAF has been updated in subscriber's GUSS in the HSS, this change is propagated to the NAF the next time it fetches the USS from the BSF over Zpn reference point (provided that the BSF has updated subscriber's GUSS from the HSS over Zh reference point).

-
NAF shall be able to indicate to BSF the protocol identifier of Ua security protocol for which it requires the key material (cf. Annex H of TS 33.220 [1]).
-
The NAF shall be able to indicate the user identity to the BSF. The NAF shall use both a public and the private identity when requesting GPI.


NOTE 8:
The requirements for reference point Zpn are based on the Zn-reference point requirements as described in TS 33.220 [1].

-
The NAF shall be able to indicate whether GBA_ME or GBA_U shall be used.
================== END OF CHANGE ==================
================== START OF CHANGE ==================
5.1.2
NAF processing before issuing GPI request

The NAF reads its available data associated with the user and the application for which the NAF SA shall be established. The NAF then determines the Ua security protocol identifier to use in the request to the BSF. It also determines the required life-time of the NAF SA. The NAF then generates the GPI request containing the parameters as given in table 5.1.2.1

Table 5.1.2.1: Parameters in NAF GPI request 

	Parameter name
	Description 
	Notes

	UE_Priv_Id
	UE private identifier
	This shall be the private identifier. 



	UE_Pub_Id
	UE public identifier
	This shall be the public identifier that shall be used for Upa. 



	App_Lbl
	Identifier for UICC application to use
	This variable may be left empty if the UICC application to use is evident from context or agreement.

	NAF_Id
	Concatenation of NAF FQDN and Ua security protocol Id
	Defined in TS 33.220 [1]

	P-TID
	NAF SA identifier
	To be used by UE when responding to NAF. The identifier is included only to enable that it is confidentiality protected in the GPI. See also clause 5.2.2 and 5.2.4.

	U/M
	Indicator for use of GBA_ME or GBA_U
	

	Key_LT
	Requested NAF-Key life time
	

	
	
	

	GSID_List
	GSIDs of USS request information
	


5.1.3
BSF processing of NAF GPI request

When the BSF receives the GPI request from the NAF it performs the following processing steps:

1.
The BSF checks that the NAF is authorized to use the NAF_Id provided in the GPI request. If it is not, an error message is generated and the processing is terminated.

The BSF checks that the requested Key_LT in the GPI request is less than the allowed max value in the system. If the value is greater than the max value an error message is generated and the processing is terminated. 

2.  The BSF retrieves the private identity UE_Priv_Id from the GP-request received over Zpn.
. 

3.
The BSF queries its database to find out if the UE_Priv_Id is registered and if a valid Ks already exists. If a valid Ks exists and the GPI request is for GBA_U, the BSF shall invalidate this Ks. In other cases, the Ks shall remain in the BSF's database.


4.
If needed, the BSF retrieves the HSS address for the given UE using the SLF.

5.
The BSF requests an AV, and subscriber's GUSS from the HSS. 

6.
The BSF checks if GBA_ME or GBA_U is requested by the NAF. If GBA_U is requested the BSF checks that this is compatible with the GBA awareness of the UICC of the GUSS. If it is not, an error message is generated and the processing is terminated.

The BSF may use USS for policy management and key selection indication as described in TS 33.220 [1].

7.
The BSF generates the requested NAF-key(s) according to provided NAF_Id. 

8.
The BSF generates the GPI. The parameters of the GPI are defined in clause 5.2.1. The generation of the GPI includes calculation of the GPI MAC and performing confidentiality protection on parts of the GPI. GPI protection is described in clause 5.3.
9.
The BSF sends its response to the NAF, and deletes the Ks used. The GPI response is defined in table 5.1.3.1.

Table 5.1.3.1: Parameters in GPI response 

	Parameter name
	Description 
	Notes

	GPI
	GPI 
	GPI information is defined clause 5.2.1

	Ks_NAF /

Ks_ext_NAF
	External NAF-key
	Ks_NAF is generated in GBA_ME based GBA-Push
Ks_ext_NAF is generated in GBA_U based GBA_Push

	Ks_int_NAF
	UICC internal NAF-key
	Ks_int_NAF is generated in GBA_U based GBA_Push

	Key_LT
	NAF-Key life time
	

	
	
	


	USS
	USS information
	


================== END OF CHANGE ==================
================== START OF CHANGE ==================
5.2.3
NAF SA

The NAF needs to keep some additional information in its NAF SA compared with the UE. The UE identity used in the BSF request for GPI must be stored to allow the NAF to determine from which UE a response is coming and also to link sequences of SA's for the same UE. The NAF also needs to store the transport address to which the GPI should be directed. If the NAF uses retransmission to achieve better delivery reliability, it also needs to store the encrypted version of the part of the GPI, which is confidentiality protected. It also has to store the GPI MAC.

Table 5.2.3-1: NAF SA definition

	Parameter name
	NAF
	UE
	Description 
	Notes

	UE_Pub_Id
	m
	o
	The public user identity used in NAF request.
	

	UE_Priv_Id
	o
	-
	Private user identity (IMSI/IMPI) for used UE_Pub_Id
	

	UE_Trp
	m
	-
	Transport address to which GPI should be delivered
	The transport address used by the NAF when pushing GPI to the UE

	RAND
	m
	m
	RAND in UMTS AKA
	From GPI

	AUTN(*)
	m
	m
	AUTN or AUTN*
	From GPI

	Appl_Lbl
	m
	m
	UICC application identifier
	From GPI or other implicit agreement or information.

	NAF_Id
	m
	m
	Concatenation of NAF FQDN and Ua security protocol Id
	

	Enc_GPI
	m
	-
	Encrypted part of GPI plus MAC
	

	Mac_GPI
	m
	-
	BSF generated MAC over GPI
	

	UL_SA_Id
	m
	m
	Uplink NAF SA identity
	

	DL_SA_Id
	m
	m
	Downlink NAF SA identity
	

	Ks_NAF /

Ks_ext_NAF
	m
	m
	External NAF-key
	Ks_NAF is generated in GBA_ME based GBA-Push
Ks_ext_NAF is generated in GBA_U based GBA_Push

	Ks_int_NAF
	o
	o
	UICC internal NAF-key
	Ks_int_NAF is generated in GBA_U based GBA_Push

	Key_LT
	m
	m
	Requested NAF-Key life time
	

	Repl_Cnt
	o
	o
	Replay counter for outbound messages: First outbound message gets value 1
	Outbound; Defined when Ua protocol is GPL 

	Repl_Win
	o
	o
	Replay window for incoming messages: Initially the window is empty with highest received replay counter =0
	Inbound; Defined when Ua protocol is GPL


================== END OF CHANGE ==================
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