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1. Overall Description:

SA1 thanks SA3 for their LS for verification if the requirements and relevant terminology introduced in the TR 33.XXX on Security of H(e)NB (S3-080528) do not conflict with that of SA1. Therefore SA1 added the following clarifications as requested:
1)
Definitions - Section 3.1 
H(e)NB owner: The person who has the physical possession of the H(e)NB. 

     Editor's Note: The above definition needs to be further adjusted. SA1 may propose a suitable definition.

Response: The SA3 definition seems to be different to what it is meant at SA1 TS22.011. It has been proposed to remove this term from TS 22.011, since the function is not service related.
2)
Security requirements - Section 6-9) 

It shall be possible for the operator to lock the H(e)NB service to a specific geographical location. It shall be possible to disable the H(e)NB if it has been detected to be located at an unauthorized location. (Threat 4, 11)


Editors Note: The above requirement might be of SA1 relevance and should be reviewed by SA1: TS 22.011.

Response: This is in line with our requirements in TS22.011 section 8.1.2.

3) 
Security requirements - Section 6-20)
The authentication credential of each H(e)NB shall be different, e.g. bounded to an H(e)NB identifier and should be installed before any contact with the operators network. (Threat 5).


Editors Note: The above requirement might be of SA1 relevance and should be reviewed by SA1: TS 22.011 i.e. a check against the different H(e)NB identifiers should be made.

Response: The requirement has been studied by SA1 and is in line with the SA1 requirement (HNB/HeNB shall have a unique equipment identity). However, SA1 like to point out that the term HNB identifier has different purpose as defined in TS 22.011 section 8.4.2.
4) 
Security requirements - Section 6-22)

Only authorized end-users shall be able to request modifications to membership of the Closed Subscriber Group. Operator checks those requests and implements changes if accepted.  Only the H(e)NB operator shall be able to enable “open mode” (if supported). (Threat 3, 4, 9, 10)


Editors Note: The above requirement might be of SA1 relevance and should be reviewed by SA1: TS 22.011.

Response: The requirement is in line with our understanding, however “open mode” is not supported in Rel-8.
5)  Security requirements - Section 6-25)

Access to H(e)NB local management interface by the H(e)NB owner if allowed by the operator, shall require authentication and authorization and shall not allow modification to operator controlled information. If the operator allows local management access by the H(e)NB owner, The H(e)NB owner shall be able to select the authorization password. (Threat 6, 7) 


Editors Note: The above requirement might be of SA1 relevance and should be reviewed by SA1: TS 22.011. The study/need of audit logs may influence this requirement.

Response: SA1 thinks that this in SA3 scope only.
2. Actions:

None
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