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The network architecture alternative 4 in the current version of the Draft TR 33.812 (V0.3.0, S3-080524) was considered to need more development. 
We propose in this contribution some texts to describe procedures for operator change, according to the network architecture alternative 4.  In doing so, this document also uses some of the accepted terminologies such as the TrE (for Trusted Environment) and the MID (Manageable ID). ___________________________________________________________

5.2.5.8 How to change to a new operator

In this section we describe the process used to change the old selected home operator to a new selected home operator. It is worthwhile to discuss this situation in a little more depth, since the architecture used in this phase may be to some degree orthogonal to the architecture presented in the previous section.

In this section the design principles used for the architecture governing operator change uis first described, and after this an extended role model is described followed by a set of architecture proposals.

5.2.5.8.1 Design principles

The following are the design principles proposed to hold for the architecture used during the operator change procedure:
· Reuse as much as possible of initial provisioning architecture

· The new operator should be able to individually verify the integrity of the device just as in the case of initial provisioning

· It should be possible, from an architectural point of view, to have more than one U(I)SIM MID stored in the device at a single moment. Not more than one USIM MID can be active at any time.
· The owner of the device should be in control of which U(I)SIM MID in the device that is providing the connectivity
· The new selection of an SHO should be possible at any time under control of the M2ME U/S.
It is FFS which entity should coordinate the change of operator procedure. Possible options are:

· M2M Equipment User/Subscriber (M2ME U/S)

· Old Selected home Operator (OSHO)

· New Selected Home Operator (NSHO)

· Discovery and Registration Service Provider (DR-SP)

5.2.5.8.2 Additions to role model

The role model described in section 5.5 takes a relatively static viewpoint, since it does not take into account how new and old selected home operators relate to each other and to the M2M Equipment User/subscriber (M2ME U/S) and the other roles. This section will aim to describe these issues by first describing the new roles and then describing the overall relationship.

5.2.5.8.2.1 Old Selected Home Operator

The Old Selected Home Operator (OSHO) is the role that in the beginning of the process acts a SHO, but after the process of operator change, is considered a Visited Operator in the context of section 5.5.

5.2.5.8.2.2 New Selected Home Operator

The New Selected Home Operator (NSHO) fulfills the same role as the Selected Home Operator does in section 5.5. 
5.2.5.8.2.3 Relationship between roles

The M2ME U/S has a contract with the OSHO in the beginning of the use case and a contract with the NSHO at the end of the use case.

It is FFS what the other relationships look like.

5.2.5.8.3 Network architecture
In this section we illustrate how the architecture alternative 4 can facilitate a secure re-provisioning of USIM/ISIM due to a change of the Selected Home Operator (HO) that an M2ME is subscribed to. 
5.2.5.8.3.1 Re-provisioning using connectivity provided by OSHO
One way of doing this is by conducting the re-provisioning using connectivity provided by the OSHO. In this section, an example of steps for re-provisioning of a new U(I)SIM MID due to a change of SHO is described as in  the following: 

1) The M2ME U/S contacts the NSHO and transfers the M2ME’s parameters.

2) The M2ME U/S contacts the M2ME and instructs it to perform a re-provisioning.

3) The NSHO requests the PVA to validate the M2ME. 

4) The PVA validates the M2ME. 

5) If the validation is successful, the PVA indicates to the NSHO the successful status of the validation. 
6) The NSHO sends its MID to the DP-SP.

7) The DP-SP securely sends the new MID to the M2ME using the connectivity provided by the OSHO. This should be an atomic step in the sense that the whole MID is downloaded before any other steps are initiated. 

8) Before installing the new MID originating from the NSHO, the M2ME discards the current AVs and other U(I)SIM credentials corresponding to the OSHO

9) The M2ME sends a message to the OSHO indicating that the M2ME has discarded the current AVs and other U(I)SIM credentials corresponding to the OSHO.
10) The OSHO sends an acknowledgment to the M2ME regarding the receipt of the above message. 

11) The M2ME sends the acknowledgement message to the DP-SP, which relays it to the NSHO. Some privacy filtering may be applied here, to filter out and shield any sensitive information about the OSHO from the view of the NSHO.

12) The M2ME provisions, with the aid of the DP-SP, the new MID from the NSHO into the TrE.  
13) The DP-SP reports the success/failure status of the provisioning back to the NSHO.
14) The NSHO sends a message to the DR-SP to register the M2ME as ‘subscribing to’ the NSHO, for future discovery queries. 

In another variant of the above steps, the U(I)SIM credentials for the OSHO and that for the NSHO may be pre-provisioned already in the USIM before the subscription change takes place. In this case, these two separate sets of credentials need to be strictly separated, and neither of the two HO’s involved in the subscription change shall be allowed to obtain each other’s U(I)SIM credentials. Appropriate HW or SW isolation techniques must be used. 
5.2.5.8.3.2 Going back to the pristine state

In this section we describe how the device could change to a new operator by being rolled back to the pristine state, and then re-do the initial provisioning phase. The basic idea here is that some entity contacts the M2ME and instructs it to perform a re-provisioning. This some entity may be the owner or someone with similar management rights of the device. A description of the method now follows:

1) The M2ME U/S contacts the NSHO and transfers the M2ME’s parameters.

2) The M2ME U/S contacts the M2ME and instructs it to perform a re-provisioning.

3) The M2ME removes the OSHO’s U(I)SIM and returns to the pristine state.

4) The M2ME uses the standard GSM/UMTS principle (GPRS/PS) to decode network information and attaches to the network of any VNO. In the attach message the M2ME sends its PCID to the VNO. 
5) The VNO contacts an ICO. The ICO transfers Authentication Vectors (AV’s) claimed for the PCID to the VNO, which the VNO uses to authenticate the PCID/M2ME. Note that in some cases the ICO may be co-located with the VNO.

6) If authentication of the PCID/M2ME by the VNO is successful, the VNO provides IP connectivity for the M2ME to be able to reach the DR-SP using such connection. This also requires that the subscription data stored at ICO and related to the PCID must allow access to an APN and the corresponding GGSN which allows connectivity to DR-SP

7) The M2ME connects to the DR-SP. 

8) The DR-SP aids the M2ME to find the NSHO. 

Editor’s note: Exactly how the DR-SP will aid the M2ME to discover the NSHO is FFS.


9) The NSHO requests a PVA to validate the authenticity and integrity of the M2ME. 

10) The PVA validates the authenticity and integrity of the M2ME.

11) The PVA sends the validation results back to the NSHO.

12) The NSHO, upon receiving a positive validation, contacts a DP-SP and authorizes provisioning of the U(I)SIM MID to the M2ME.

13) The DP-SP downloads a MID object to the M2ME.

14) The M2ME provisions the downloaded MID into the TrE and reports the success/failure status of the provisioning to the DP-SP. 

15) The DP-SP reports the success/failure status of the provisioning back to the NSHO.

For future enhancements, the M2ME may also be able to download, install and use a new credential for the initial network access. Once an M2ME has been provisioned, an updated value for the initial network access credential could be delivered as a MID to the M2ME for future use in assisting with a SHO re-provisioning process. This way, the credential would be extracted, stored, and used exclusively in the TRE of the M2ME. 

The initial network access credential could have a lifetime associated with it. When, during a U(I)SIM re-provisioning process due to change of SHO, the M2ME senses that its existing initial network access credential is about to expire, the M2ME may request and receive a new initial network access credential from a network entity (e.g. a DP-SP or a CCIA, etc). Alternatively, an appropriate network entity could initiate the replacement of the initial network access credential. 
