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This contribution proposes some new text describing possible future enhancements to the Trusted Environment (TrE) described in the section 5l.1.1.1 Trusted Environment (TRE) of TR33.812. The proposed new text is highlighted with Track-Change marks. 
5.1.1 Equipment Architecture Alternative 1
5.1.1.1
Trusted Environment (TRE) 

5.1.1.1.1
General Functions of the TRE

Editor's Note:  Concrete examples should be added to this section.

Editor's Note: It is ffs whether all these functions are needed for the purposes of the TR.

The TRE should be a logically separate area in the M2M equipment with hardware support for this separation. It is not necessarily a removable module, i.e. it can be functions within an IC or functions that are distributed across a group of Ics. The TRE should define logical and physical interfaces to the outside world. These are usable only under control of an entity which is authorised to communicate directly with the TRE. 

The TRE should provide a root of trust for the secure storage and secure execution environment for multiple MIDs and for certain functions concerned with the provisioning and management of MIDs. 

The TRE should be pre-provisioned in a secure, out-of-band facility with any required cryptographic keys and other credentials. Other security-critical functions of the TRE are also typically pre-provisioned onto the M2ME in the same way. Other functions are typically provisioned by download after the M2ME is issued.

Editor's Note: the definition of which TRE functions may be downloaded after issue of the M2ME is FFS, if it is deemed within the scope of 3GPP to define that.

The TRE should provide a degree of protection against physical and logical attacks.

Editor's Note: the degree of assurance to be supported is FFS. 

The TRE should support and enforce its own security policy 

The TRE should be sufficiently secure as to allow the storage and execution of MIDs that are currently implemented only in UICCs or other smart card platforms.

The TRE should have interfaces to parts of the M2M equipment that are outside the TRE. 

The TRE should haveits own embedded, unique identity that is typically associated with the identity of the M2ME platform that, where used, is also embedded in the TRE. The TRE should be capable of securely authenticating those identities to the issuing authorities using standardised protocols. The issuing authorities can validate the TRE's identity as being that of a valid, issued, TRE and M2ME. Those identities are embedded as part of a physically secure, out-of-band process that takes place before the M2ME is issued. 

The TRE should be able to perform user authentication and access control for single or multiple users, where relevant to the use case for that type of M2ME. 

The TRE should provide a secure audit record of its transactions. Records would typically be protected against unauthorised access.

The TRE should be able to be updated remotely by an authorised entity using standardised secure protocols. 
The TRE could be either implemented in a standalone or embedded UICC with certain enhanced functionality, or alternatively as an integrated solution on the M2ME utilizing HW and SW components provided by the M2ME. 

· If the TRE is implemented in an enhanced UICC, such TRE should still support downloading and remote provisioning and management of the MID and the MIDE within the TRE. 

· If the TRE is implemented as an integrated solution in the M2ME, the M2ME should support integrity check of the SW that make up the TRE code base.  Coverage of such SW checks should be full. TRE SW should be checked at least once at boot-time of the M2ME. Checks of the SW could also be conducted more frequently, e.g., during runtime but as a background processes, or during dormancy periods when the M2ME keeps non-essential functions off to save power, or prior to any operation which relies upon the integrity of the TRE. 

Future enhancements that can be considered for the TRE include support for multiple isolated, trusted domains, each owned by a stakeholder-owner, within the TRE. Such domains could be completely isolated from each other, or be isolated against tampering and unauthorized access but could provide inter-domain services. If such domains could provide services to each other, the TRE and its composite domains may also provide inter-domain authentication and/or attestation functionality. 
