3

3GPP TSG SA WG3 Security — SA3#52
draft2_S3-080618
23th – 27th June 2008 

Sophia Antipolis, France
Source:
T-Mobile
Title:
Trust relations and authentication requirements in H(e)NB scenarios
Document for:
Discussion and decision

Agenda Item:
7.5 H(e)NB Security

Work Item / Release:
Rel-8

1. Introduction

This contribution analyzes the parties involved in H(e)NB deployments and the resulting security requirements  It was mentioned in several discussions in 3GPP and other fora that a H(e)NB would need to hold a UICC for authentication, billing, and operator CRM processes, but it was not clear which entities and parties these processes applied to. As the reasoning was not given this paper gives further analysis.
The approach of this paper is to first review the trust and contract relations between the parties. These relations must provide the guideline for security solutions that ensure:
· mutual entity and/or party authentication

· billing integrity for each party
· control over PLMN licensed spectrum

· Data privacy for each party
2. Trust relations that need to be secured

Discussion in SA3#51, causing LS S3-080529 to SA1, showed that the use of H(e)NB “owner” terminology does not accurately reflect the legal situation and resulting security requirements. “Custodian” was proposed as a more suitable term. 
While home devices like DSL routers and WLAN APs are owned and fully controlled by the end customer, the H(e)NB provides access to a (public!) PLMN by using licensed spectrum. Only the licensee, i.e. PLMN operator, is allowed to use this spectrum. From a legal perspective, the PLMN operator stays owner of the H(e)NB device and must keep full control.

Another term, H(e)NB “subscriber”, was used in conjunction with the proposal to insert a UICC into a H(e)NB. This term is also ambiguous in this context, because it is normally used to describe the relation of a PLMN service customer who consumes services and gains access using his end-user device (UE). The UE is source and destination of user plane traffic.The H(e)NB can be considered as a network element that forwards traffic on behalf of other UEs and therefore does not reflect a standard subscription relation.
A new term is needed in order to clearly separate the relation between H(e)NB “custodian” and the operator from the classical PLMN subscription. Figure 1 shows that this trust relation is very similar to a hosting relation for macro NodeB deployments. Therefore, we propose to use the term H(e)NB “contracting party” rather than “subscriber” or “owner” for the H(e)NB hosting aspect (at least until we get a final definition from SA1).
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Fig.1: Contract and trust relations for macro and femto deployments

Both scenarios are very similar: there are the same types of entities in both scenarios:

· the PLMN subscriber gaining access through the [H(e)]NB 

· the PLMN operator 

· the contracting party hosting the [H(e)]NB 

In both scenarios, the PLMN operator is responsible for billing integrity and privacy of the subscriber, and the hosting party is not necessarily related to the subscriber using the PLMN access. Security solutions follow the colored contract arrows, and both contracting parties must not get access to the subscribers’ data. So, the H(e)NB is clearly part of PLMN service delivery, not service consumption.
In both cases, fixed line providers as fourth party and their contract relations are out of scope for 3GPP.

3. H(e)NB-specific requirements for billing and CRM
A H(e)NB “contracting party” may be, and often will be, but does not have to be, a PLMN subscriber. Of course, a PLMN operator might repackage the H(e)NB hosting contract and bundle it together with a standard subscription, but legally they are two completely different things. 3GPP charging is always related to the subscriber holding the UE, not to the contracting party hosting the H(e)NB.
It is an operator decision if the contracting party is linked to one or more PLMN subscriptions in the back-end IT systems (CRM and billing). Such linking could be used for special family tariffs or replacement of defective H(e)NB. The security solution should neither prohibit nor dictate such linking. As shown in section 2., this linking need not occur inside the 3GPP system.
Figure 2 shows the billing chain for the two scenarios above. Again, they look very similar. Tariff options, home zone rating, etc. are all applied in the billing system outside the 3GPP network. H(e)NB related compensation schemes or reduced charges can be added just like any other option. There is no need to attach an IMSI to the H(e)Nb network element, or to Proprietor B, in order to achieve specific billing options.
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Fig. 2: Simplified billing chain for macro and femto deployments
4. Mixed devices

Home devices could offer a mix of functions: One function could be the H(e)NB that provides access for UEs within its radio coverage area. A second function could provide access for locally attached (e.g. via WLAN or wires) phones to an IMS. That IMS UE function could utilize the fixed line connection to reach the IMS, and authenticate the IMS subscription using an ISIM on a UICC plugged into the device. 
The H(e)NB function provides access for UMTS/LTE devices of (other) subscribers on behalf of the PLMN operator. The IMS UE function works as user plane traffic source/sink for the IMS subscriber, who happens to be H(e)NB contracting party at the same time. However, we can not assume that PLMN operator and IMS operator are the same company. Therefore, both functions need to be clearly separated in the specification.
Mixed devices pose even more security challenges. While the H(e)NB licence related functions need to be tightly controlled by the PLMN operator, other functions could be open for the end user, or restricted to the specific service providers  i.e. securely separated compartments are required to run those different functions.
5. Conclusion/Decision
SA3 is kindly asked to agree on the following baseline for further evaluation of H(e)NB authentication:

(1) It is an operator decision if the contracting party is linked to one or more PLMN subscriptions in the back-end IT systems (CRM and billing). The security solution should neither prohibit nor dictate such linking. This linking need not occur inside the 3GPP system. There is no need to attach an IMSI/USIM/UICC to the H(e)Nb network element, or to the contracting party, in order to achieve specific billing, CRM, or security features.
(2) The H(e)NB device needs to be a secure platform anyhow, according to TR 33.xxx “Security of H(e)NB” (S3-080529)  section 6, requirements 2), 6)-9), 14)-20). Therefore, the H(e)NB will receive a device certificate during its production. An additional UICC and the associated second logistics process for the operator would first of all add cost. That added cost should be justified by tangible benefits, but must not be required to secure the device.

(3) It is acknowledged that additional UE functions in mixed devices could benefit from a UICC in order to authenticate service subscriptions, but this must be clearly separated from authentication and key management of the H(e)NB function. SA3 security work should not imply that H(e)NB devices necessarily include additional UE functions. On the contrary, work should first focus on pure H(e)NB functions in order to meet the ambitious Rel-8 time frame.
























































































































































































































Subscription 2


Home Zone yyy


(Refunding B)�Tariff Option xy





Subscription 1


Home Zone xyz


Flat Rate xyz


Tariff Option yx





CDR IMSI 2


(Time, Volume


Cell ID ...)





Bill IMSI 1





Bill IMSI 2





CDR IMSI 1


(Time, Volume


Cell ID ...)





 3GPP System





Billing System








CDR


Collection








Rating


Tariff Model





network element


hosting contract





network element


hosting contract


























































































































































































































































































































delivery/billing


contract





delivery/billing


contract





Proprietor B





Landlord A





home eNb


ID yyy





macro eNb


ID xxx





PLMN





UE2








Subscriber 2


IMSI 2 





UE1








Subscriber 1


IMSI 1





Operator















































































































































3GPP


[image: image1][image: image3.png]


[image: image4.png]


