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Vodafone contributed for SA3#51 document S3-080455, which was comments and suggested changes to the BT/ICC/Motorola document S3-080308, definitions and abbreviations for TR33.812. In the present document, the contributors listed above address the comments that were raised by Vodafone in 080455. The black text is that from the original 080308. All highlights, comments and revised text attributed to “Najib Koraichi”, are from the Vodafone doc 080455

**** start of changes ****

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [x] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [x].
Trusted Environment. The Trusted environment (TE) with the M2ME provides some measure of hardware and software protection for the provisioning, storage, execution and management of MIDs. It is trusted by all entities that interact with it to perform its functions in accordance with accepted security best practice and in accordance with the requirements placed upon it by all relevant specifications. Assurance of its authenticity and integrity can be given to an external agency such as a CA, possibly as part of the verification of the platform which hosts the TE. A TE does not have to be a physically discrete module in the M2ME, e.g. it can be a segregated zone within a multi-function IC, or within a group of ICs, that are an integral part of the M2ME. A TE may be removable or non-removable within the M2M equipment. A TE can be, but is not restricted to being, implemented as a UICC. 
Comments: 
1. What is "accepted security best practice" and which are the "relevant specifications
"?
2. It's pretty fundamental to have some kind of verification of the TE, and hence the definitions need to either be split into multiple possibilities or remain with a certain option. There are too many different options in this definition for the same thing. Probably by deleting some irrelevant stuff, the definition could become more clear and consistent
.
Proposed rewording:

Trusted Environment. The Trusted environment (TE) with the M2ME provides some measure of hardware and software protection for the provisioning, storage, execution and management of MIDs
. 
Manageable Identity: a provisioned and managed module that is capable of representing a certain identity claim. A Manageable Identity (MID) may consists of a security policy, a set of credentials and files, a package of executable code that makes use of these credentials and files
. 
Comment:

1. Again less is more - when putting examples in these definitions they become unusable hence the proposed modifications
MID Credentials: e.g. user identifiers, permanent cryptographic keys and algorithm customisation parameters. 

MID Engine: The executable part of a MID. 
Comment:  Not clear what this defines. 
NAA MID: A MID that is designed to emulate a standardised Network Access Application


Comment : Why emulate a NAA? and again less is more.  What's the exact difference between an emulated NAA and a NAA
?
3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [x] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [x].

DDoS
Distributed Denial of Service (attack)

MID
Manageable Identity

MIDE
MID Engine

MITM
Man In The Middle (attack)

M2M
Machine-to-Machine

M2ME
M2M equipment
NAA
Network Access Application

PS
Provisioning Server or Provisioning Service, according to context
RAM
Remote Application Management

RFM
Remote File Management

TCG
Trusted Computing Group

TE
Trusted environment

USIM
Universal Subscriber Identity Module

ISIM
IM Services Identity Module
**** end of changes ****

�This is out of scope for 3GPP. This is analogous to UICC, where neither 3GPP nor ETSI specifies the level of security for implementation. That is left to other bodies and/or to agreements between the suppliers and purchasers of UICCs.


�We are ok with simplifying it but we need to retain some form of authentication ability in the definition. For the purpose of this TR, if the TE can’t be remotely validated it isn’t a real TE.


�We also propose to add “A TE can be validated by an external agency that is authorised to do so.”


�Why delete the driver/plugin? It would be part of the downloaded MID package. Without the plug-in the MID can’t communicate with non-secure apps such as a browser.


�TS102 223 defines “network access application: application residing in the UICC which holds a subscriber identity and an authentication algorithm and provides the access to a network” We could amend the definition on NAA in this TR to reflect that and to refer to 102 223. e.g. “NAA MID: a MID that may be a NAA as defined in [TR102 223] or, if not supported in a UICC, is designed to emulate a standardised NAA.” 





�We would like to leave the reference to ISIM in. ISIM is not specifically a NAA, but we are mandated by SA to include ISIM in the scope of this TR and, for the purposes of this TR, it needs to be treated as a NAA, for security purposes. ISIM could ba part of a downloaded MID or a MID in its own right.  In fact, the ETSI 102.223 definition for NAA is pretty comprehensive and is inclusive of NAA for ISIM, in addition to USIM, and even TSIM, RUIM, etc. Also, since ISIM is in-scope in this TR, I think we should include NAA MID for ISIM too. We could separate the two, i.e., NAA MID for USIM, and NAA MID for ISIM


�“emulate” because if the app is not on a UICC it shouldn’t officially be called a NAA. If the MID is not in a ICC it is only emulating a NAA. An ISIM may reside in an ICC that is not a UICC, in which case it's officiually not a NAA.  We may need to fine-tune the definition of NAA to specify whether it is NAA for USIM or NAA for ISIM, etc..


�Insert “as defined [TS102 223]





