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1. Overall Description:
SA3 thanks CT1 for their LS on input parameters for NAS integrity and encryption algorithms received in S3-080466 (C1-081262), and would like to provide the following answers regarding the CT1 assumptions.
· The NAS sequence number shall always be integrity protected, but not encrypted, if a security context exists in the UE and the MME and security protection has been started.
SA3 can confirm that the NAS COUNT (which includes the NAS sequence number) shall be integrity protected, but that the NAS sequence number shall not be encrypted when NAS security has been started. 
· From a security point of view, there is no difference whether CT1 specifies encryption to be performed before integrity protection on the sending side, or vice versa.
SA3 has no strong opinion regarding the order of encryption and integrity protection and thinks that the simplicity and effectiveness of the protocol design have greater impact on the choice. However, SA3 would like to give the following advice w.r.t. the choice. If integrity protection is applied before encryption on the sending side then the MAC shall be encrypted together with the NAS message (this is the approach taken by PDCP in E-UTRAN and SSL), but if encryption is applied before integrity protection on the sending side, there is no need to encrypt the MAC (this is the approach taken by IPsec).

2. Actions:

To CT1:
ACTIONS: SA3 kindly asks CT1 to take the above information into account.
3. Date of Next SA3 Meetings:

TSG-SA WG3 Meeting #52
23 - 27 June 2008   
Sophia Antipolis

TSG-SA WG3 Meeting #53
13 - 17 October 2008   
TBD
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