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1. Introduction
RAN2 thanks SA3 on their response LS (S3-080249) about security aspects on inter-system handover. 
Handover from E-UTRAN:

RAN2 has studied the question from SA3 and has the following response:
· Verify whether it is possible to do handover to UTRAN without security activation in the source system as the HANDOVER TO UTRAN COMPLETE is contained in the integrity protection exception list in TS 25.331 section 8.5.10.

RAN2 had decided not to support handover in LTE before activation of security.  This is for protocol reasons such as that UE capability is not available in eNB earlier and for simplicity.  This is applicable for both intra-LTE handovers and Handover to other systems.

RAN2 can also provide the feedback that one of the reasons why HANDOVER TO UTRAN COMPLETE is exempt from integrity protection is because IP is only started in UMTS after Handover is complete.

Handover to E-UTRAN:

RAN2 can also provide the following feedback on Handover to E-UTRAN:
RAN2 is still evaluating if handover from UTRAN to LTE needs to be supported before security activation.  

Further, related to Inter-RAT handover to E-UTRAN, RAN2 also notes that at the last SA3 meeting, a procedure for KeNB derivation at inter-RAT handover was added to the TR 33.821 (section 7.4.13.5). The solution is based on that the MME generates a random number which is used as input to the KeNB derivation. This procedure has some impacts since the assumed direct signaling between MME and UE at the time of handover to transfer this number to the UE is not available in the current inter-RAT HO procedure signaling.
Since the Kasme used to generate the KeNB will anyway be fresh it seems possible to restart from any COUNT value at handover without a random number.  The need for random number appears to be motivated only from the perspective of possible weaker keys for a rare error case; i.e., at HO failure. 
Considering the impact on the inter-RAT handover procedures and based on previous indications from SA3 that “weaker” source keys can be used for up to 30s before an AKA is performed, RAN2 wonders if the new random number functionality is really needed.

 If SA3 decides that a random number is needed one option would be to send the random number from the MME to the UE via the target eNB.
2. Actions:

To SA3:
· To take note of RAN2 responses and clarify whether the new random number functionality is really needed. 
3. Dates of Next TSG-RAN WG2 Meetings:

RAN WG2 Meeting #62
5 – 9 May 2008

Kansas City, USA
RAN WG2 adhoc

5 - 6 June 2008

Nice, France

(not confirmed yet)

RAN WG2 Meeting #62bis
30 June – 4 July 2008

Warsaw, Poland
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