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1. Introduction

Several solutions have been proposed for KeNB security and the topic has been in discussion for a while in SA3. In this document a initial comparison criteria is proposed to structure the discussion so that we can come to a conclusion on a choice of a KeNB security solution in this meeting.
2. Four Proposals

· S3-080346 by Alcatel Lucent, Proposal for key protection during handover procedures: In this solution the MME is involved. The MME selects a random H_nonce and sends it to the Source eNB and NAS protected to he UE before the handover. The target the calculates KeNB using the KeNB and the H_nonce.

· S3-080392 by Nokia and Nokia Siemens Network, pCR: KeNB Security Alternative: The proposed mechanism includes a Next-Hop-KeNB parameter from MME to the target eNB within the path switch acknowledgement message. Because the path switch message is transmitted after the radio link handover, it can only be used to provide keys for the next handover procedure and target eNB. Thus, perfect forward security happens only after 2 hops because the source eNB knows the target eNB keys.
· S3-080442 by China Mobile and ZTE, Key refresh on handover in LTE/SAE: This solution utilizes MME. MME selects PARA by random, and calculates a one way hash over the current KASME and PARA to get KeNB* = KDF(KASME, PARA). KeNB* is transferred to the target eNB in the handover request message including current RRC/UP algorithms. PARA is sent to the UE via the source eNB.

· S3-80451 by NTT DoCoMo, Forward security of KeNB derivation during S1 handovers (inter-MME): This document proposes a solution utilizing MME where the KeNB*+ is derived from KeNB* and KASME: KeNB*+ = KDF(KDF(KASME ||”Handover String” ) || KeNB*)). KDF(KASME ||”Handover String” ) is a key derived from KASME. ”Handover String” is a constant.
3. Comparison Criteria

1. Performance impact: This is the message load during actual handover (not before or after) based on, for example, over the air parameters length and procedures during handover execution.

2. Maintenance of security after handover (backward and forward security): This has been the topic of discussion, this criteria is to compare the proposals on the extent of backward and forward security. Here we also check whether there is adequate separation between different keys.

3. Residual threats: In this criterion we check the threats that are remaining.

4. Resilience towards radio link failure: The solution should not fail due to failure in radio link.

5. Implementation: This is to compare whether the solution can be implemented.

6. Impact on MME, eNodeB and UE: The purpose of this criterion is to check the extent of impact of the given solution on MME, eNodeB and UE.

7. Potential to provide same handover sequence for all scenarios: This is to check whether the given message sequence can be used for intra-eNodeB, inter-eNodeB and inter-MME.

8. Completeness of the solution (e.g. signaling and message details, delay to specifications, open issues): In this criterion we check whether the solution is complete and if not to what extent.
9. Dependency on other WG activities
4. Comparison Table

	Nr.
	Criteria
	ALU
	N,NSN
	CM,ZTE
	DCM

	1
	Performance impact
	
	
	
	

	2
	Maintenance of security
	
	
	
	

	3
	Residual threats
	
	
	
	

	4
	Resilience towards RLF
	
	
	
	

	5
	Implementation impact
	
	
	
	

	6
	Impact on MME, eNB and UE
	
	
	
	

	7
	Same handover sequence
	
	
	
	

	8
	Completeness
	
	
	
	

	9
	Dependencies to other WG
	
	
	
	






























































