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1. Introduction

This document provides comments on the Gemplus-Oberthur-Vodafone document, S3-080456, ‘M2M Equipment Security’.  These comments are provided as, though tdoc 0456 contains some good points, it also contains some points that we the cosigners of this document believe are inaccurate.

This document is presented by giving the original text of the pCR of S3-080456 and providing in line comments using the Word comments facility.

2. Proposal

We kindly ask SA3 to review the comments on S3-080456 contained in this document and bear them in mind when considering whether to approve S3-080343 or not. 
3. Comments on Pseudo-CR to TR 

5
Architectural alternatives

Editor's note: This chapter describes the architectural alternatives when the USIM/ISIM application resides on the M2M equipment or on the UICC. Also network aspects shall be taken into account.

5.1 
M2M equipment architecture alternatives

Editor's note: This chapter describes the different architecture alternatives for the M2M equipment when the USIM/ISIM application resides on the M2M equipment or on the UICC. This includes architecture for provisioning, remote management and operation.

5.1.1 M2M equipment security


Due to issues identified in section 4.1.2, there is a need to have a M2M equipment providing:

· secure execution environment 

· secure storage, 

· tamper-resistance 

Moreover, it should be possible for operator or third entity to check that all those requirements are together satisfied by the M2M equipment.

Option#1 and option#3 rely on smartcard technology to provide security in M2M equipment. 

For instance, Option#2 does not describe any technology to provide security in M2M equipment. 

5.1.1.1
M2M equipment with UICC

The smart card is a tamper resistant device. It has a primary role of storing credentials and performing sensitive cryptographic computations. The smart card contains hardware and software countermeasures to protect against invasive and non-invasive attacks performed to retrieve secrets and obtain sensitive data during execution of computations. For example the smart card contains physical encapsulation of critical circuitry.  

Certification, such as Common Criteria, is a means to guaranty a security level for an execution environment. Smart card industry is familiar with certification processes since certification is often mandated in banking to guaranty security. 

Smart card benefits from rich experience to provide security and to resist against software and hardware attacks, e.g. banking, identity, wireless communications…

Consequently, UICC in M2M equipment is a tamper-resistant device providing secure execution environment and secure storage for M2M equipment. 

5.1.1.2
M2M equipment without UICC

In case of M2M equipment without UICC, there is a need to secure the M2M equipment. 

The following issues 
can be identified to secure part of the M2M equipment without UICC:

· What are the boundaries of the part of the M2M equipment to secure? 

· How to describe the means to secure the part of the M2M equipment in order to provide secure storage and secure execution? 

· By means of requirements on the M2M equipment? Or by means of specifications defining the security mechanisms to be implemented in the M2M equipment?

· In case that there is no specification of the security mechanisms to implement:

· What will be the level of confidence in the countermeasures of the solution against software and physical attacks? All M2M equipments may not secure the same functions. Generic tests could not be applied. 

· M2M equipments would not have the same level of security

· In case that a certification is required:

· What will be the scope of the target of evaluation of the solution to secure part of the M2M equipment without UICC?

· Do Protection Profiles exist for this type of solution?

· What is the expertise of companies providing the solution to perform certification of this type of solution?

· What is the level of security of the secured part of the M2M equipment against software and physical attacks compared to the security level offered by the other solutions, and in particular those which are UICC-based? 

· If the selected solution to protect a part of the M2M equipment relies on the addition of a specific hardware element to M2M equipment, what is the benefit compared to UICC-based solutions? 

�This is true, but actually the vast majority of SIM cards are NOT Common Criteria certified.


�These questions are issues and belong in the relevant section of the TR. They don’t belong in the architecture section, although they are relevant to architecture.


�This can be described.  A secure execution environment is certainly required and this, and attendant hardware and software, can help define the boundary.


�We note that many new phone processors have secure execution environments, for example TI M-shield and ARM Trustzone processors.  There are phones of the market now supporting secure execution environments. There have been phones supporting hardware enforced secure storage for a number of years now.


�A high level security architecture and some security requirements can do this. Essential components of such security requirements for a tamper-resistant trusted environment in a phone are relatively well-known too, and are expected to be incorporated into the TR relatively easily in the near future.


�The same is true for smartcards – there are NO security requirements on smartcards standardised in 3GPP at all, the only thing giving confidence is the fact that the operator chooses his smartcard supplier.  We can have a similar approach for USIM on M2M terminals – if an operator does not like a certain terminal type, they don’t accept its USIM as valid.  The draft architecture in 33.812 would allow for this. In the smartcard world, implementation is not specified by 3GPP or ETSI, but the secure protocols for remote management are and this could include adoption of the specifications of other bodies such as Liberty Alliance and OMA. It is the province of other industry and inter-industry bodies to specify things such as CC protection profiles, if required. OMTP also provides some very comprehensive requirement specifications for such secure execution environments. 


�UICCs do not all have the same level of security either.


�This section assumes that Common Criteria is the only form of certification – this is not the case.  There are valid models for self-certification to agreed robustness rules as is done for terminals supporting Digital Rights Management (DRM) technology.


�Taking the term “target of evaluation” loosely, a TOE could be semi-formally defined for the secure execution environment on a processor supporting this, and attendant s/w and h/w (e.g. the secure boot mechanism on the terminal)


�Terminal manufacturers that engage in either government products or in products supporting strong DRM have experience in evaluating products for robustness of implementation.  In addition, such expertise can also be brought in by recruitment or by professional services. 


�We believe that terminals with an integrated USIM solution can meet the required levels of security.  Further, we do not see that there is any reason why the terminal cannot in principle be made just as secure as a UICC. With respect to some forms of side channel attack, e.g. power and timing analysis, the integrated USIM solution may well provide more resistance than a UICC due to the higher number of contemporaneous processes masking critical cryptographic opearations.


�The addition of specific hardware elements may not be required.  However, even if it is required, the solution would have the advantage over UICC-based solutions of not exposing a physical UICC-ME interface that could be attacked.  The solution is also likely to have other advantages, e.g. cost, power consumption, provisioning efficiency, size. MM: in some implementations, an advantage is that it does not require the terminal to support a physical UICC interface. There are use cases in TR33.812 that describe terminals that would not be supplied with a UICC connector as standard.
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