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--------------------------------------------
7.4.13
Key handling on active mode mobility
 

Inter MME handover: 

SA2 currently discusses whether or not MME relocations within one SAE/LTE network are necessary for certain handover types (see TR 23.882 and S2-063195). If MME relocations are implemented, keys have to be provided to the target MME and to the target eNB. There are following alternatives for key handling on handover with MME relocation:
Alternative 1: HSS derives new KASME from CK, IK (with target MME-ID as well as the target PLMN-ID and the target RAT type as input) and transfers it to the target MME. The target MME derives KeNB from KASME and transfers it to eNB. In addition, the target MME derives KNASenc and KNASint from KASME. In case the target MME transfers KeNB eNB derives KRRCenc, and KRRCint and KUPenc from KeNB (requires HSS to be involved in key derivation and transfer upon inter MME handover or requires HSS to predict potential MMEs to which UE may relocate and send several encrypted keys.)

Alternative 2: Source MME derives a temporary key K’ASME from KASME using the target MME’s identity and the target PLMN-ID
 as input. Target MME derives KNASenc and KNASint from K’ASME  

a) The target MME subsequently derives the key KeNB from K’ASME and transfers it to the eNB. , The eNB then derives KRRCenc, and KRRCint and KUPenc from KeNB (requires MME to be involved in key transfer)

b) K’eNB is derived by the source eNB (with the target eNB-ID and the target PLMN-ID as input) and  keys are transferred to the target eNB as in Alternative 2 described above (allows for direct context transfers between eNBs)

c) KeNB are reused by target eNB as in Alternative 3 described for intra-MME handover. (allows for direct context transfers between eNBs)

Alternative 3: The source MME transfers KASME to the target MME. In addition, the target MME derives KNASenc and KNASint from KASME. 

a) The target MME subsequently derives the keys KeNB from the same KASME that was already used by source MME and transfers it to eNB, then eNB derives KRRCenc, and KRRCint and KUPenc from KeNB (requires MME to be involved in key transfer)
b) KeNB is transferred from source eNB to target eNB as in Alternative 3 described for intra-MME handover (allows for direct context transfers between eNBs)

HSS involvement during handover procedures with MME relocation seems too time-consuming. In addition, HSS involvement would require HSS to keep additional state about each UE, namely the CK, IK pair from which KASME can be derived. Or else, the HSS would have to predict potential MMEs to which UE may relocate and send several keys KASME  encrypted with keys shared between HSS and MME. But, apart from the complexity, this solution would require that core network security is realized in an end-to-end fashion between HSS and MME, which may not be assumed.  Therefore, Alternative 1 in connection with HSS involvement upon handover seems infeasible. 

In case Alternatives 2 or 3 are chosen by SA3 we propose to use Option a) if the handover procedures adopted by SA2 allow for it. 

Key refresh on Inter-MME handover

According to 23.882, v 1.18, Section 7.15 inter MME handover does either not occur at all (due to S1 flexible nature) or is executed with involvement of a target MME. We assume here that in the latter case, the handover command and handover confirm messages are exchanged between UE and the source eNB in the same way as on intra-MME handover such that inter and intra-MME handover are indistinguishable for the UE. It is ffs if this assumption holds.

On inter-MME handover as on intra-MME handover, the fresh KeNB* is transferred to the target eNB. A new KeNB is derived from the KeNB*, KASME, and C-RNTI, and KRRCenc, KRRCint, KUPenc are refreshed with the help of this new KeNB.  The proposed procedure is detailed in Figure 19.
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Figure 19: Key refresh and algorithms negotiation on inter MME handover

1. UE measurement report

2. Source eNB calculates a one way hash over the current KeNB and the physical cell ID of the target cell to get KeNB* and transfers it to the source MME in the handover request message

3. Source MME transfers the KeNB* and other related MME security context information, like NAS keys, COUNT values for NAS protection, S-TMSI, IMSI, and KASME to the target MME in the handover request message. 

4. Target MME derives KeNB*+ from KeNB* and KASME: KeNB*+ = KDF(KDF(KASME ||”Handover String” ) || KeNB*)). KDF(KASME ||”Handover String” ) is a key derived from KASME. ”Handover String” is a constant.Target MME includes the KeNB*+ in the handover request sent to target eNB with allowed RRC/UP algorithms.

5. Target eNB selects the same RRC/UP algorithms if possible. Target eNB sends handover response message to the target MME, which includes the new C-RNTI, selected RRC/UP algorithms, and some other parameters (see 25.813, section 9.1.5). For the target eNB, KeNB*+ from KeNB* look the same and are used identically. Target eNB derives a new KeNB from C-RNTI and KeNB*+ by KeNB_new   = KDF(KeNB*+ || C-RNTI)  and further derives KRRCenc, KRRCint, KUPenc  from  the KeNB_new.

6. Target MME forwards the handover response with selected MME algorithms to source MME which sends it to source eNB including NAS-MAC. There needs to be a bit included to signal to the UE how the KeNB is to be derived. 
7. Source eNB sends the handover command message to the UE including NAS level message with the selected NAS algorithms and NAS-MAC. This AS level message is protected with the old RRC integrity and ciphering keys shared with the source eNB. The message also includes target eNB algorithms (for RRC and UP) if different than the source eNB algorithms. There needs to be a bit included to signal to the UE how the KeNB is to be derived.
8. Based on the notification bit the UE knows whether to first calculate KeNB*+ to then derive KeNB. UE derives the KeNB*, potentially KeNB*+, new KeNB, KRRCenc, KRRCint, and KUPenc and sends handover confirm message to the target eNB integrity protected and ciphered with the new RRC keys. 
9. UE derives the KeNB*, new KeNB, KRRCenc, KRRCint, and KUPenc and sends handover confirm message to the target eNB integrity protected and ciphered with the new RRC keys. Based on the notification bit the UE knows whether to first calculate KeNB*+ to then derive KeNB.
The notification bit can be included in the algorithm identifiers or in the C-RNTI, if there are space constraints. However, this is FFS.
Editor’s note: Deriving new NAS keys based on algorithms identifier as the only parameter is ffs (see S3-070533).

 Editor’s note: It is ffs if a separate NAS level SMC is used to change NAS algorithms on inter-MME handover (see S3-070533).

Inter-eNB handover with MME relocation (From S3a070928)

Editor's note: SA3 is aware of that the state names do not match the current naming in TS 23.401, and have to be updated.

The following handling of keys is agreed by SA3.

At an inter-eNB hand over with MME relocation, the K_eNB is chained in almost the same way as if it was a regular intra MME eNB hand over. However, there is the possibility that the source MME and the target MME do not support the same set of NAS algorithms or have different priorities regarding the use of NAS algorithms. In this case, the target MME re-derives the NAS keys from K_ASME using the NAS algorithm identities as input to the NAS key derivation functions. All inputs, in particular the K_ASME, will be the same in the re-derivation except for the NAS algorithm identity. It is essential that the NAS SQN is not reset unless the K_ASME changes. This prevents that, in the case a UE moves back and forth between two MMEs the same NAS keys will be re-derived time and time again resulting in key stream re-use. Since K_ASME only changes when a new AKA is run, it is a requirement that the NAS SQN is only reset when there is a new AKA run. In case the target MME decides to use NAS algorithms different from the ones used by the source MME, a NAS SMC must be sent from the MME to the UE.
End first change.














































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































� This section is from S3-070099.


� Note that according to TR 23.882, Section 7.20.2, MME-ID and eNB-ID are unique within a PLMN. Consequently on PLMN changes the PLMN-ID should be used as an additional input for key derivation. In order to support the same procedures in case of Inter-MME handover between PLMNs as within a PLMN, we suggest to use the PLMN-ID in any of the two handover cases. 
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