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Abstract

E-UTRAN security, as defined in TS 33.401, uses the AMF separation bit in AKA authentication vectors (AVs) and key binding for mitigating the threat that keys CK, IK stolen from any UMTS network can be used to impersonate a serving E-UTRAN access network.

At SA3#50, the question was raised whether and how to use the AMF separation bit for non-3GPP access to EPS. The main finding of this paper is that the use of the AMF separation bit and key binding is needed also for non-3GPP access to EPS for mitigating the threat of impersonating trusted non-3GPP access networks. The corresponding attack could not only use stolen CK, IK, but also a stolen key MSK. This MSK could have been generated in an EAP-AKA run as part of e.g. 3G-WLAN interworking (TS 33.234) and stolen from a WLAN access point. As WLAN access points are generally considered to be easier to compromise due to their often physically exposed locations the associated risk is considered even more serious than in the E-UTRAN case.

The companion pCR to TS 33.402 in S3-080446 proposes a solution, which mitigates the threat by computing CK’, IK’ from CK, IK using the identity of an access network or an authenticator in such an access network as an input. The change would affect only UE and HSS and would be transparent to AAA server, authenticator and access network. It would not require a change of EAP-AKA. 

Detailed discussion

Lying authenticators in EAP methods:

The EAP-AKA protocol is used for non-3GPP access authentication to EPS. Like the other EAP methods producing session keys, for EAP-AKA the EAP peer (i.e. the UE) and the EAP server (i.e. the 3GPP AAA server) generate a key MSK. MSK is sent from the EAP server to the authenticator, e.g. a PDSN in an eHRPD network. MSK may be used to establish a security context between EAP peer and authenticator, cf. clause 7 of 33.402. 

It is a well-known problem for EAP methods in general that EAP methods do not provide authentication of the authenticator to the EAP peer. In fact, the authenticator may lie to the peer by presenting it a different identity from the one presented to the EAP server. By using MSK the EAP peer can cryptographically only verify that it communicates with an authenticator trusted by the EAP server to obtain MSK keys. 

Lying authenticators are a problem in particular when it matters to the EAP peer to which type of authenticator he is talking to as the security level may depend on it. No general solution to this problem is available to our knowledge. But the problem of lying authenticators has been taken into account e.g. in the design of IKEv2 when used with EAP methods. There, the use of IKEv2 responder certificates is required even when the EAP method provides mutual authentication and session keys. 

In the context of 3G-WLAN interworking (cf. TS 33.234), it also matters to the UE whether it talks to a WLAN access point, as in direct IP access, or to a Packet Data Gateway (PDG), as in 3GPP IP access. Only the use of the PDG certificate in IKEv2 tunnel establishment enables the UE to verify that it talks to a PDG and not a WLAN AP. 

We strongly believe that in non-3GPP access to EPS it also matters to the UE whether it talks to an authenticator in a specific trusted non-3GPP access network, e.g. a PDSN in an eHRPD network, or just to any authenticator trusted by the AAA server to receive MSK keys from EAP-AKA, e.g. a WLAN access point, or an authenticator in any other, unspecified type of access network as the UE may place trust in the e.g. eHRPD network, but not in an arbitrary access network. Please note that such an access network trusted to receive MSK keys need not even connect to EPS, but could be e.g. any access network providing direct IP access (i.e. Internet access bypassing a 3GPP network) according to TS 33.234. Please note further that the scope of TS 33.234 has been extended in Rel-7 to cover not only WLAN access networks, but a larger class of unspecified access networks.

We conclude that the problem of lying authenticator needs to be solved for non-3GPP access to EPS. In other words, we need to prevent impersonation of trusted non-3GPP access networks to EPS.
Pre-requisites for successful impersonation attack on trusted non-3GPP access networks:
In EAP-AKA the key MSK is generated from CK, IK, which are part of an AKA authentication vector. An attacker needs to obtain MSK in order to impersonate a trusted non-3GPP access network. He has two ways of doing this: 

· the attacker may obtain a full AKA authentication vector, e.g. from a visited SGSN or RNC in UMTS, or a P-CSCF in IMS, and then compute MSK; 

· the attacker may obtain RAND, AUTN from an AKA authentication vector and an MSK derived from CK, IK without obtaining CK, IK themselves. MSK may be obtained e.g. from a WLAN AP, or a PDG, or any other authenticator running EAP-AKA with any AAA server (not necessarily related to EPS). 

Solution alternatives: 

1) Use AKA authentication vectors with AMF separation bit set to 1 also for non-3GPP access to EPS. Ensure that the HSS and the AAA servers do not use such AVs for any other purpose.
Evaluation: This is not good enough as the compromise of one type of non-3gpp access network would still allow impersonation of a different type of non-3gpp access network.

2) Define AMF separation bits with one combination of bits for each access network type.
Evaluation: This is still not good enough as the compromise of a non-3gpp access network of one operator would still allow impersonation of the same type of non-3gpp access network of a different operator. Furthermore, there is the undesirable side effect of unnecessarily using up bits in the AMF field.

3) Use AKA authentication vectors with AMF separation bit set to 1 also for non-3GPP access to EPS and bind MSK to access network identity, e.g. MNC+MCC for an eHRPD network.
3a) include access network identity in computation of MSK from CK, IK in AAA server and UE;
3b) include access network identity in computation of CK’, IK’ from CK, IK in HSS and UE;
Evaluation: this solution effectively prevents impersonation trusted of access networks. 3a) would require changes to the EAP-AKA protocol, while 3b) would not. For 3b), the modification of CK, IK to CK’, IK’ is transparent for AAA server and authenticator. So, 3b) is preferable. 
Considerations on use of EAP-AKA as part of IKEv2, as in untrusted access (clause 8.2.2 of 33.402) or security for host-based mobility (clause 9.2 of 33.402): 

As explained above, lying authenticators cannot impersonate a responder in the IKEv2 tunnel set-up, e.g an ePDG for untrusted non-3GPP access to EPS or a PDN GW for host-based mobility, due to the mandatory use of ePDG certificates. We propose to leave it ffs whether, in the interest of a uniform handling of non-3GPP access to EPS, the same transformation of CK, IK to CK’, IK’ as for the trusted access case should be also applied here. But we need to make a choice anyhow how to set the AMF separation bit set, and the obvious choice is to set it to 1 also here.  

Conclusion

Impersonation of trusted non-3GPP access networks to EPS needs to be prevented. Solution 3b) above seems suitable. The companion pCR to TS 33.402 in S3-080446 implements this solution.







