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1. Introduction
This is the pCR to the TR 33.xxx based on threat discussed in S3-080443.
*********************************FIRST  CHANGE*************************************

5.1 Common threats to H(e)NB
1)       Compromise of H(e)NB authentication token by a brute force attack via a weak authentication algorithm.

…………….
17) Compromise of an H(e)NB by exploiting weaknesses of active network services1) Compromise of H(e)NB authentication token by a brute force attack via a weak authentication algorithm.

Prerequisites: Token with weak authentication algorithm is used for H(e)NB authentication to the operator’s network. This threat refers to a specific usage of shared secrets for H(e)NB authentication i.e. the cases 1 and 3 of Table 1.

Description: An example for a token using a weak authentication algorithm is GSM SIM with COMP128-1, which is known to be possible to crack by brute force. In an H(e)NB setting such attacks could be launched from spoofed network access concentrator on internet if initial communication with access concentrator is not adequately secured.

……………………………..

……………………………..

18) User’s network ID revealed to Home (e)NodeB owner
Prerequisites: The owner of a H(e)NB is able to add / delete users to / from the to the (e)HNB related Closed Subscriber Group (CSG).

Description: IMSI may be revealed to the owner of the H(e)NB during CSG management.

Probability: High

Impact: Breaking users privacy

Threats to assets:

1) H(e)NB: none

2) Users: Privacy issue

3) Operator network: none (tracking of subscribers may be possible)

Mitigation: A link between IMSI and owner given user ID is stored in the network or secure stored in H(e)NB.
**************************************SECOND  CHANGE************************************

5.1 Common threats to H(e)NB
	Threat/Asset correspondence
	H(e)NB
	User
	Operator

	Threat-1
	X
	--
	X

	Threat-2
	X
	--
	X

	Threat-3
	X
	X
	X

	Threat-4
	X
	X
	X

	Threat-5
	X
	X
	X

	Threat-6
	X
	X
	X

	Threat-7
	X
	X
	X

	Threat-8
	X
	X
	X

	Threat-9
	X
	X
	--

	Threat-10
	X
	X
	--

	Threat-11
	--
	X
	X

	Threat-12
	X
	X
	X

	Threat-13
	--
	X
	X

	Threat-14
	--
	X
	--

	Threat-15
	--
	X
	--

	Threat-16
	--
	X
	X

	Threat-17
	X
	X
	X

	Threat-18
	--
	X
	--


**************************************THIRD  CHANGE************************************

6. Security requirements
1) Only tokens with strong authentication algorithms should be used for H(e)NB authentication against the core network. (Threats 1, 12).

2) Link protection mechanism between the Core network and the H(e)NB should be of adequate cryptographic strength (Threat 1).

3) Authentication credentials the H(e)NB shall be stored inside a secure domain i.e. from which outsider cannot retrieve or clone the credentials (Threats 2, 3, 4, 12).
4) New users should be required to explicitly confirm their acceptance before being joined to an H(e)NB (Threats 3, 4, 9, 10).

5) H(e)NB and core network should mutually authenticate each other, including the first initial contact (Threat 1, 5, 12).

6) The booting process of the H(e)NB shall be additionally secured by cryptographic means (Threat 6).
7) Software updates and configuration changes for the H(e)NB shall be cryptographically signed and verified (Threat 7).

8) Unprotected data should never leave a secure domain inside H(e)NB (Threats 8, 9, 10).

9) Effective location locking mechanism shall be implemented (Threat 11).
10) Only authenticated UE's shall be allowed to be used with the H(e)NB (Threat 13). Only emergency call can be an acceptable exception.
11) A correct configuration of the modem/router to which the H(e)NB is connected shall be enforced (Threat 14). 
12) Unauthenticated traffic shall be filtered out on the links between the core network and the H(e)NB (Threats 15, 16).
13) H(e)NB should be run with minimised network services (disabled or firewalled), and test regular for a securely verifiable system state (Threat 17)

14) IMSI of to H(e)NB connected users must not be revealed to the owner of the H(e)NB (Threat 18)
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