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1. Introduction
In this document adds another threat to Home (e)NodeB threat analysis. It’s for discussion and decision for inclusion in the TR. Please find the related Pseudo CR in S3-080444.
2. Detailed description

The owner of a H(e)NB may be able to manage the group of allowed users. The group member list may be stored in H(e)NB locally or in the network. The owner may be able to manage this group e.g. via commands or via a web interface. Since there is no other unique user ID than the IMSI, the IMSI may be revealed to the owner of the H(e)NB.
3. Threat
User’s network ID revealed to Home (e)NodeB owner
Prerequisites: The owner of a H(e)NB is able to add / delete users to / from the to the (e)HNB related Closed Subscriber Group (CSG).
Description: IMSI may be revealed to the owner of the H(e)NB during CSG management.
Probability: High

Impact: Breaking users privacy
Threats to assets:

1) H(e)NB: none
2) Users: Privacy issue

3) Operator network: none (tracking of subscribers may be possible)
Mitigation: A link between IMSI and owner given user ID is stored in the network or secure stored in H(e)NB.
Requirement: IMSI of to H(e)NB connected users must not be revealed to the owner of the H(e)NB.
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