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Abstract of the contribution: This contribution considers the issues of NAS ciphering activation and the ciphering of NAs messages. 
General Discussion
In S3-080085, the issue was raised of when to start NAS ciphering protection in the cases of TAU and Attach messages with a previously established NAS security context. The analysis in that paper seemed to be lacking two important considerations. Firstly there may be content in either the Attach Request or TAU message that require ciphering, i.e. not ciphering (partially or completely) these messages is not an option and secondly that each NAS message contains the information about the level of protection applied to that particular message. The latter is an option that could be used instead of an activation time for ciphering. The impacts of the different possibilities have more effects outside SA3 than inside SA3 (see below).
It is still ffs whether Attach or TAU Request requires any confidentiality protected or not. This can only be decided once the final contents of these messages are known. In case there is already a NAS security context, then there are two options to cipher these messages:

1) Encrypt the whole message

2) Encrypt only part of the message

There is no real security difference between the two cases, but each one introduces different complexities into the system. 
In the former case the complexity is due to the fact that the old MME would need to send the decrypted message back to the new MME. Also if the security context was lost, then the network would not have information like KSI or UE security capabilities and could not Attach the UE until it had received a subsequent unprotected Attach message. Furthermore, the identities included in these messages may be needed for routing the message to the correct old MME. 
In the latter case, there is complexity from the need to only encrypt part of the message. 

The choice between these different complexities is really outside the scope of SA3 and should be considered by other groups. All SA3 should be concerned with is that the protection (integrity and confidentiality) applied to each message or part of message is appropriate. For these reasons, it is proposed that SA3 do not take the decision on when to activate NAS ciphering and on whether full or partial ciphering is applied to Attach or TAU message given that some ciphering is required. 

Conclusion

This contribution has made some observations about protection required for NAS message. It is proposed that SA3 does not make a decision on the best method to activate NAS ciphering and whether to cipher messages like TAU or Attach fully or partially (assuming ciphering is needed) but restricts itself to ensuring that the correct protection is applied to NAS messages by the methods provided by other groups. 
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