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TS 33.xyz v 1.0.0 has an Editors Notes in section 8.2.3. The purpose of this PCR is to remove those notes, add text and figures where indicated.
Proposed pseudo CR: 
Editor’s Note to be replaced with the appropriate text.
***************************************BEGIN CHANGE****************************************************************

8.2.3
Tunnel fast re-authentication and authorization
Fast re-authentication for EAP-AKA is specified in RFC 4187 [7]. Fast re-authentication re-uses keys derived on the previous full authentication. Fast re-authentication does not involve the HSS nor the USIM application, and does not involve the handling of AKA authentication vectors, which makes the procedure faster and reduces the load on the HSS and, in particular, the Authentication Centre.

The UE and the 3GPP AAA server shall implement fast re-authentication for EAP-AKA. Its use is optional and depends on operator policy.

NOTE 1: the ePDG cannot indicate to the UE that fast re-authentication for EAP-AKA be used by sending a re-authentication identity to the UE as the EAP Request/AKA Identity messages is omitted, cf. step 5 in clause 8.2.2 of this specification. This is a difference to the use of EAP in clause 6.

The security level of fast re-authentication for EAP-AKA is lower as it does not prove the presence of the USIM application on the user side. The operator should take this into account when defining the policy on fast re-authentication.

Fast re-authentications for EAP-AKA generates new keys MSK, which may be used for renewing session key used for protection in the non-3GPP access network.

The procedure is very similar to the tunnel full authentication and authorization. The only difference is that EAP fast re-authentication is used in this case.
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Figure 4 Untrusted Tunnel - Fast Re-authentication

1. The UE and the ePDG exchange the first pair of messages, known as IKE_SA_INIT, in which the ePDG and UE negotiate cryptographic algorithms, exchange nonces and perform a Diffie_Hellman exchange.
2. The UE sends the re-authentication identity (in the IDi payload) and the APN information (in the IDr payload) in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. The UE omits the AUTH parameter in order to indicate to the ePDG that it wants to use EAP over IKEv2. The re-authentication identity used by the UE shall be the one received in the previous authentication process. If the UE’s Remote IP address needs to be configured dynamically, then the UE shall send the configuration payload (CFG_REQUEST) within the IKE_AUTH request message to obtain a Remote IP Address.

3. The ePDG sends the Authentication Request message with an empty EAP AVP toward the 3GPP AAA Server, containing the re-authentication identity. The ePDG shall include a parameter indicating that the authentication is being performed for tunnel establishment with an ePDG (and not an I-WLAN PDG as defined in TS 33.234 [9]). This will help the 3GPP AAA Server distinguish among authentications for trusted access, as specified in clause 6 of this specification, authentications for tunnel setup in I-WLAN (which would allow also EAP-SIM) and authentications for tunnel setup in EPS (which allow only EAP-AKA).

Editor’s Note: The definition of the indicating parameter in step 3 is ffs.

4. The 3GPP AAA Server initiates the fast re-authentication challenge.
5. The ePDG sends an IKE_AUTH Response message to the UE, containing its identity, a certificate, and the AUTH parameter to protect the previous message it sent to the UE (in the IKE_SA_INIT exchange). It completes the negotiation of the child security associations as well. The EAP message (EAP-Request/AKA-Reauthentication) received from the 3GPP AAA Server is included in order to start the EAP procedure over IKEv2.
6. The UE checks the authentication parameters and responds to the fast re-authentication challenge. The only payload (apart from the header) in the IKEv2 message is the EAP message.

7. The ePDG forwards the EAP-Response/AKA-Reauthentication message toward the 3GPP AAA Server.

8. When all checks are successful, the 3GPP AAA Server sends the Authentication Answer including an EAP success and the key material toward the ePDG. This key material shall consist of the MSK generated during the fast re-authentication process. When the Wm interface (ePDG-AAA) is implemented using Diameter, the MSK shall be encapsulated in the EAP-Master-Session-Key parameter, as defined in ref. [10].

9. The ePDG sends the Authorization Request message with an empty EAP AVP toward the 3GPP AAA Server containing the APN.

10. The 3GPP AAA Server checks in user’s subscription for authorization to establish the tunnel. 

The counter of IKE SAs for that APN is stepped up. If the maximum number of IKE SAs for that APN is exceeded, the 3GPP AAA Server shall send an indication to the ePDG that established the oldest active IKE SA (it could be the same ePDG or a different one) to delete the oldest established IKE SA. The 3GPP AAA Server shall update accordingly the information of IKE SAs active for the APN.

11. The 3GPP AAA Server sends the AA-Answer toward the ePDG. The 3GPP AAA Server shall send the IMSI within the AA-Answer.
12. The MSK shall be used by the ePDG to generate the AUTH parameters in order to authenticate the IKE_SA_INIT phase messages, as specified in ref. [3]. These two first messages had not been authenticated before as there were no key material available yet. According to ref. [3], the shared secret generated in an EAP exchange (the MSK), when used over IKEv2, shall be used to generated the AUTH parameters.
13. The EAP Success message is forwarded to the UE over IKEv2.

14. The UE shall take its own copy of the MSK as input to generate the AUTH parameter to authenticate the first IKE_SA_INIT message. The AUTH parameter is sent to the ePDG.

15. The ePDG checks the correctness of the AUTH received from the UE and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. The ePDG shall send the assigned Remote IP address in the configuration payload (CFG_REPLY), if the UE requested for a Remote IP address through the CFG_REQUEST. Then the AUTH parameter is sent to the UE together with the configuration payload, security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates.
16. If the ePDG detects that and old IKE SA for that APN already exists, it will delete the IKE SA and send to the UE an INFORMATIONAL exchange with a Delete payload, as specified in reference [3], in order to delete the old IKE SA in UE.
***************************************END CHANGE***********************************
Conclusion
It is proposed that SA3 agrees to include this PCR in the TS 33.xyz.
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