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Abstract of the contribution:  This contribution proposes corrections to text on the IETF requirements on Media security documented in Section 5 of TR 33.828 V0.6.0.
1. Introduction

Some of the IETF requirements included in Section 5 of TR 33.828 V0.6.0 seem outdated.  This contribution attempts to bring the requirements up to date.  Next, this contribution attempts to reconcile the IETF and 3GPP requirements on media security.  It appears that some of the requirements, for instance Requirements 30 and 31 seem to exclude the DTLS-SRTP solution being developed at the IETF.  Perhaps that can be clarified.  Note that this contribution is neutral about the DTLS-SRTP solution.
Change 1:

In Section 5.1., please delete “4.
A solution SHOULD NOT allow end users to determine whether their end-to-end interaction is subject to lawful interception (ffs).”

This has been deleted as of draft-ietf-sip-media-security-requirements-01 and not present in the current version of that document.

Change 2:

In Section 5.2, add another note:
Note 2: The requirements of end-to-end security, protection against passive and active attacks need to be reconciled against exposing end-to-end keys to IMS core network elements.

(Rename Note 2 as Note 3.)
Change 3:

In Section 5.4, please delete Requirement 24.  [Reason: Content control (perhaps a reference to copy rights enforcement or content filtering to meet other regulations and requirements) can be enforced at the end-node itself.  There is no need to sacrifice the end-to-end requirement in this context.]

Change 4:

Please add the following note after Requirement 26.

Note: It is ffs whether re-use of IETF developed protocols such as MIKEY and DTLS-SRTP in 3GPP to satisfy Requirement 26, specifically noting that off-the-shelf PSTN gateways and other gateway devices may already support IETF protocols.

Change 5:

Please add the following note to Section 5.7.

Note: It is ffs whether interoperability with devices implementing IETF developed solutions alone is a requirement.
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