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Abstract of the contribution: This contribution provides some notes on the HeNB threat analysis to initiate discussion on providing additional clarifications.
The detailed threat analysis in the TR is welcome and is an excellent approach.  This contribution offers additional suggestions to improve the analysis.

· First, it may be beneficial to identify the attacker’s capabilities and determine the probability of attack based on the attacker’s strength.

· Some of the threats seem to be related.  We could separate them to deal with them and understand them separately, but the same type of mitigation mechanisms may apply in multiple cases.  Some kind of grouping is necessary to simplify the discussion.
· 6, 7 and 10 may be similar for instance (the names themselves may need to be changed).
· Tampering or manipulated H(e)NB are mentioned, but there is no mention of the difference between the two.
· Annoying, harmful, very harmful, disastrous seem to be the degrees of impact.  Those need to be explained up front.  Perhaps we need to also qualify how frequently these might occur.  For instance, Threat #14 which is in the annoying category and in the "probable" category does not need a mention given that it is not very likely and the impact is quite minimal.  Or perhaps it can be mentioned, but can be labelled as lowest priority in devising solutions.

· Likewise, the probability of occurrence also needs to be specified more clearly.  These help prioritize threats and remove the least likely and low impact category threats from consideration in the solution design.
· In the description on #4, the words genuine and legitimate are used to refer to an untampered H(e)NB.  That terminology needs to be more consistent.
· Threat #5 seems to make assumptions that are different than in consideration of other threats.  Perhaps it can be clarified whether the vulnerability of lack of unique authentication credentials is more important than the consideration of MiTM.
· Between Threats #5 and #6, just from the description, #5 is more harmful than #6.  First, the threats to the operator on #5 are higher than in #6. The non-optimized functionality impact in case of #6 does not tip the scales on impact toward #6.  Next, reflashing each device is additional work for an attacker, whereas reuse of "non-unique initial credentials" is relatively easier.  So, the frequency of occurrence is higher in case of #5.
· In case of #7, it is not clear whether an illegal software update will always force manual reflash in all cases; in many cases, another software/firmware update may be sufficient.  If the attack is to turn the device into a brick, a manual reflash is needed.  Next, if the attacker is smart enough to force all further updates be signed by an attacker's chosen signature, that might force a reflash.  But those are not necessarily automatic assumptions.  It really depends on the attacker's capability.
· Another piece of analysis that is missing is the "benefit" to the attacker to motivate the attacker to launch one attack over another. That varies depending on the attacker.
· On Threat #11, location tracking rather than location locking may be sufficient as a mitigation technique.
· Software simulation may not always be mitigated by the strength of the authentication mechanism. If the simulated software can do all that a normal H(e)NB can do and work with legitimate authentication credentials, there is still a lot an attacker can do with the software H(e)NB.  The probability in this case should be addressed accordingly.
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