1

3GPP TSG SA WG3 Security — SA3#51
S3-080408
14th – 18th April 2008 

Vancouver, Canada

Source:
Nokia, Nokia Siemens Networks

Title:
pCR: Network Domain Security

Document for:
Discussion and decision

Agenda Item:
6.9.8 SAE/LTE

Work Item / Release:
Rel-8

1. Introduction

This contribution provides more input to sections 11 and 12 of TS 33.401.

· Clarifying the text in order to be able to remove the editor's note on referencing more specifically TS 33.210 and 33.310 for user plane protection.

· Editorially clarifies the text and added reference numbers.

· Mandating the support of transport mode for S1 and X2 interfaces (Cfr TR 33.821 section 8.4) while this is beneficial to reduce the overhead introduced by applying protection.

2. pCR to TS 33.401
11
Network Domain Security 


The protection of IP based control plane signalling for EPS and E-UTRAN shall be done according to TS 33.210 [5].
NOTE: In case control plane interfaces are physical protected, there is no need to use protection according to TS 33.210 [5]. 
In order to protect the S1 and X2 control plane, it is required to use IPsec ESP according to RFC 4303 [7] as profiled by TS 33.210 [5]. For both S1 and X2, IKEv2 certificates based authentication according to TS 33.310 [6] shall be used.


12
Backhaul link user plane protection

The protection of user plane data between the eNB and the UE by user specific security associations is covered by clause 5.1.3 and 5.1.4. 

In order to protect the S1 and X2 user plane, it is required to use IPsec ESP according to RFC 4303 [7] as profiled by TS 33.210 [5], with both confidentiality and integrity protection. Both transport and tunnel mode shall be supported for S1 and X2 protection.
NOTE 1: In case S1 and X2 control plane interfaces are physical protected, the above IPsec based protection is not needed.
NOTE 2: The choice of applying transport or tunnel mode is dependent on the network topology. If both nodes belong to the same security domain i.e. Zb interface according to TS 33.210 [5], then transport mode can be used (see TS 33.210 [5]) which reduces the overhead compared to tunnel mode.
For both S1 and X2 user plane, IKEv2 with certificates based authentication shall be used. The certificates shall be conform the profile described by TS 33.310 [6]. IKEv2 shall be used conform the IKEv2 profile described in TS 33.310 [6]


Editors NOTE: It is still for further study if other solutions can be found which do not have the IPsec overhead.
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