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1. Introduction

This contribution elaborates further on the contribution S3-080053 (SA3#50) that brought forward the case where a SIM user would still be allowed access to E-UTRAN as the SIM user would first be granted access to UTRAN and then would roam into E-UTRAN. Prior to SA3#50 for active mode mobility the MME was already required to run AKA after the Inter-RAT handover, but not for idle mode mobility. SA3#50 then accepted the countermeasure to always mandate AKA after inter-RAT idle mode mobility. This contribution tries to give answers for the editor's notes related to S3-080053 and proposes a pCR to clarify further interworking issues.

2.
Discussion

The case in which a SIM user is granted access to PS UTRAN is described in TS 33.102 section 6.4.8.1. At the network side a R99+ SGSN
 is needed. For the case in which a SIM user is granted access to GPRS, a R98- SGSN could be present. This Rel98- SGSN is only able to handle a GSM security context, while a R99+ SGSN in addition is able to handle a UMTS security context.

TS 23.401 describes the interworking of MME's with Pre-Rel-8 SGSN (both for GPRS and PS UTRAN). From the requirements in Annex D of TS 23.401, it is clear that the Pre-Rel-8 SGSN at least shall be a R99 SGSN. This is due to the fact that all Gp and Gn interfaces towards the MME shall be based on GTP version 1 only which thus requires a R99+ SGSN. Such an SGSN shall support both SIM and USIM users and is able to transfer a GSM or UMTS security context towards the MME over Gn within MM context IE within the SGSN context response. Furthermore the field security mode (cfr TS 29.060 section 7.7.28) indicates whether the transferred context is GSM or UMTS type.

For SIM users it is clear that the SGSN knows that the resulting security context from an authentication is a GSM security context. TS 33.401 already requires that a UE with SIM inserted shall not be able to access E-UTRAN. So in principle an MME would not need to check this, but can do so based on the detection of type of  security context sent by the R99 SGSN).

For USIM users we distinguish two cases

· If the UE with USIM inserted is authenticated over GSM with a R98- SGSN then the resulting security context is of GSM type.

· For all other scenario's (cfr TS 33.102 clause 6.8.1.) a UMTS security context will be established as only the left two scenario's from Figure 18 TS 33.102 applies due to following UE requirement which shall be applied for EPS: An ME that has E-UTRAN radio capability shall support the USIM-ME interface as specified in TS 31.102 [20]. This is a similar requirement as specified in TS 33.102 for UTRAN access of Rel-5 and higher release ME's.

For completeness of this analysis we also note that a R99 SGSN (cfr. clause 6.8.3 TS 33.102) will not use converted triples (forwarded by a R98- SGSN) if the subscriber has a USIM.

Based on the above analysis we propose to refine the requirement which were accepted at SA3#50 (see pCR for details) in such a way that the MME is only obliged to run AKA on inter-RAT idle mode mobility if it detects that the forwarded MM context holds a GSM security context and there is no cached security context in the target MME available. In case a UMTS security context is forwarded and no cached security context is present in the target MME, the execution of AKA after inter-RAT idle mode change is not so urgent, and could be executed according to operator policies. The execution of AKA could wait until the subscriber gets active, as the UMTS security context should be good enough
 for securing NAS layer messages. Because of the reason highlighted in the footnote of the previous sentence it is more recommended to run AKA after idle mode change from GERAN than from UTRAN (even if we have a UMTS security context in place).

3. pCR to 33.401
*** first change ***
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6.1
Authentication and key agreement 

6.1.1
AKA procedure

EPS AKA is the authentication and key agreement procedure that shall be used over E-UTRAN. 

A Rel-99 or later USIM application on a UICC shall be sufficient for accessing E-UTRAN. Access to E-UTRAN with a 2G SIM or a SIM application on a UICC shall not be granted. 
An ME that has E-UTRAN radio capability shall support the USIM-ME interface as specified in TS 31.102 [8]
EPS AKA shall produce keying material forming a basis for user plane (UP), RRC, and NAS ciphering keys as well as RRC and NAS integrity protection keys.

NOTE: Key derivation requirements of AS and NAS keys can be found in clause 7.2.1

During the authentication, the USIM shall verify the freshness of the authentication vector that is used. The MME sends to the USIM via ME the random challenge RAND and an authentication token AUTN for network authentication from the selected authentication vector. At receipt of this message, the USIM shall verify whether AUTN can be accepted and if so, produces a response RES. USIM shall compute CK and IK. 

An ME accessing E-UTRAN shall check during authentication that the "separation bit" in the AMF field of AUTN is set to 1 and reject authentication otherwise with a CAUSE value. The "separation bit" is bit 0 of the AMF field of AUTN.
UE shall compute KASME from CK, IK, and serving network’s identity (SN id). SN id binding implicitly authenticates the serving network’s identity when the derived keys from KASME are successfully used.
NOTE: This separation bit in the AMF can not be used anymore for operator specific purposes as described by TS 33.102 [4] Annex F

Editor’s Note: It is ffs whether the more bits in the AMF field need to be reserved for future use.

UE shall respond with User authentication response message including RES in case of successful AUTN verification as described in TS 33.102 and successful AMF verification as described above. Otherwise UE shall send User authentication reject message with a proper CAUSE value. 

Figure X-1 describes EPS AKA procedure, which is based on UMTS AKA (see TS 33.102[4]). The following long term keys are shared between UE and HSS:

· K  is the permanent key stored on the USIM on a UICC and in the Authentication Centre AuC

· CK, IK is the pair of keys derived in the AuC and on the USIM during an AKA run. CK, IK shall be handled differently depending on whether they are used in an EPS context or a legacy context, as described in section 6.1.2

As a result of the authentication and key agreement, an intermediate key KASME shall be generated which is shared between UE and ASME. How this is done is described in clause 6.1.2.
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Figure 6.1.1-1: EPS user authentication (EPS AKA)

*** end of first change ***
*** second change ***
9
Security interworking between E-UTRAN and UTRAN

Editor's Note: Any impacts in this section due the feature of per user activation of UP ciphering are for ffs and dependent on an agreement on this feature which is for ffs.

9.1
Idle mode mobility

9.1.1
From E-UTRAN to UTRAN

The E-UTRAN NAS Attach Request and TAU Request messages shall include the UTRAN and GERAN security capabilities of UE. All UE capabilities are sent back to the UE in the corresponding integrity protected response messages for verification that they were not changed.

The MME shall transfer UE’s UTRAN and GERAN security capabilities and CK' || 'IK to SGSN with Context Response/SGSN Context Response message. SGSN shall include the allowed security algorithm and transfer to RNC with SMC message.  RNC will select security algorithms and indicate to UE whenever needed.

In idle mode mobility from E-UTRAN to UTRAN, UE sends a RAU Request message towards SGSN and shall include a P-TMSI signature. The available P-TMSI signature field bits (at minimum 16 bits) shall be filled with a NAS-token (i.e. the x least significant bits of the KDF output) which is generated with the following function:

NAS-token = KDF(KASME || current NAS downlink SN)

Editor's NOTE 1: The choice of the KDF is for ffs.

SGSN forwards the P-TMSI signature to the old MME, which compares it with a NAS-token (truncation of most meaningful bits if needed), for the UE identified within the context request. If they match, the context request message is authenticated and authorized and MME will provide the needed information for the SGSN. Old MME responds with an appropriate error cause if it does not match the value stored in the old MME. This should initiate the security functions in the new SGSN.

To avoid possible race condition problems, the MME shall be able to compare the received NAS-token with NAS-tokens generated from the current NAS SN downlink value as well as with current NAS SN-1 downlink value only if there is a pending downlink NAS message from MME to the UE (i.e. MME waits for NAS response from the UE).

Editors NOTE 2: SA3#50 issues: It needs to be studied which are the effects of the retransmission of the NAS messages and the way the NAS SQN is incremented, on the reliability of the calculation.
Editors NOTE 3: Other solutions may be studied that could replace the NAS-token solution. It was mentioned during SA3#50 that pre-calculation at the MME and sending the value over the air has following properties: MME-storage is consumed and without confidentiality protection the pre-calculated value may be disclosed before usage.

Editors NOTE 4: SA3 is waiting for a decision on the length of the P-TMSI signature from SA2. 

9.1.2
From UTRAN to E-UTRAN

SGSN shall be informed by the UE about its EPC/E-UTRAN security capabilities. This happens via the MS Network Capability IE that is extended to include also E-UTRAN capabilities, in Attach Request and RAU Request.

Editor’s NOTE: Pre-rel8 SGSN may not include the EPC/E-UTRAN security capabilities. In this case UE capabilities from the TAU Request are used.

SGSN shall also transfer UE’s EPC/E-UTRAN security capabilities to the new MME in the Context Response/SGSN Context Response message. MME shall select security algorithms and will indicate to UE by e.g. NAS SMC. If Active flag in the TAU request message is on (i.e. in case of UP ciphering was activated in UTRAN), MME shall derive KeNB based on K’ASME and NAS sequence number of Tracking area update Request message. MME deliveries it to eNB by S1-AP message 

When the UE performs the TAU procedure with the MME after ECM_IDLE state mobility from UTRAN to E-UTRAN, the MME shall run AKA in case the MM context received from the SGSN contains a GSM security context and there is no cached security context in the target MME available. In case the MM context received from the SGSN contains a UMTS security context and there is no cached security context in the target MME available then running AKA is dependent on operator policy.


TAU Request message shall be integrity protected with one of the default EPS algorithms.

Editors NOTE 1: It is ffs, which algorithm from the mandatory supported algorithms is to be used by default for the TAU Request authentication.

Editors NOTE 2: Adding TAU integrity protection does not implicate that NAS SMC need not be send.

Editors NOTE 3: The ISR mechanism may have an effect on whether the TAU integrity protection solution with default algorithm is optimal or not.

Editors NOTE 4: Need to specify how the NAS SNs are handled with default algorithm.

9.2
Handover

9.2.1
From E-UTRAN to UTRAN

If UP ciphering in E-UTRAN is activated, it shall remain activated after handover in UTRAN as well.

Integrity protection on NAS signalling is mandatory for both E-UTRAN and UTRAN

MME shall derive a confidentiality key CK', and an integrity key IK' from KASME with the help of a one-way key derivation function KDF in the following way:

K'ASME  = KDF(CK || IK). MME shall derive the NAS keys and KeNB from K'ASME.

Editor’s Note: The key derivation function is for further study

Editor’s Note: SA2 currently discusses parallel registration in UTRAN and E-UTRAN. In case of parallel registration, UMTS security context is already available in the SGSN before handover. In this case, the already established security context shall be used after handover and not the transferred security context. 

The E-UTRAN NAS Attach Request and TAU Request messages shall also include the UTRAN and GERAN security capabilities of UE. All UE capabilities are sent back to the UE in an integrity protected message for verification that they were not changed.

Editor's Note: It should be studied in which messages the UE capabilities are sent back to the UE.

MME shall transfer UE’s UTRAN and GERAN security capabilities to SGSN. SGSN shall include the allowed security algorithms in the relocation request to RNC. RNC shall select the algorithms and include the corresponding identifiers in the relocation request acknowledgement. The selected algorithms shall be indicated to UE in the handover command message.

9.2.2
From UTRAN to E-UTRAN

9.2.2.1
Requirements

If UP ciphering in UTRAN is activated, then UP ciphering shall remain activated in E-UTRAN after handover as well.

Integrity protection on NAS is mandatory for both E-UTRAN and UTRAN

SGSN shall transfer CK || IK to MME in the relocation request message. MME and UE shall derive K'ASME from CK || IK with the help of a one-way key derivation function KDF: 

K'ASME = KDF(CK || IK) . MME and UE shall derive the NAS keys and KeNB from K'ASME.

MME shall generate a random number and use it with K'ASME to derive KeNB. MME shall distribute the KeNB to the eNB in HO Request message. The random number is sent from the MME to the UE via the SGSN and RNC in a chain of messages during HO and the UE shall use it with K'ASME to derive KeNB. These messages are the Forward relocation response, relocation command, and HO from UTRAN command messages. Details are provided in clause 9.2.2.2

Editor's Note: It is ffs whether the solution that provides KeNB freshness and KeNB separation between eNBs using a random number for UTRAN to E-UTRAN Handover cannot be obtained e.g. by providing key freshness at KASME level from CK/IK and/or by using Cell-ID.    

Editor's Note: It is for ffs whether the KDF shall be performed by the SGSN or not at all.

Editor’s Note: SA2 currently discusses parallel registration in UTRAN and E-UTRAN. In case of parallel registration, E-UTRAN/EPC security context is already available in the MME before handover. In this case, the already established security context shall be used after handover and no new security context shall be derived from the transferred CK, IK.

SGSN shall be informed by the UE about its EPS security capabilities. This happens via the MS Network Capability IE, that is extended to include also E-UTRAN capabilities, in Attach Request and RAU Request.

SGSN transfers UE’s EPC/E-UTRAN security capabilities to MME in the relocation request message. MME shall select the NAS security algorithms and include the allowed UP/RRC algorithms as well as the RRC and UP keys in the relocation request to the target eNB. eNB shall select the RRC and UP algorithms and indicate them in the relocation request acknowledgement. MME shall include the selected NAS, UP, and RRC algorithms in the relocation response sent to SGSN. SGSN shall include them in the relocation command and RNC shall indicate them to UE in the handover from UTRAN command.

TAU Request message shall be integrity protected with one of the default EPS algorithms.
Editors NOTE 3: The issues raised by Editors NOTE's 1 to 4 of section 9.1.2 are also valid here. 

Editor’s NOTE: In case the selected AS level algorithm on active mode handover is used to integrity protect the TAU Request creates problems in the MME (i.e. the MME does not know the selected AS algorithm), then the default algorithm solution as used in the idle mode mobility is used
UE shall be authenticated via E-UTRAN as soon as possible after the handover and the newly generated keys shall be taken into operation as soon as possible.
9.2.2.2
Key Derivation during Handover

During UTRAN to E-UTRAN HO, MME generates a random number and uses it with K’ASME (derived from CK and IK) to derive Kenb. The random number is sent to UE during HO and UE uses it with K’ASME to derive Kenb.
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Figure 9.2.2.2-1 Kenb Derivation during UTRAN to EUTRAN HO

1, Source RNC makes HO decision base on measurement report or other conditions.

2, Source RNC sends Relocation request to Source SGSN.

3, Source SGSN forwards Relocation request to Target MME. In this message, IK, CK are sent to the target MME.

4, Target MME derives K'ASME using IK, CK.

5, Target MME generates a random number, and uses K'ASME and this random number to derive Kenb.

6, In HO request, target MME sends Kenb to target eNB.

7, The Target eNB replies HO request Ack.

8, In Forward relocation response, relocation command, and HO from UTRAN command, the random number is transferred to UE. Note that HO from UTRAN command is protected by UTRAN security, so is the random number.

9, UE derives K'ASME using IK, CK. UE derives Kenb using K'ASME and the random number.

10. UE sends HO complete to target eNB.

10, Target eNB sends HO notify message to Target MME.

11, Target MME forwards relocation complete to source SGSN.

12, Source SGSN replies relocation complete Ack.

Editors NOTE: It needs to be decided whether Figure 9.2.2.2-1 will be kept in TS 33.abc 

10
Security interworking between E-UTRAN and GERAN

Editor's Note: Any impacts in this section due the feature of per user activation of UP ciphering are for ffs and dependent on an agreement on this feature which is for ffs.

10.1
Idle mode mobility

10.1.1
From E-UTRAN to GERAN

The E-UTRAN NAS Attach Request and TAU Request messages shall also include the UTRAN and GERAN security capabilities of UE. All UE capabilities are sent back to the UE in the corresponding integrity protected response messages for verification that they were not changed.

MME shall transfer UE’s UTRAN and GERAN security capabilities and CK’ and IK’ to SGSN. SGSN shall select the encryption algorithm to use in GERAN when needed. 

In idle mode mobility from E-UTRAN to GERAN, UE sends a RAU Request message towards SGSN and shall include a P-TMSI signature. The available P-TMSI signature field bits (at minimum 16 bits) shall be filled with a NAS-token (i.e. the x least significant bits of the KDF output) which is generated with the following function:

NAS-token = KDF(KASME || current NAS downlink SN)

Editor's NOTE 1: The choice of the KDF is for ffs.

SGSN forwards the P-TMSI signature to the old MME, which compares it with a NAS-token (truncation of most meaningful bits if needed), for the UE identified within the context request. If they match, the context request message is authenticated and authorized and MME will provide the needed information for the SGSN. Old MME responds with an appropriate error cause if it does not match the value stored in the old MME. This should initiate the security functions in the new SGSN.

To avoid possible race condition problems, the MME shall be able to compare the received NAS-token with NAS-tokens generated from the current NAS SN downlink value as well as with current NAS SN-1 downlink value only if there is a pending downlink NAS message from MME to the UE (i.e. MME waits for NAS response from the UE).

Editors NOTE 2: Editors NOTE's 2 to 4 of section 9.1.1 are also valid here. 

10.1.2
From GERAN to E-UTRAN

SGSN shall transfer CK || IK to MME in the Context Response/SGSN Context Response message. MME shall derive K'ASME from CK || IK as described in the UTRAN to E-UTRAN handover case.

Editor's Note: It is for ffs whether the KDF shall be performed by the SGSN or not at all.

Editor’s Note: The assumption here is that an SGSN that supports GERAN to E-UTRAN change is capable of 3G AKA and stores the UMTS security context of a UE. Note that there is a risk that the UMTS security context available in SGSN was previously converted from a GSM security context. This is e.g. the case if prior to UE’s transition to active state, UE was changing in idle mode from an SGSN that does not support UMTS security contexts to an SGSN that supports UMTS security context handling. This case can be circumvented by enforcing 3G AKA after idle mode mobility from such an SGSN.

Editor’s Note: SA2 currently discusses parallel registration in GERAN and E-UTRAN. In case of parallel registration, E-UTRAN/EPC security context is already available in the MME before handover. In this case, the already established security context shall be used after handover and no new security context shall be derived from the transferred CK, IK.
When the UE performs the TAU procedure with the MME after ECM_IDLE state mobility from GERAN to E-UTRAN, the MME shall run AKA in case the MM context received from the SGSN contains a GSM security context and there is no cached security context in the target MME available. In case the MM context received from the SGSN contains a UMTS security context and there is no cached security context in the target MME available then running AKA is dependent on operator policy.
NOTE: Running AKA after IDLE mode change from GERAN is recommended if there is no cached security context in the target MME.
SGSN shall be informed by the UE about its EPC/E-UTRAN security capabilities. This happens via the MS Network Capability IE, that is extended to include also E-UTRAN capabilities, in Attach Request and RAU Request.

Editor’s NOTE: Pre-rel8 SGSN may not include the EPC/E-UTRAN security capabilities. In this case UE capabilities from the TAU Request are used.

SGSN shall also transfer UE’s EPC/E-UTRAN security capabilities to the MME in the Context Response/SGSN Context Response message. MME shall select security algorithms and will indicate to UE by e.g. NAS SMC. If Active flag in the TAU request message is on (i.e. in case of UP ciphering was activated in UTRAN), MME shall derive KeNB based on K’ASME and NAS sequence number of Tracking area update Request message. MME delivers it to eNB by S1-AP message.

TAU Request message shall be integrity protected with one of the default EPS algorithms.
Editors NOTE: The issues raised by Editors NOTE's 1 to 4 of section 9.1.2 are also valid here.
10.2
Handover

10.2.1
From E-UTRAN to GERAN

If UP ciphering in E-UTRAN is activated, it shall remain activated after handover in GERAN as well. 

MME shall derive a confidentially key CK’ and an integrity IK’ from KASME as described for the E-UTRAN to UTRAN handover case. MME shall transfer CK’ and IK’ to the SGSN. SGSN shall derive Kc from CK’ and IK’ with the help of the key conversion function c3 of TS 33.102.

Editor’s Note: The assumption here is that an SGSN that supports E-UTRAN to GERAN handover is capable of the key conversion functions c3, c4, c5 of TS 33.102. If this assumption falls the key derivation and conversion described above may have to be adopted.

Editor’s Note: SA2 currently discusses parallel registration in GERAN and E-UTRAN. In case of parallel registration, UMTS security context is already available in the SGSN before handover. In this case, the already established CK, IK shall be used to derive Kc after handover and not the transferred security context.

The E-UTRAN NAS Attach Request and TAU Request messages shall also include the UTRAN and GERAN security capabilities of UE. All UE capabilities are sent back to the UE in an integrity protected message for verification that they were not changed.

Editor's Note: It should be studied in which messages the UE capabilities are sent back to the UE.

MME shall transfer UE’s UTRAN and GERAN security capabilities to SGSN. SGSN shall select the encryption algorithm to use in GERAN after handover. The selected algorithm shall be indicated to UE in the handover command message.

10.2.2
From GERAN to E-UTRAN

If UP ciphering was activated in GERAN, it shall remain activated in E-UTRAN after handover from GERAN to E-UTRAN as well.

SGSN shall transfer CK || IK to MME in the relocation request message. MME shall derive K'ASME from CK || IK as described in the UTRAN to E-UTRAN handover case.

Editor's Note: It is for ffs whether the KDF shall be performed by the SGSN or not at all.

Editor’s Note: The assumption here is that an SGSN that supports GERAN to E-UTRAN handover is capable of 3G AKA and stores the UMTS security context of a UE. Note that there is a risk that the UMTS security context available in SGSN was previously converted from a GSM security context. This is e.g. the case if prior to UE’s transition to active state, UE was changing in idle mode from an SGSN that does not support UMTS security contexts to an SGSN that supports UMTS security context handling. This case can be circumvented by enforcing 3G AKA after idle mode mobility from such an SGSN.

Editor’s Note: SA2 currently discusses parallel registration in GERAN and E-UTRAN. In case of parallel registration, E-UTRAN/EPC security context is already available in the MME before handover. In this case, the already established security context shall be used after handover and no new security context shall be derived from the transferred CK, IK.

SGSN shall be informed by the UE about its EPS security capabilities. This happens via the MS Network Capability IE, that is extended to include also E-UTRAN capabilities, in Attach Request and RAU Request.

SGSN transfers UE’s EPC/E-UTRAN security capabilities to MME in the relocation request message. MME shall select the NAS security algorithms and include the allowed UP/RRC algorithms as well as the RRC and UP keys in the relocation request to the target eNB. eNB shall select the RRC and UP algorithms and indicate them in the relocation request acknowledgement. MME shall include the selected NAS, UP, and RRC algorithms in the relocation response sent to SGSN. SGSN shall indicate them in the appropriate message to BSS and BSS shall indicate them to UE in the handover command.

TAU Request message shall be integrity protected with one of the default EPS algorithms.
Editors NOTE: The issues raised by Editors NOTE's 1 to 4 of section 9.1.2 are also valid here. 

Editor’s NOTE: In case the selected AS level algorithm on active mode handover is used to integrity protect the TAU Request creates problems in the MME (i.e. the MME does not know the selected AS algorithm), then the default algorithm solution as used in the idle mode mobility is used

UE shall be authenticated via E-UTRAN as soon as possible after the handover and the newly generated keys shall be taken into operation as soon as possible.
*** end of second change ***



















































































































































































































































































































































































































































































































































































































































































































































� For the specific terminology see TS 33.102


� Good enough depends on the evaluation of the resulting strength of the UMTS security context established over 3G or 2G access if the Kc has been compromised. A compromise of the Kc (64-bit) does not reveal the CK||IK but it decreases the further work the attacker needs for attacking the security context. 
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