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*********************************Change 1***************************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 22.141: "Presence service; Stage 1".

[3]
3GPP TS 23.141: "Presence service; Architecture and functional description".

[4]
3GPP TS 33.203: "3G Security; Access security for IP-based services".

[5]
Void
[6]
 Void
[7]
3GPP TS 23.002: "Network architecture".
[8]
 Void
[9]
 Void
[10]
3GPP TS 33.210: "3G Security; Network Domain Security; IP network layer security".

[11]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture".

[12]
 Void
[13]
Void.

[14]
 Void
[15]
3GPP TR 33.919: "Generic Authentication Architecture (GAA); System description".
[16]
 Void
[17]
 Void
[18]
 Void
[19]
3GPP TS 33.222: " Generic Authentication Architecture (GAA); Access to network application functions using secure hypertext transfer protocol (HTTPS)". 
[20]
3GPP TR 33.978: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Security Aspects Of Early IMS".
[aa]
3GPP2 S.S0109: "Generic bootstrapping architecture"
[ab]
3GPP2 S.S0114: "Security mechanisms using GBA"
*********************************End of change 1*********************

*********************************Change 2***************************
3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply, TR 21.905 [1] contains additional applicable abbreviations:

AKA
Authentication and key agreement

AP
Authentication Proxy
AS
Application Server

BSF
Bootstrapping Server Function
CSCF
Call Session Control Function
ESP
Encapsulating Security Payload
GBA
Generic Bootstrapping Architecture
HTTP
HyperText Transfer Protocol

HTTPS
HTTP over TLS
IM
IP Multimedia

IMPI
IM Private Identity

IMPU
IM Public Identity

IMS
IP Multimedia Core Network Subsystem
IP
Internet Protocol
IPsec
IP Security
ISIM
IM Services Identity Module
NAF
Network Application Function 
NDS/IP
Network Domain Security for IP based Protocols

P-CSCF
Proxy Call Session Control Function
SEG
Security Gateway

SIP
Session Initiation Protocol
TLS
Transport Layer Security

*********************************End of change 2*********************

*********************************Change 3***************************
4.1
Overview of the security architecture

An IMS operator using the CSCFs as Watcher Presence proxies and Presentity Presence proxies may offer the Presence services on top of the IMS network, see TS 22.141 [2]. The access security for IMS is specified in TS 33.203 [4] ensuring that SIP signalling is integrity protected and that IMS subscribers are authenticated through the use of IMS AKA. The security termination point from the UE towards the network is in the P-CSCF utilising IPsec ESP.

A watcher may send a SIP SUBSCRIBE over IMS towards the network, to subscribe or to fetch presence information, i.e., the Presence Service supports SIP-based communications for publishing presence information. The presence information is provided by the Presence Server to the Watcher Application using SIP NOTIFY along the dialogue set up by SUBSCRIBE. This traffic is protected in a hop-by-hop fashion as specified in TS 33.210 [10] with the access security provided in TS 33.203 [4].
The Presence Server is responsible for managing presence information on behalf of the presence entity and it resides in the presentity's home network. Furthermore, the Presence Server provides a subscription authorization policy that is used to determine which watchers are allowed to subscribe to certain presence information.  Prior to accepting the subscription requests from watchers, the presence server attempts to verify the identities of the watchers. Optionally, depending on the implementation, the Presence Server may authenticate an anonymous watcher depending on the Subscription Authorization Policy.

A Presence List Server is responsible of storing grouped lists of watched presentities and enables a Watcher Application to subscribe to the presence of multiple presentities using a single SIP SUBSCRIBE transaction. The Presence List Server also stores and enables management of filters in the presence list, see figure 1.
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Figure 1: The Location of the Presence Server and the Presence List Server from an IMS point of view

*********************************End of change 3*********************

*********************************Change 4***************************
Annex YY (normative): 
Requirements specific to 3GPP2

YY.1 General

This Annex describes how the normative text in the main body of this specification differs for 3GPP2. 
YY.2
Authentication of the subscriber
The text in clause 6.1.1 is replaced by the following text.

The authentication of the subscriber shall take place in the Presence server.

Subscriber authentication may be performed by the operator using proprietary or non-3G standardized methods. GBA defined in [aa] may also be used. The UE may contact the Presence Server for further instructions on authentication procedures, see initiation of bootstrapping in clause 4.5.1 of 3GPP2 S.S0109 [aa].
In case GBA is used for authentication, the authentication of the subscriber shall be based on the Generic Bootstrapping Architecture as defined in [aa]. Generic Bootstrapping Architecture enables the use of different authentication methods to be used for the authentication of the subscriber by using shared secrets. 

The authentication of the subscriber with GBA shall conform to Generic Bootstrapping Architecture, [aa], for access to network application functions using HTTPS, as specified in [ab].

YY.3
Authentication of the Presence Server

The text in clause 6.1.2 is replaced by the following text.

Authentication of the Presence Server shall be performed according to clause 5 of [ab].
YY.4
Management of public user identities

The text in clause 6.1.3 is replaced by the following text.

The presence server, acting as a NAF in the sense of GBA, may obtain identities related to the subscriber over the Zn reference point, as part of the GBA user security setting for presence, according to the policies of the BSF, see clauses 4 and 5 of [aa]. These identities may include the IMPI and several IMPUs. The UE shall send its preferred public user identity in each HTTP request. The Presence server shall then verify that the preferred identity inserted in the HTTP request by the UE is one of the IMPUs provided by the BSF.

YY.5
Authentication failures

The text in clause 6.1.4 is replaced by the following text.

The handling of authentication failures shall be according to clause 5 of [ab].

YY.6
Set-up of Security parameters

The text in clause 7.1 is replaced by the following text.

Security parameters shall be set-up according to clause 5 of [ab].

YY.7
Error cases

The text in clause 7.2 is replaced by the following text.

Error cases shall be handled as specified in clause of [ab]. In addition, the Presence Server shall consider the following cases as a fatal error:

-
if none of the received ciphersuites include encryption and the policy of the operator stipulates that encryption is required;

-
if the policy of the operator stipulates that encryption is required and the common set of supported ciphersuites only include key material less than the number of bits required by the operator for confidentiality protection. 
*********************************End of change 4*********************
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