SA WG3 Temporary Document

Page 2
-


3GPP TSG-SA3 Meeting #51 
S3-080405
Vancouver, Canada, 14-18 April 2008
Source:
Nokia, Nokia Siemens Networks

Title:
pCR: Counter Check procedure 

Document for:
Discussion and Decision

Agenda Item:
6.9.4 SAE/LTE

Work Item / Release:
Rel-8

1

Discussion

Based on contribution S3-071021, SA3#49bis accepted a counter check procedure which could optionally be run between the eNB and the UE. The main motivation was that eUTRAN does not have user plane integrity protection over the air and also that the user plane confidentiality protection may utilize NULL ciphering algorithm over the air in which case the attacker can more easily insert meaningful packets. Packet injection attacks air interface attacks could be detected with the counter check procedure in eNB in case of NULL or non NULL ciphering algorithm.

Another reason for the counter check requirement was that for the backhaul link user plane protection, no requirement for integrity protection had been identified. This has changed since SA3#50, with the agreement in clause 11 that for protection of S1_U and X2_U both confidentiality and integrity protection are required in case there is no physical protection of the backhaul link.

This contribution (with p-CR) in section 2 proposes to remove the remaining editor's Note in section 7.5. 
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Analysis

Due to the fact that the user data on the backhaul link is now integrity protected, the S-GW is supposed to handle the same amount of data as the eNB sees, so there is no additional requirement for the S-GW to perform additional check on top of the check related to the air interface, as done by the genuine eNB. Moving the counter check procedure from the eNB to the S-GW would functionally yield the same result in this case. If the eNB would be compromised (which we still consider to be a rare event) then packet injection inside the compromised eNB could be detected with a reporting mechanism between UE and EPC. In the next paragraph we evaluate the impacts and complexity of such a solution.

When moving the counter check responsibility to the S-GW, we see two realization variants:

A) the S-GW initiates an S1 procedure towards the eNB, the eNB initiates an RRC procedures towards the UE. The UE aggregates all user data from all radio bearers (to enable the S-GW to relate this to the data carried over GTP on S1), and reports this back through the chain of RRC and S1 messages. This mechanism is unable to counteract a compromised eNB attack as the attacker is able to modify all data if no additional measures are use to protected the data gathered by the UE. A potential NAS derived key could protect this data, but then the S-GW would need to fetch this from the MME, which then comes closer to solution B.

.

B) The S-GW interacts with the MME, and a NAS procedure is used between the MME and UE to fetch the current state of the counters. The network may want to start the collection of the counters in the UE via a NAS procedure and the signalling procedures between the MME and S-GW are needed to transport, start and stop counter collection.

The main question is still whether we want to protect against an attacker injecting packets within a compromised eNB in addition to the case were an attacker injects packets on the air (cost/benefit comparison). It is clear that there is additional complexity involved in case we also want to protect against the compromised eNB case. Counter based solution would need to take into account packet loss on S1 such that packets may diverge a certain percentage between UE and S-GW. If the attacker is smart enough he could try to use the window of uncertainty to be undetected and mount his attacks over many users.

In summary the disadvantages of creating counter check procedure between MME and UE (NAS signalling) are at least:

- a need to specify signalling between SGW and MME.

- a need to take into account packet loss.

- a need to specify additional NAS signalling.

The most important requirement is still to be able to check against air interface packet injection if no ciphering if applied and less for the case of compromised eNB (assumed that this is a rare event).

3
Pseudo-CR to TS 33.401
*** start of change ***
7.5
Signalling procedure for periodic local authentication

The following procedure is used optionally by the eNB to periodically perform a local authentication. At the same time, the amount of data sent during the AS connection is periodically checked by the eNB and the UE for both up and down streams. If UE receives the Counter Check request, it shall respond with Counter Check Response message.

The eNB is monitoring the COUNT values associated to each radio bearer. The procedure is triggered whenever any of these values reaches a critical checking value. The granularity of these checking values and the values themselves are defined by the visited network. All messages in the procedure are integrity protected.
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Figure 7.5-1: eNB periodic local authentication procedure

1.
When a checking value is reached (e.g. the value in some fixed bit position in the hyperframe number is changed), a Counter Check message is sent by the eNB. The Counter Check message contains the most significant parts of the COUNT values (which reflect amount of data sent and received) from each active radio bearer.

2.
The UE compares the COUNT values received in the Counter Check message with the values of its radio bearers. Different UE COUNT values are included within the Counter Check Response message.

3.
If the eNB receives a counter check response message that does not contain any COUNT values, the procedure ends. If the eNB receives a counter check response that contains one or several COUNT values, the eNB may release the connection or report the difference of the COUNT values for the serving MME or O&M server for further traffic analysis for e.g. detecting the attacker.

*** end of change ***
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