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Status of AS and NAS messages lists.

For UTRAN TS 33.102 section 6.5 contains an exception list of those RRC messages which should not be protected (see annex A to this contribution). For SAE/LTE SA3 has anticipated similar documentation work by incorporation of two Editors Notes in TS 33.401 some time ago. This work is important in order to avoid that sensitive messages would be unprotected.

Currently the list of NAS and AS messages is far from stable, and both CT1 (TS 24.301) and RAN2 (TS 36.331) need further work in order to complete procedures and message definitions.

To give examples

a) TS 24.301v011 section 4 contains following list (yellow):  

4.4
Integrity checking of NAS signalling messages in the UE

Integrity protected signalling is mandatory for the NAS messages once the NAS security mode control procedure has been successfully completed in the network and the UE. Integrity protection of all NAS signalling messages is the responsibility of the NAS layer. It is the network which activates integrity protection.

Except the messages listed below, no NAS signalling messages shall be processed by the receiving EMM entity or forwarded to the ESM entity, unless the NAS security mode control procedure has been successfully completed:

-
EMM messages:

-
IDENTITY REQUEST (if requested identification parameter is IMSI).

Editor's note: whether the TRACKING AREA UPDATE ACCEPT message can be processed without integrity protection is FFS.

Editor's note: This list of messages will need to be completed based on SA3 requirements.

Once integrity protection is activated, the receiving EMM or ESM entity in the UE shall not process any NAS signalling messages unless they have been successfully integrity checked by the NAS layer. If NAS signalling messages, having not successfully passed the integrity check, are received, then the NAS layer in the UE shall discard that message. If any NAS signalling message is received, as not integrity protected even though the integrity protection has been activated in the UE by the network, then the NAS layer shall discard this message.

Editor's note: The integrity protection handling for emergency calls is FFS.
b) For TS 36.331 v810 there is no explicit list available or indication in the TS that it will be started. For each of the RRC messages it would be indicated in the appropriate section whether the RRC message can be send before the security mode activation. No statement could be found back that states  Except the messages listed below, no AS signalling messages shall be processed by the receiving RRC entity, unless the AS security mode control procedure has been successfully completed.
Therefore we attempted to list RRC messages based on our understanding of TS 36.331v810 and drafted already the green highlighted text. This list is could be a start for input of TS 33.401 if option b of the documentation discussion in next section would be choosen: 

Most control AS signalling messages that are sent between the ME and the E-UTRAN are considered sensitive and shall be integrity protected. A message authentication function shall be applied on these signalling messages transmitted between the ME and the eNB.

After the RRC connection establishment and the execution of the security mode set-up procedure, all RRC signalling messages shall be integrity protected, and optionally confidentiality protected, except those listed below. The Mobility Management layer in the MS supervises that the integrity protection is started (see section 6.4.5).

Following RRC signalling messages are not integrity protected and neither confidentiality protected either because they are broadcast messages, sent on paging channel, or while always sent before security mode set-up procedure:

HANDOVER TO UTRAN COMPLETE

RRC CONNECTION REESTABLISHMENT REQUEST

RRC CONNECTION REESTABLISHMENT

Editor's NOTE: According to TS 36.331 V810 it is for ffs whether this message shall be integrity protected. 

RRC CONNECTION REESTABLISHMENT REJECT

rrc connection request

RRC CONNECTION REJECT

RRC CONNECTIOn SETUP

rrc SECURITY MODE FAILURE

SYstem information (BROADCAST INFORMATION)
system information 1 (BROADCAST INFORMATION)

system information MASTER (BROADCAST INFORMATION)
message (BROADCAST INFORMATION)
Paging

Following RRC messages may be sent before and after the security mode set-up procedure. If these RRC messages are sent before the security mode set-up procedure completion then no integrity and confidentiality protection shall be applied.

RRC CONNECTION RECONFIGURATION (start of measurements ONLy)

rrc connection reconfiguration complete

rrc connection reconfiguration failure.

Following RRC messages shall not be confidentiality protected:
RRC SECUrity mode command

RRC security mode complete
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Where to document the messages list ?

There are two basic options for which we discuss pros/cons.

· option a) in CT1 and RAN2 specifications

· option b) in SA3 specifications

An option where SA3 lists AS-message but no NAS messages (or vice versa) is not preferred, as this is not a consistent approach.

option a) in CT1 and RAN2 specifications

CT1 has already begun with this; RAN2 information is scattered around TS36.331. 

· Advantage: 'List' in RAN2 is not started yet, may require many LSs if SA3 start otherwise.

· Disadvantage: CT1 and RAN2 may add messages to the unprotected (integrity/confidentiality protected) list without noticed by SA3 later.

option b) in SA3 specification

this would be aligned with UMTS (list in TS 33.102)

· Advantage: SA3 keep control of exceptions

· Disadvantage: Greater possibility of incomplete SA3 lists for future extensions. More communication between groups needed in Rel-8 which may increase work load.

Both options (a) and (b) would be acceptable, as long as the process of making the list and reviewing the associated protection rules would be kicked off soon. We have a slight preference for option (a). As RAN2 may not have the intention to clearly list the exception list, some communication with RAN2 is needed in case of option (a), and for option (b) communication with CT1 is needed. 
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Proposed way forward

It is proposed to follow option (a). An LS should be sent to CT1 and RAN2 to communicate the decision. The LS should be asking to communicate to SA3 an intended list of exceptions to the protection rules (integrity, confidentiality) which may be a pointer to a specification section, or a working document. Such list could then to be reviewed by SA3. With this LS SA3 should also point to relevant requirements we already have identified in TS 33.401. 

Annex A: 

Most control signalling information elements that are sent between the MS and the network are considered sensitive and must be integrity protected. A message authentication function shall be applied on these signalling information elements transmitted between the ME and the RNC.

After the RRC connection establishment and execution of the security mode set-up procedure, all dedicated MS <–> network control signalling messages (e.g. RRC, MM, CC, GMM, and SM messages) shall be integrity protected. The Mobility Management layer in the MS supervises that the integrity protection is started (see section 6.4.5).

All signalling messages except the following ones shall then be integrity protected:

HANDOVER TO UTRAN COMPLETE

Paging Type 1

PUSCH CAPACITY REQUEST

PHYSICAL SHARED CHANNEL ALLOCATION
RRC Connection Request

RRC Connection Setup

RRC Connection Setup Complete

RRC Connection Reject

RRC CONNECTION RELEASE (CCCH only)
SYSTEM INFORMATION (BROADCAST INFORMATION)

SYSTEM INFORMATION CHANGE INDICATION

TRANSPORT FORMAT COMBINATION CONTROL (TM DCCH only)
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