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1. Introduction

This pCR is based on the part of S3-080082 (SA3#50) that was not implemented due disagreement between the LS responses of RAN2 (S3-080021/R2-080601) and CT1 (S3-080159/C1-080574) about the NAS COUNT handling and retransmissions: SA3 has sent an LS to both RAN2 and CT1 to clarify this issue (S3-080229).

In case CT1's view has to be followed, this would mean that changes according to the pCR below would be necessary. The response from CT1 said that a UE can not be sure which NAS uplink Attach/Service request message triggered the AS SMC. A solution for this situation is to let the AS SMC include copy of the corresponding NAS uplink COUNT value that triggered the fresh KeNB derivation in MME. For the eNB to be able to include the value, MME will also need to send this NAS uplink COUNT value to the respective eNB in an S1 procedure. The changes to the S1 and RRC procedures are very minimal. Adopting the proposed mechanism allows ensuring reliability in KeNB derivations between network and the UE, and thus protects the design against cases which could have been overlooked.

2 pCR to TS 33.401

================ 1st change ================
7.2.5
Key handling at state transitions to and away from EMM-DEREGISTERED 

When the UE transits from EMM-DEREGISTERED to EMM-REGISTERED/ECM-CONNECTED, there are two cases to consider, either a complete NAS security context exists, or it does not.

7.2.5.1
With existing NAS security context

If there is a NAS security context, the UE transmits a NAS Attach Request message. This message is integrity protected, and the NAS sequence number of the Attach Request message is used to derive the KeNB. As a result of the NAS Attach Request, the eNB sends an AS SMC to the UE with the current KSIASME indicating the current KASME. 

When the UE receives the AS SMC, it uses the NAS sequence number of the Attach/Service Request message (i.e. the uplink NAS sequence number) that triggered the AS SMC to be sent as freshness parameter in the derivation of the KeNB. From this KeNB the RRC protection keys and the UP protection keys are derived as described in clause 7.2.1. The AS SMC Command shall include a copy of the NAS uplink COUNT value from the corresponding Attach/Service Request that triggered KeNB key derivation. For this purpose MME shall send the NAS uplink COUNT value in an S1 procedure to the eNB together with the fresh KeNB.

The same procedure for refreshing KeNB can be used regardless of the fact if the UE is connecting to the same MME to which it was connected previously or to a different MME. In case UE connects to a different MME and this MME supports different NAS algorithms, the NAS keys have to be re-derived in the MME with the new algorithm IDs as input. 

In addition, there is a need for the MME to send a NAS SMC to the UE to indicate the change of NAS algorithms and to take the re-derived NAS keys into use. The UE shall assure that the NAS keys used to verify the integrity of the NAS SMC are derived using the algorithm ID specified in the NAS SMC. The NAS SMC Command and NAS SMC Complete messages are protected with the new keys.

7.2.5.2
No existing NAS security context or after AKA

In the case that there is an AKA run (either because there is no NAS security context, or the network decides to run an AKA after the Attach Request but before the corresponding AS SMC), the NAS (uplink and downlink) sequence numbers are reset to start values, and the start value of the uplink NAS sequence number shall be used as freshness parameter in the KeNB derivation from the fresh KASME (after AKA) when UE receives AS SMC Command with the new KSIASME indicating that the fresh KASME is used to derive the KeNB.

Note 1:
Using the start value for the uplink NAS sequence number in this case cannot lead to the same combination of KASME and NAS sequence number being used twice. This is guaranteed by the fact that the first integrity protected NAS message the UE sends to the MME after AKA is the NAS SMC complete message. 

The NAS SMC complete message will include the start value of the NAS sequence number that is used as freshness parameter in the KeNB derivation and the KASME is fresh. After an AKA, a NAS SMC needs to be sent from the MME to the UE in order to take the new NAS keys into use. Both NAS SMC Command and NAS SMC Complete messages are protected with the new NAS keys.

Editor’s Note: It is FFS how to handle the security contexts at transitions to EMM-DEREGISTERED state. 

7.2.6
Key handling in ECM-IDLE to ECM-CONNECTED and ECM-CONNECTED to ECM-IDLE transitions when in EMM-REGISTERED state

Editor’s Note: cf. TR 33.821, sections 7.4.9. This subsection also includes considerations on key derivations.

As a general principle, on ECM-IDLE to ECM-CONNECTED transitions when in EMM-REGISTERED state, RRC protection keys and UP protection keys shall be generated as described in section 7.2.1 while KASME is assumed to be already available in the MME. 

KASME may have been established in the MME as a result of an AKA run, or as a result of a context transfer from another MME during handover or idle mode mobility. On ECM-CONNECTED to ECM-IDLE transitions, eNBs shall delete the keys they store such that state in the network for ECM-IDLE mode UEs will only be maintained in the MME. 

7.2.6.1 ECM-IDLE to ECM-CONNECTED transition 

The procedure the UE uses to transit from ECM-IDLE to ECM-CONNECTED when in EMM-REGISTERED state is initiated by a NAS Service Request message from the UE to the MME. As the UE is in EMM-REGISTERED state, a NAS security context exists in the UE and the MME, and this NAS security context further contains uplink and downlink NAS sequence numbers. The NAS Service Request message sent in EMM-REGISTERED shall be integrity protected and contain the uplink NAS sequence number.

As a result of the NAS Service Request, radio bearers are established, and the eNB sends an AS SMC Command to the UE. When the UE receives the AS SMC Command including the current KSIASME, it shall use the NAS uplink sequence number of the NAS Service Request message that triggered the AS SMC as freshness parameter in the derivation of the KeNB. From this KeNB the RRC protection keys and the UP protection keys are derived as described in clause 7.2.1. 

The AS SMC Command shall include a copy of the NAS uplink COUNT value from the corresponding Attach/Service Request that triggered KeNB key derivation. For this purpose the MME shall send the NAS uplink COUNT value in an S1 procedure to the eNB together with the fresh KeNB.


If the ECM-IDLE to ECM-CONNECTED procedure contains an AKA run (which is optional), the NAS uplink and downlink sequence numbers shall be reset to the start values, and the reset value of the uplink NAS sequence number shall be used as freshness parameter in the KeNB derivation from fresh KASME when executing an AS SMC including the new KSIASME.

Editor's Note: If an AKA is run and the UE immediately transits back into ECM-IDLE, and after this again transits into ECM-CONNECTED, it may happen that the uplink NAS sequence number used for the previous KeNB derivation is used also for this second one (e.g., if AKA messages do not carry NAS sequence numbers). It is FFS whether this can happen.

On transitions to ECM-CONNECTED, the MME should be able to check whether a new authentication is required, e.g. because of prior inter-provider handover. 

7.2.6.2 ECM-CONNECTED to ECM-IDLE transition 

On ECM-CONNECTED to ECM-IDLE transitions the eNB does no longer need to store state information about the corresponding UE. In particular eNB shall delete the current AS keys from its memory. 

In particular, on ECM-CONNECTED to ECM-IDLE transitions:

· The eNB and the UE shall delete KeNB ,  KRRCenc and KRRCint   and KUPenc
· MME and the UE will keep KASME, NAS uplink and downlink COUNTs, selected NAS algorithms, and UE capabilities stored. 

7.2.7
Key handling in ECM-IDLE mode mobility

Editor’s Note: cf. TR 33.821, sections 7.4.11. This subsection also includes considerations on key derivations.

If the "active flag" is not set in the TAU request, the TAU procedure does not establish any RRC or UP level security. Because of this, there is no need to derive any KeNB in this case. If the "active flag" is set in the TAU request message, radio bearers will be established as part of the TAU procedure. In this case a KeNB derivation is necessary, and the uplink NAS sequence number of the TAU request message sent from the UE to the MME is used as freshness parameter in the KeNB derivation. The TAU request shall be integrity protected. The corresponding AS SMC shall include a copy of the NAS uplink COUNT value from the TAU Request (with active flag set) that triggered KeNB key derivation. For this purpose the MME shall send the NAS uplink COUNT value in an S1 procedure to the eNB together with the fresh KeNB.
In the case an AKA is run successfully as part of the TAU procedure, the uplink and downlink NAS sequence numbers shall be set to the start values.
In the case an AKA is not run as part of the TAU procedure and source and target MME use different NAS algorithms, the target MME re-derives the NAS keys from KASME with the new algorithms-Ids as input and provides the new algorithm identifiers within a NAS SMC. The UE shall assure that the NAS keys used to verify the integrity of the NAS SMC are derived using the algorithm ID specified in the NAS SMC.

7.2.8
Key handling in handover

Editor’s Note: cf. TR 33.821, sections 7.4.12. This subsection also includes considerations on key derivations.

AS level (RRC, UP) algorithms can be changed during inter-eNB handovers, ECM-IDLE to ECM-CONNECTED state transitions, EMM-DEREGISTERED to EMM-REGISTERED/ECM-CONNECTED state transitions.

RRC and UP keys are refreshed during eNB handovers. Source eNB creates KeNB* key from the current KeNB key and the physical cell ID of the target cell with a one way function producing the same amount of bits than the length of the KeNB key. Target eNB creates new KeNB based on KeNB* and C-RNTI with a one way function producing the same amount of bits than the length of the KeNB key.

Editor's Note: An LS has been sent to RAN2 to check the feasibility of the physical cell ID inclusion in the key derivation.

At least the target eNB algorithm identifiers and key purpose identifiers are used in the AS level key derivations as input parameters with KeNB. Key purpose identifiers are listed below.

· "RRC ciphering" for RRC ciphering key derivation

· "RRC integrity" for RRC integrity key derivation

· "UP ciphering" for UP ciphering key derivation

Editor’s note: It is FFS if character string formats are to be used or if for example a certain bit strings are reserved for the purpose identifiers.

At an eNB handover with MME relocation, the KeNB is chained in the same way as if it was a regular intra-MME eNB handover. However, there is the possibility that the source MME and the target MME do not support the same set of NAS algorithms or have different priorities regarding the use of NAS algorithms. In this case, the target MME re-derives the NAS keys from KASME using the NAS algorithm identities as input to the NAS key derivation functions and sends NAS SMC. All inputs, in particular the KASME, will be the same in the re-derivation except for the NAS algorithm identity. 

It is essential that the NAS sequence numbers are not reset to the start values unless a new KASME is taken into use. This prevents that, in the case a UE moves back and forth between two MMEs the same NAS keys will be re-derived time and time again resulting in key stream re-use. Since KASME only changes when a new AKA has been run successfully, the NAS sequence numbers shall only be reset to the start value when there is a new AKA run. In case the target MME decides to use NAS algorithms different from the ones used by the source MME, a NAS SMC including KSIASME (new or current value depending on whether AKA was run or not) shall be sent from the MME to the UE.

This NAS Key and algorithm handling also applies to other MME changes e.g. TAU with MME changes.
================ end of 1st change ================
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