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1
Scope

The scope for this technical specification is to specify the security features and mechanisms for secure access to the IM subsystem (IMS) for the 3G mobile telecommunication system.

Since the scope also encompasses the use of these security features and mechanisms for secure access to IMS in the context of fixed broadband networks and 3GPP2 networks, Annex L and Annex X specifyhow the material in the main body and other normative Annexes of this document apply to the fixed broadband networks and 3GPP2 networks respectively.

The IMS supports IP Multimedia applications such as video, audio and multimedia conferences. SIP, Session Initiation Protocol, was chosen as the signalling protocol for creating and terminating Multimedia sessions, cf. RFC 3261 [6]. This specification only deals with how the SIP signalling is protected between the subscriber and the IMS, how the subscriber is authenticated and how the subscriber authenticates the IMS.
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[1]
3GPP TS 33.102: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Security Architecture".

[2]
3GPP TS 22.228: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Service Requirements for the IP Multimedia Core Network".

[3]
3GPP TS 23.228: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; IP Multimedia (IM) Subsystem".

[4]
3GPP TS 21.133: "3rd Generation Partnership Project; T Technical Specification Group Services and System Aspects; Security Threats and Requirements".

[5]
3GPP TS 33.210: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Network domain security; IP network layer security".

[6]
IETF RFC 3261 "SIP: Session Initiation Protocol".

[7]
3GPP TS 21.905: "3rd Generation Partnership Project: Technical Specification Group Services and System Aspects; Vocabulary for 3GPP specifications".

[8]
3GPP TS 24.229: "3rd Generation Partnership Project: Technical Specification Group Core Network; IP Multimedia Call Control Protocol based on SIP and SDP".

[9]
3GPP TS 23.002: "3rd Generation Partnership Project: Technical Specification Group Services and System Aspects, Network Architecture".

[10]
3GPP TS 23.060: "3rd Generation Partnership Project: Technical Specification Group Services and System Aspects, General Packet Radio Service (GPRS); Service Description".

[11]
3GPP TS 24.228: "3rd Generation Partnership Project: Technical Specification Group Core Network; Signalling flows for the IP multimedia call control based on SIP and SDP".

[12]
IETF RFC 2617 (1999) "HTTP Authentication: Basic and Digest Access Authentication".

[13]
IETF RFC 2406 (1998): "IP Encapsulating Security Payload (ESP)".

[14]
IETF RFC 2401 (1998): "Security Architecture for the Internet Protocol".

[15]
IETF RFC 2403 (1998): "The Use of HMAC-MD5-96 within ESP and AH".

[16]
IETF RFC 2404 (1998): "The Use of HMAC-SHA-1-96 within ESP and AH".

[17]
IETF RFC 3310 (2002): "HTTP Digest Authentication Using AKA". April, 2002.

[18]
IETF RFC 3041 (2001): "Privacy Extensions for Stateless Address Autoconfiguration in IPv6".

[19]
IETF RFC 2402 (1998): "IP Authentication Header".

[20]
IETF RFC 2451 (1998): "The ESP CBC-Mode Cipher Algorithms".

[21]
IETF RFC 3329 (2003): "Security Mechanism Agreement for the Session Initiation Protocol (SIP)".

[22]
IETF RFC 3602 (2003): "The AES-CBC Cipher Algorithm and Its Use with IPsec".

[23]
IETF RFC 3263 (2002): "Session Initiation Protocol (SIP): Locating SIP Servers".

[24]
3GPP TS 33.310: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Network Domain Security (NDS); Authentication Framework (AF)".

[25]
3GPP TR 33.978: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Security Aspects Of Early IMS".

[26]
ETSI ES 282 001: "TISPAN - Telecommunications and Internet converged Services and Protocols for Advanced Networking (TISPAN); NGN Functional Architecture for NGN Release 1".

[27]
IETF RFC 3947 (2005): "Negotiation of NAT-Traversal in the IKE". 

[28]
IETF RFC 3948 (2005): "UDP Encapsulation of IPsec ESP Packets".

[29]
IETF RFC 3323 (2002): "A Privacy Mechanism for the Session Initiation Protocol (SIP)".

[30]
IETF RFC 3325 (2002): "Private Extensions to the Session Initiation Protocol (SIP) for Asserted Identity within Trusted Network".

[31]
3GPP TS 23.167: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; IP Multimedia Subsystem (IMS) emergency sessions”.

[32]
draft-ietf-sip-outbound-10 (July 2007): "Managing Client Initiated Connections in the Session Initiation Protocol (SIP)".

Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[33]
IETF RFC 3268 (2002): "Advanced Encryption Standard (AES) Ciphersuites for Transport Layer Security (TLS)".

[34]
IETF RFC 2246 (1999): "The TLS Protocol Version 1.0".

[35]
RFC 3280 "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile".
[36]
ETSI ES 282 004: “NGN Functional Architecture; Network Attachment Sub-System (NASS)”
[37]
ETSI TS 187 001: " Telecommunications and Internet converged Services and Protocols for Advanced Networking (TISPAN); NGN SECurity (SEC); Requirements"
[38]
3GPP TS 33.178: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Security aspects of early IP Multimedia Subsystem (IMS)".
[39]
3GPP TS 29.228: "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; IP Multimedia (IM) Subsystem Cx and Dx interfaces; Signalling flows and message contents".

[aa]
3GPP2 X.S0011: "cdma2000  Wireless IP Network Standard".
[ab]
3GPP2 C.S0023: "Removable User Identity Module for Spread Spectrum Systems".

[ac]
3GPP2 C.S0069: "ISIM Application on UICC for Spread Spectrum Systems".
[ad]                      3GPP2 S.S0055: "Enhanced Cryptographic Algorithms".
[ae]                      3GPP2 S.S0078: "Common Security Algorithms".
[af]
3GPP2 C.S0065: "cdma2000 Application on UICC for Spread Spectrum Systems".
3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply.

Authenticated (re-) registration: A registration i.e. a SIP register is sent towards the Home Network which will trigger a authentication of the IMS subscriber i.e. a challenge is generated and sent to the UE.

Authentication vector: A quintet (as defined in TS 33.102 [1]) or an SD-AV.

Confidentiality: The property that information is not made available or disclosed to unauthorised individuals, entities or processes.

Data integrity: The property that data has not been altered in an unauthorised manner.
Data origin authentication: The corroboration that the source of data received is as claimed.

Entity authentication: The provision of assurance of the claimed identity of an entity.
Key freshness: A key is fresh if it can be guaranteed to be new, as opposed to an old key being reused through actions of either an adversary or authorised party.
IMS Credentials (IMSC): The IMSC is a term that indicates the collection of IMS security data and functions for IMS access in cdma2000 systems.
ISIM – IM Subscriber Identity Module: For the purposes of this document the ISIM is a term that indicates the collection of IMS security data and functions on a UICC. The ISIM may be a distinct application on the UICC.
Security Domain: Networks that are managed by a single administrative authority.  Within a security domain the same level of security and usage of security services will be typical.
SIP Digest authentication vector (SD-AV) : Temporary authentication data that enables the IMS network to engage in SIP Digest with a particular user. An SD-AV consists of five elements: a) protection space user hint realm, b) protection space domain, c) the authentication algorithm, d) the quality of protection value qop and e) the hash of IMPI, realm and password H(A1).

Editor's Note: The inclusion of the domain parameter in the SD-AV is ffs.

3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply, TS 21.905 [7] contains additional applicable abbreviations:

AAA
Authentication Authorisation Accounting

AKA
Authentication and key agreement
AS
Application Server
AV
Authentication Vector
CLF
Connectivity Session and Repository Location Function
CSCF
Call Session Control Function
HN
Home Network
HSS
Home Subscriber Server 

IBCF
Interconnection Border Control Function
IM
IP Multimedia

IMPI
IM Private Identity

IMPU
IM Public Identity

IMS
IP Multimedia Core Network Subsystem
IMSC 
IMS Credentials
ISIM
IM Services Identity Module

MAC
Message Authentication Code

ME
Mobile Equipment

NAPT
Network Address and Port Translation
NASS
Network Access Subsystem as defined by TISPAN in [36]
NAT
Network Address Translation
R-UIM
Removable User Identity Module
SA
Security Association

SEG
Security Gateway

SD-AV
SIP Digest Authentication Vector

SDP
Session Description Protocol

SIP
Session Initiation Protocol

TLS
Transport Layer Security

UA
User AgentUPSF
User Profile Server Function
*******************Next Change******************
Annex X (Normative):
Application to 3GPP2 networks
X.1
Introduction

This annex specifies how the material in the main body and other normative annexes of this document apply to 3GPP2 networks. In case there is a conflict with another annex of this document, then the requirements in this annex shall override. The IP Connectivity Access Network (IP-CAN) for 3GPP2 networks, called Packet Data Subsystem (PDS), is defined in [aa].
X.2
Application of clause 4

In 3GPP2 networks, the IMS is essentially an overlay to the PDS and has a low dependency on the PDS. PDS can be deployed without the multimedia session capability. The IMS Security Framework is shown in Figure X.1.

For the purposes of this Annex, the UE is not mandated to contain a UICC. The IMS Credentials (IMSC) at the UE are stored according to the requirements in clause X.4. It shall be possible for the IMS authentication keys and functions to be logically independent to the keys and functions used for PDS authentication. However, this does not preclude common authentication keys and functions from being used for IMS and PDS authentication. 
The IMS Security Framework also addresses the security of interfaces between the IMS and external network domains, for example, Multimedia IP-Networks as shown in Figure X.1. This is important since the service capability subsystem of the IMS includes application servers that reside on untrusted third-party networks, and which can access network functionality.
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Figure X.1: The IMS security architecture
There are seven different security associations and different needs for security protection for IMS (including SIP AS nodes) and they are numbered 1 through 7 in Figure X.1. 

1.
Provides mutual authentication between the UE and the S-CSCF. The HSS delegates the performance of subscriber authentication to the S-CSCF. However the HSS is responsible for generating keys and challenges. The long-term key in the IMSC of the UE and the HSS is associated with the user private identity (IMPI). The UE will have one (network internal) user private identity (IMPI) and at least one external user public identity (IMPU).

The security associations 2 through 5 are as defined in clause 4 except that requirements in clause X.5 of this specification shall apply for security protection.   

6.   Provides security between a SIP-capable node residing in an external IP network, and the HSS. This security association is covered in clause X.5 of this specification The SIP-capable node is a SIP Application Server and may also reside within the HN.  However, this security assoication is only applicable when the SIP AS resides in an external IP network.  If the SIP AS resides in the Home Network, then the security association 3 applies.

7.   Provides security between SIP-capable nodes located in different networks.  It differs from security association 4 in that the SIP-capable node here is the SIP Application Server.  Using SIP, this type of application server may communicate with network entities to offer service control and content, access functionality provided in the operator’s network, and manage bearers.  This security association is covered in clause X.5 of this specification.  It is only applicable when the SIP AS resides in an external IP network.  If the SIP AS resides in the Home Network, then security association 5 applies.

There may exist other interfaces and reference points in IMS, which have not been addressed above. Those interfaces and reference points reside within the IMS, either within the same security domain or between different security domains. Clause X.5 of this specification is intended to address security issues for all such interfaces. This document assumes that the IP-CAN supports secure communications via standard IETF protocols [14].  

Mutual authentication shall be required between the UE and the HN.

The confidentiality and integrity protection for SIP-signaling is provided in a hop-by-hop fashion. The first hop i.e. between the UE and the P-CSCF is specified in clause X.3. The other hops, inter-domain and intra-domain are specified in clause X.5 of this specification.
X.3
Application of clauses 5 through 8
The user’s subscription is authenticated by the S-CSCF (home service provider). The security association between the UE and the first access point into the operator’s network (P-CSCF) is negotiated based on the protocol defined in RFC 3329 [21]. The options that may be negotiated using [21], which are defined in 3GPP specifications, are: tls and ipsec-3gpp. If the negotiated protocol is ipsec-3gpp and no NAT device is present between the UE and the P-CSCF then clauses 5 through 8 of the main body of this document shall apply. If the negotiated mechanism is “ipsec-3gpp” and a NAT device is present between the UE and the P-CSCF, then Annex M of this specification shall apply. If the negotiated mechanism is tls then Annex O of this specification shall apply. 
NOTE1: RFC 3329 [21] also allows to negotiate the mechanisms digest, ipsec-ike, and ipsec-man for use between UE and P-CSCF. They are defined in SIP RFC 3261 [6].

NOTE2: RFC 3329 only defines the security mechanisms between the SIP client and the next-hop SIP entity, i.e. the P-CSCF. In particular, if SIP Digest is negotiated by means of RFC 3329 then Digest has to be run between UE and P-CSCF, with the P-CSCF acting as the server. So, RFC 3329 cannot be used to negotiate SIP Digest authentication in IMS, which occurs between UE and S-CSCF.

When using security mechanisms or protocols specified in this document (including ipsec-3gpp), the following exceptions shall apply:
-
The clause 8 on ISIM is replaced with the clause X.4 on IMS Credentials and any references to ISIM/USIM is replaced with IMSC. 
-
The references to TS 33.210 are replaced with a reference to clause X.5 of this specification.
NOTE: Some bullets removed here
X.4
IMS Credentials (IMSC)
The IMSC include the collection of IMS security data and functions on a UE. This clause identifies requirements on the IMSC to support IMS access security. It does not identify any data or functions that may be required for non-security purposes. 
There shall only be one IMSC for each IMPI. The IMS subscriber shall not be able to modify or enter the IMPI. The IMS subscriber shall not be able to modify or enter the Home Domain Name.
The IMSC application is the same as an ISIM application except it is not required to be on a UICC. 
For the purposes of this Annex, the following implementation options for an IMSC are permitted:

-
Use of a distinct IMSC application on a UICC (i.e., ISIM application) which does not share security functions with the CSIM;

-
Use of a distinct IMSC application on a UICC (i.e., ISIM application) which does share security functions with the CSIM;

-
Use of a distinct IMSC application on a ME which does not share security functions with the UIM;

-
Use of a distinct IMSC application on a ME which does share security functions with the UIM;

-
Use of a CSIM application on a UICC [af], in this case, the IMSC application on a ME shares security functions with the CSIM;

-
Use of a UIM or R-UIM [ab], in this case, the IMSC application on a ME shares security functions with the UIM or R-UIM.
If there is an IMSC application, then the IMSC application shall always be used for IMS authentication.

If the IMS specific identities are not present in the IMSC, the IMS identities (e.g., IMPI/IMPU) shall be derived by the IMSC from the Mobile Station Identity (MSID) used to access cdma2000 access networks as specified in Annex M of [8]. The MSID can be either IMSI or Mobile Indentification Number (MIN).The ISIM application for 3GPP2 networks is specified in [ac].

The AKA algorithms for 3GPP2 networks are specified in [ad] and [ae].
The rules for sharing security functions between an IMSC application and USIM given in clause 8.2 apply to the above cases. 
At UE power off, the existing SAs (session keys and related information) shall be deleted. 

X.5
Network Domain Security for IMS 

This clause describes security mechanisms for all communication except interfaces 1 and 2 of Figure X.1, including the Home Network, Serving Network, and any 3rd party network nodes (such as SIP Application Servers). This clause is applicable independent of negotiated IMS access security mechanism. 
When providing security between network elements, where at least one is in a 3GPP2 network, then the requirements in this clause or TS 33.210 [5] may be used. 
X.5.1
Inter-domain Domain Security

Referring to Figure X.1, interfaces 4 and 7 provides transport security between different networks for SIP capable nodes. Interface 6 provides security for communications between a SIP Application Server, residing in an external network, and the HSS.  There may be other interfaces to nodes outside the Home Network, which are also intended to be covered by this clause. The involved nodes shall be capable of IPsec [12]. Privacy protection shall be applied with cryptographic strength greater than DES. Integrity protection shall be applied. IPsec may be used in either transport mode or tunnel mode; when used in tunnel mode, one or both of the network security domains may use Security Gateways. Security associations between nodes in different networks shall be negotiated using IPsec/IKE [12].

It is necessary that nodes outside the home network should be secure and trustworthy, perhaps using mechanisms such as firewalls, packet filters, and so on. However such details are outside the scope of this clause.

X.5.2
Intra-domain Domain Security

The interface labeled 5 in Figure X.1 is between SIP-capable nodes in the same network security domain.  The interface labeled 3 in Figure X.1 is between the I-CSCF/S-CSCF and the HSS. There may be other interfaces to nodes inside the Home Network, which are also intended to be covered by this clause.  As these interfaces exist entirely within one network security domain, the administrative authority may choose any mechanism to secure this interface, including physical security where appropriate. Cryptographic methods of security, if applied, shall include both privacy and integrity protection, and be at least as strong as IPsec [12] using triple-DES and HMAC-MD5.

X.5.3
Profiles of Network Domain Security Methods

The profiles specified in this clause shall apply to clauses X.5.1 and X.5.2. 

X.5.3.1
Support of IPSec ESP

For the interfaces security protection between IMS network elements, this clause specifies the protection using IPsec as specified in RFC 2401 [12] with 3DES and AES (key length shall be 128 bits) for encryption and HMAC-SHA-1 for integrity protection. The key management and distribution architecture is based on the IPsec IKE (RFC 2401 [12], RFC 2407 [18], RFC 2408 [19] and RFC 2409 [20]) protocols.

The security services provided by network domain security are:

-
data integrity;

-
data origin authentication;

-
anti-replay protection;

-
confidentiality (optional);

-
limited protection against traffic flow analysis when confidentiality is applied.

The IPsec security protocol shall always be ESP. Integrity protection/message authentication together with anti-replay protection shall always be used. IPSec ESP should be used with both encryption and integrity protection for all SIP signaling traversing inter-security domain boundaries. 

IPsec offers a set of security services, which is determined by the negotiated IPsec security associations. That is, the IPsec SA defines which security protocol to be used, the mode, and the endpoints of the SA.

X.5.3.1.1
Support of ESP authentication and encryption

For IMS signaling traffic, ESP shall always be used to provide data integrity, data origin authentication, and anti-replay protection services, thus the ESP_NULL authentication algorithm shall not be allowed for use. It shall support ESP_HMAC_SHA-1 algorithm.

The ESP_DES algorithm shall not be used due to its weakness and instead it shall be mandatory to support the ESP_3DES algorithm as default. Support for the AES CBC cipher algorithm (RFC 3602 [29]) is mandatory. The AES CBC key length shall be 128 bits.

X.5.3.2
Support of TLS

This section specifies the use of TLS, for transport protection between IMS network elements. Where TLS is used for transport protection, implementations shall support TLS 1.0, as specified in RFC 2246 [bb]. Implementations may support (and attempt to negotiate the use of) succeeding versions of TLS. Implementations shall support mutual, certificate-based authentication, and may support (and attempt to negotiate the use of) other authentication methods such as pre-shared secret keys (PSK). The security services provided by network domain security are:

-
data integrity;

-
data origin authentication;

-
anti-replay protection;

TLS provides transport-layer security over connection-oriented protocols (for the purposes of this document, TCP); "tls" (signifying TLS over TCP) can be specified as the desired transport protocol within a “Via” header field value or a SIP-URI.  TLS is most suited to architectures in which hop-by-hop security is required between hosts with no pre-existing trust association.

Implementations should support the AES cipher suites as specified in RFC 3268 [cc], and shall at minimum support TLS_RSA_WITH_AES_128_CBC_SHA. Implementations shall firstly prefer AES cipher suites, and secondly prefer ephemeral Diffie-Hellman cipher suites during TLS negotiation. Mutual authentication shall be required for all TLS connections; in other words anonymous cipher suites shall not be accepted during negotiation.
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