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1 Introduction

This P-CR implements the proposed add in S3-080xxx.

It is proposed that SA3 agrees the following P-CR to TS 33.401:
**********************P-CR to TS 33.401***********************************
**********************Begin of 1st ​​​change ***********************************
9
Security interworking between E-UTRAN and UTRAN

Editor's Note: Any impacts in this section due the feature of per user activation of UP ciphering are for ffs and dependent on an agreement on this feature which is for ffs.

9.1
Idle mode mobility

9.1.1
From E-UTRAN to UTRAN

The E-UTRAN NAS Attach Request and TAU Request messages shall include the UTRAN and GERAN security capabilities of UE. All UE capabilities are sent back to the UE in the corresponding integrity protected response messages for verification that they were not changed.

The MME shall transfer UE’s UTRAN and GERAN security capabilities and CK' || 'IK to SGSN with Context Response/SGSN Context Response message. SGSN shall include the allowed security algorithm and transfer to RNC with SMC message.  RNC will select security algorithms and indicate to UE whenever needed.

In idle mode mobility from E-UTRAN to UTRAN, UE sends a RAU Request message towards SGSN and shall include a P-TMSI signature. The available P-TMSI signature field bits (at minimum 16 bits) shall be filled with a NAS-token (i.e. the x least significant bits of the KDF output) which is generated with the following function:

NAS-token = KDF(KASME || current NAS downlink SN)
Editor's NOTE 1: The choice of the KDF is for ffs.

SGSN forwards the P-TMSI signature to the old MME, which compares it with a NAS-token (truncation of most meaningful bits if needed), for the UE identified within the context request. If they match, the context request message is authenticated and authorized and MME will provide the needed information for the SGSN. Old MME responds with an appropriate error cause if it does not match the value stored in the old MME. This should initiate the security functions in the new SGSN.

To avoid possible race condition problems, the MME shall be able to compare the received NAS-token with NAS-tokens generated from the current NAS SN downlink value as well as with current NAS SN-1 downlink value only if there is a pending downlink NAS message from MME to the UE (i.e. MME waits for NAS response from the UE).
When idle mobility to UTRAN, the UTRAN START value is initiated by the value of most significant bit of COUNTNAS, START=MSB20(COUNTNAS)+2.
Editors NOTE 2: SA3#50 issues: It needs to be studied which are the effects of the retransmission of the NAS messages and the way the NAS SQN is incremented, on the reliability of the calculation.
Editors NOTE 3: Other solutions may be studied that could replace the NAS-token solution. It was mentioned during SA3#50 that pre-calculation at the MME and sending the value over the air has following properties: MME-storage is consumed and without confidentiality protection the pre-calculated value may be disclosed before usage.

Editors NOTE 4: SA3 is waiting for a decision on the length of the P-TMSI signature from SA2. 

*************************End of 1st *******************************************
*************************Begin of 2nd *****************************************

10
Security interworking between E-UTRAN and GERAN

Editor's Note: Any impacts in this section due the feature of per user activation of UP ciphering are for ffs and dependent on an agreement on this feature which is for ffs.

10.1
Idle mode mobility

10.1.1
From E-UTRAN to GERAN

The E-UTRAN NAS Attach Request and TAU Request messages shall also include the UTRAN and GERAN security capabilities of UE. All UE capabilities are sent back to the UE in the corresponding integrity protected response messages for verification that they were not changed.

MME shall transfer UE’s UTRAN and GERAN security capabilities and CK’ and IK’ to SGSN. SGSN shall select the encryption algorithm to use in GERAN when needed. 

In idle mode mobility from E-UTRAN to GERAN, UE sends a RAU Request message towards SGSN and shall include a P-TMSI signature. The available P-TMSI signature field bits (at minimum 16 bits) shall be filled with a NAS-token (i.e. the x least significant bits of the KDF output) which is generated with the following function:

NAS-token = KDF(KASME || current NAS downlink SN)
Editor's NOTE 1: The choice of the KDF is for ffs.

SGSN forwards the P-TMSI signature to the old MME, which compares it with a NAS-token (truncation of most meaningful bits if needed), for the UE identified within the context request. If they match, the context request message is authenticated and authorized and MME will provide the needed information for the SGSN. Old MME responds with an appropriate error cause if it does not match the value stored in the old MME. This should initiate the security functions in the new SGSN.

To avoid possible race condition problems, the MME shall be able to compare the received NAS-token with NAS-tokens generated from the current NAS SN downlink value as well as with current NAS SN-1 downlink value only if there is a pending downlink NAS message from MME to the UE (i.e. MME waits for NAS response from the UE).
When idle mobility to UTRAN, the UTRAN START value is initiated by the value of most significant bit of COUNTNAS, START=MSB20(COUNTNAS)+2.
Editors NOTE 2: Editors NOTE's 2 to 4 of section 9.1.1 are also valid here. 
******************************End of 2nd change************************************
