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In order to include the “removable UICC” option in the TR33.812 the following changes are proposed to section 4.1.2. 
Changes are proposed against  Draft TR 33.812 v.0.2.1.  
The rationale behind each proposed change is provided as a comment.  

**** start of changes ****

4.1.2
Identified issues and Initial Considerations

The following issues can be identified from the Use Cases above, and a number of features are proposed that could be beneficial to study in order to solve the identified problems.
Issue 1: How to prevent theft of and tampering with subscription credentials 

NOTE: many of the issues below relate to attacks that may be perpetrated directly on a provisioned M2M equipment and attacks that may be perpetrated against the remote provisioning and management process.

Editor’s note:
It has to be revisited whether the M2M equipment refers to the wireless module or the module where the wireless module is attached to. 
This issue includes the following threats, whereby an attacker:

· copies the customer’s credentials to a different piece of M2M equipment with the intent of using it to make calls at the customer’s expense;

· copies the customer’s credentials to a different piece of M2M equipment with the intent of masquerading as the customer when enacting transactions, e.g. electronic payment, access to IT systems, etc.;

· modifies the credentials to those of another user, e.g. himself. This would typically be performed on a piece of stolen M2M equipment;

· performs an unauthorised migration of  the customer to another operator’s network by modifying the credentials to a set that would apply to that customer on the other operator’s network;

· adds a set of credentials that are not authorised by the customer or the home operator;

· An attacker maliciously renders the customer’s credentials unusable, e.g. in an attack over an IP channel to the equipment;

· Renders the credentials unusable due to exposure to environments that might normally be encountered by the M2M equipment, for example a magnetic or electrostatic field.

· Copies the credentials so as to be able to determine the derived ciphering and integrity keys used for traffic protection so as to be able to eavesdrop upon and/or tamper with communications between the M2M terminal and the network.
In Use Cases 1, 2, and 3 of [TR22.868], SA1 has identified the problem of how to ensure that the M2M equipment is tamper resistant despite e.g. the removability of the UICC. To solve this problem it would be beneficial if either of the following were implemented:

Option 1: if the UICC could be physically integrated into the M2M equipment in such a away as to make it infeasible to remove the UICC without rendering the UICC permanently unusable. The USIM application would then still run and be managed in a secured, non-removable execution environment which is tamper resistant.  

Option 2: if the USIM application could be integrated and embedded within the M2M equipment in a protected module (i.e. without a physical UICC). That protected module would thus provide for the USIM application  a secured execution and storage environment which is tamper resistant in the M2M equipment. Such an environment requires counter-measures against logical attacks on the USIM/ISIM application, similar to counter-measures that are currently provided by a physical UICC. 

Option 3: if the USIM application is implemented on a removable UICC, appropriate actions could be specified/taken according to the specific use case considered, to discourage/invalidate the UICC removal (i.e. making the UICC removal unproductive or even counterproductive for the attacker). Moreover, for some Use Cases the unauthorized removal of the UICC may also be prevented/discouraged by physical means (to be implemented on the M2M equipment) that are out of the scope of 3GPP. For M2M module a new removable UICC Form Factor could be specified to fulfil all new requirements coming from the M2M market (e.g. high temperatures, long life duration, vibrations, etc..)

Editor’s note: It needs to be studied what is meant with secured environments. 

Editor’s note: Also other options are possible.


 It would be beneficial to study all these options
. 
Issue 2: How to initially provision a new M2M equipment with a new USIM application from an operator of customer choice
If we assume that the UICC is physically integrated into the M2M equipment in such a away as to make it infeasible to remove the UICC without rendering the UICC permanently unusable, as per option 1 above, there are the following subcases: 

a) The USIM application is provisioned to the UICC prior being physically integrated into the M2M equipment.  This implies that the customer of the M2M equipment needs to select his Home Operator upon ordering the M2M equipment to the supplier. The selection of HO by the customer of the M2M equipment is straightforward (no new provisioning processes required). 
b) The USIM application is provisioned to the UICC after being s physically integrated into the M2M equipment. This allows the customer of the M2M equipment to select his Home Operator while receiving the M2M equipment from the supplier. This raises the same issues detailed as per option 2, the only difference being that in this case the USIM application resides on a physical UICC
. 
If we assume that the USIM application is integrated into the M2M equipment, as per option 2 above (i.e. not using a physical UICC), then new problems arise, such as: 

· how can the customer of the M2M equipment select his chosen home operator after the M2M equipment has been delivered from the supplier?

· how to remotely and securely provision  the M2M equipment with a new USIM/ISIM application of his chosen home operator;

· how the HO can ensure the trustworthiness of the M2M equipment

To solve these issues it would be very beneficial if it was possible to: 

· select the home operator of the customer’s choice

· obtain a secure IP connection to a network for the purpose of registration and provisioning

· register on-line with the chosen home operator for obtaining a subscription to that operator’s networks. This includes the possibility of linking the new equipment to an existing subscription.

· verify credentials for the M2M equipment's trustworthiness as a receptor of such provisioning service before the HO allows provisioning of  the M2M equipment to take place. The components to be verified for authenticity and/or integrity should include the secure module and the M2M equipment ("the platform"). Optionally the HO may choose to verify only the platform. Exactly when and under what circumstances such verification should take place is FFS

· initially download a USIM/ISIM application of the customer choice into a new M2M equipment, over a secured channel; and

· if this phase of initial download of a USIM/ISIM application, could take place after the M2M equipment has been delivered by the supplier to the customer; and

· if the customer could deploy a large set of M2M equipments and associate them with one certain home operator. This could require batch registration and provisioning.

· operate a secure process for on-line provisioning and management that provides at least authentication of origin, confidentiality, data integrity and anti-replay protection.

If we assume that the USIM application is implemented on a removable UICC, as per option 3 above, the selection of home operator by the customer of the M2M equipment is implicit in the UICC chosen.  This case is straightforward in the sense that it does not imply new processes, logistics and distribution to the chosen Operator. Hence it does not imply additional costs, nor new provisioning processes, for the chosen HO
. 
Issue 3: How to change subscription to a different operator
Use Case 3  of [TR22.868] also describes the problem of when the M2M equipment-customer needs to change the subscription due to change of power supplier, who happens to have a contract with a different mobile operator.  

For this specific issue, the following sub-cases need to be considered
: 

a) Authorized change of subscription.  
b) Unauthorized (i.e. fraudulent) change of subscription.  
Editor’s note: the relevance of Sub-case b) is FFS. It could make sense in case of subsiding of M2M equipments (a customer might try to change operator in contravention of the contract with the current operator, e.g. if the equipment cost has been subsidised by the current operator in exchange for the customer staying with that operator for a contracted period of time). However equipment subsiding may not be a realistic practice for M2M when there is no direct commercial relationship between the Operator and the consumer.

The usage of a removable UICC in the M2M equipment is straightforward to enable authorized change of subscription. 
NOTE: With reference to the specific Use Case 3  of [TR22.868], the costs of replacing the UICCs to the M2M equipments are at the expense of the “new comer” power supplier that is willing to make business with new mobile operator. Also, how to physically prevent, in an adequate and effective way, the unauthorized UICC removal from the M2M equipment cannot be considered within the scope of 3GPP (this is at the expense of the power supplier that is providing service to the M2M equipments).


· 
· 

· 

 **** end of changes ****



























































































































































































































































































































�Option #3 is added. 


�As the option for removable UICC has been added (as third Option), the Editor's note is updated accordingly


�This sentence, that was written prior introducing Option#3, is unclear. It seems to hint that Tamper with or copy the subscription credentials from the M2M equipment is not possible because Option#1 and Option#2 do not expect a removable UICC, but this might not be true, as an attacker can exploit possible weakness to attempt retrieving the subscription credentials regardless of where they are stored (e.g. also in case they are NOT stored on a removable UICC). 


�This is just an editorial change. 


�In order to improve the readibility, it would be useful to progress ALL the considered options throughout the draft TR 33.812. This new text addresses the Issue#2 for the Option#1 scenario, that was missing in the baseline.


�As Option#3 has been added, this text addresses the Issue#2 accordingly. 


�We propose to separately address the "Authorized" and the "Fraudulent" change of subscription as there could be different implications. 


�This specific scenario has not been included in the new proposed text as it �is not realistic


�This scenario has been moved up in the Editor’s Note related to the Sub-case b).
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