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1. Introduction
In 3GPP SA3 50# meeting, we proposed a document to describe security architecture of H（e）NB.
Delegates offered a number of comments and recommendations; we have conducted a detailed analysis. This document is a revision and perfection of the security architecture of H(e)NB. We try to embody the security requirements discussed in the 50’th meeting.
2. proposed Security architecture of H(e)NB
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Figure 1: proposed system architecture of H(e)NB

The new figure adds Home Gateway and authentication system.
· Home Gateways is in the home network border, H(e)NB connects with the public networks through Home Gateway. Home Gateway may be co-located with H(e)NB.
· In order to process mutual authentication, Authentication system need to connect with Security Gateway. 

Depending on the credentials which are used to mutual authenticate H(e)NB and Security Gateway, H(e)NB and SeGW need support from authentication server or PKI to perform mutual authentication. 

In case that xSIM is used as authentication credential of H(e)NB, xSIM based authentication method could be used to authenticate H(e)NB. The Authentication system should include an AAA server and a H(e)NB　subscription server. The former is connected to the SeGW, and the latter stores the H(e)NB subscribers’ subscription, just like the UE’s HLR/HSS. The AAA has access to the subscription server to retrieve subscription information. The H(e)NB and SeGW authenticate each other, then establish a secure association for protecting signaling and and user-plane (voice and data) traffic. The protocol for authentication can be IKEv2. Mutual authentication and key generation could be provided by EAP-AKA. 

[image: image2.emf]SeGW

AAA Server

H(e)NB subscriber 

Information Server  


Figure 2: authentication system for xSIM method 
In case that certificate is used as authentication credential of H(e)NB, PKI is needed to support certificate based authentication. 
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Figure 3: authentication system for certificate method
3. Proposal

It is proposed to modify H(e)NB security TR as following p-CR.
4. 5 P-CR to TR of H(e)NB Security

#####################Begin of Changes#########################

4.2
System architecture of HNB

Editor’s Note: This section describes the security architecture of UMTS network with HNB.  
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Figure 1: system architecture of HNB

Description of proposed system architecture:

· Air interface between UE and HNB should be backwards compatible air interface in UTRAN;
· Home Gateways is in the home network border, HNB connects with the public networks through Home Gateway. Home Gateway may be co-located with HNB.

· HNB access operator’s core network via a Security Gateway. The backhaul between HNB and SeGW may be insecure. 

· Security Gateway represent operator’s core network to perform mutual authentication with HNB. In order to process mutual authentication, Authentication system need to connect with Security Gateway. In case that xSIM is used as authentication credential of HNB, The Authentication system should include an AAA server and a HNB　subscription server.Otherwise if certificate is used as authentication credential of HNB, PKI is needed to support certificate based authentication.
· Security tunnel is established between HNB and Security Gateway to protect information transmitted in backhaul link.
4.3
System architecture of HeNB

Editor’s Note: This section describes the security architecture of EPS network with HeNB.  
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Figure 2: system architecture of HeNB

Description of proposed system architecture:

· Air interface between UE and HeNB should be backwards compatible with air interface in E-UTRAN;
· Home Gateways is in the home network border, HeNB connects with the public networks through Home Gateway. Home Gateway may be co-located with HeNB.

· HeNB access operator’s core network via a Security Gateway. The backhaul between HeNB and SeGW may be insecure. 

· Security Gateway represent operator’s core network to perform mutual authentication with HeNB. In order to process mutual authentication, Authentication system need to connect with Security Gateway. In case that xSIM is used as authentication credential of HeNB, The Authentication system should include an AAA server and a HeNB　subscription server.Otherwise if certificate is used as authentication credential of HeNB, PKI is needed to support certificate based authentication.

· 
· Security tunnel is established between HeNB and Security Gateway to protect information transmitted in backhaul link.

##################### End of Changes#########################
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