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1. Introduction
This P-CR implements the proposed changes in S3-080xxx.
It is proposed that SA3 agrees the following P-CR to TR 33.821:

================== P-CR to TR 33.821===========================

========================Begin of changes=========================

7.4.13.6
Key handling on handover from UTRAN to E-UTRAN (Alternative 2)
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Figure 1 Kenb derivation during inter-RAT handover

1, Source RNC makes HO decision base on measurement report or other conditions.

2, Source RNC sends Relocation request to Source SGSN, which includes the target eNB identifier.

3, Source SGSN forwards Relocation request to Target MME. In this message, IK, CK and the target eNB identifier are sent to the target MME.

4, Target MME derives K'ASME using IK, CK, then derives K*enb from K'ASME and the target eNB identifier.

5, In HO request, target MME sends K*enb to target eNB.

6, The Target eNB replies HO request Ack to the target MME. The target eNB id is contained in this message.
  The target eNB derives new Kenb from K*enb and other parameters in the same way as inter-eNB handover, and then derives RRC/UP keys from new Kenb.
7, The target MME replies Forward relocation response to the source SGSN, which replies relocation command to source RNC, which sends HO from UTRAN command to the UE. The target eNB id is transferred in these messages.
8, The UE derives RRC/UP keys from new kenb in the same ways as in the MME /eNB.

9. UE sends HO complete to target eNB.
Compared to solution in this section, the solution in section 7.4.13.5 has the following disadvantages:

Req1) the MME would require a special random generator only for the security purpose of inter-RAT handover.
Currently it is not clear how to transfer the random generated by the MME to the UE in protocol details. However, it could be assumed to use either of the following ways:
· The target MME sends the random to the target eNB. Then the target eNB sends the random to the UE using c) in the same way as described in 2.1.

Req2): Require a separate IE in the HO request message (eNB -- MME).
· The target MME sends the random to the UE using b) in the same way as described in 2.1.
Req2): Requires a separate IE in FW relocation response (MME--SGSN), relocation 
command (SGSN-RNC) and HO command (RNC--UE),
Currently it is not clear how the target eNB derives the RRC/UP keys based on the received kenb from the MME. If the target eNB derives the RRC/UP keys directly using the Kenb (instead of first deriving new Kenb from K*enb, then deriving RRC/UP keys using new Kenb as inter-eNB handover ), then 

Req3)  the Target eNB would have to differentiate RRC/UP keys derivation handling in case of inter-RAT handover from inter-eNB handover.
========================End of changes=========================
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