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1. Introduction
In TS 33.401 section 6.1.2 (Distribution of authentication data from HSS to serving network), it reads:

“……
Upon the receipt of the authentication data request from the MME, the HE may have pre-computed the required number of EPS authentication vectors and retrieve them from the HSS database or may compute them on demand. 

……” 
This contribution will propose that the HE shall compute the EPS authentication vectors on demand.

2. Discussion
In UMTS, the computation for all the authentication vector elements (IK, CK, RAND, XRES, AUTN) doesn’t depend on extra inputs (e.g. from SGSN), so they can be completely pre-computed internally in the HE.
However, in EPS it seems infeasible for the HE to pre-compute the required EPS authentication vectors (RAND, AUTN, XRES, Kasme) for the following reasons:
1) The derivation of Kasme depends on the serving network identity, which is not known by the HE until receiving the authentication data request from the MME.
2) Whether the "separation bit" in the AMF field of AUTN shall be set to 1 or not depends on the network type, which is also not known by the HE until receiving the authentication data request from the MME.
3) Between two authentication data requests from the MME, if the HE pre-computes the required number of EPS authentication vectors, e.g. using the previous serving network identity to derive Kasme, but since the serving network identity may change on idle/active mode mobility and the HE has to re-compute new authentication vector(s) on demand even if there are many authentication vectors pre-computed before, so these pre-computed EPS authentication vectors will be obsolete and not useful, and thus waste the HE resource.
So the HE shall compute the EPS authentication vectors on demand.

It is suggested that SA3 agree the following P-CR:

3. pCR to TS 33.401
========================Begin of changes===============================

6.1.2
Distribution of authentication data from HSS to serving network

The purpose of this procedure is to provide the MME with one or more EPS authentication vectors (RAND, AUTN, XRES, KASME) from the user's HE (HSS) to perform a number of user authentications.

Editor's Note: It is for ffs if there is a need to request/transfer more than one MME security context.
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Figure 6.1.2-1: Distribution of authentication data from HE to MME

An EPS authentication vector is derived from the authentication vector defined in TS 33.102 [4] clause 6.3.2. To derive the key KASME in the HE, a Key Derivation Function is used which shall contain following mandatory input parameters: CK, IK and SN identity.

Editor's Note: The key derivation function is to be specified later.

If the Network Type equals E-UTRAN then the "separation bit" in the AMF field of AUTN shall be set to 1 to indicate to the UE that the authentication vector is only usable for AKA in an EPS context, if the "separation bit" is set to 0, the vector is usable in a non-EPS context only (e.g. GSM, UMTS). For authentication vectors with the "separation bit" set to 1, the secret keys CK and IK generated during AKA shall never leave the HSS. 

The MME invokes the procedures by requesting authentication vectors from the HE (Home environment).

The authentication data request shall include the IMSI, the Serving Network identity i.e. MCC + MNC, and the Network Type (I.e. E-UTRAN)

Upon the receipt of the authentication data request from the MME, the HE shall compute the required number of EPS authentication vectors on demand. 

The HE sends an authentication response back to the MME that contains the requested information.  If multiple EPS authentication vectors had been requested then they are ordered based on their sequence numbers.
========================End of changes===============================
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